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USE Al FOR GOOD PURPOSES

&he New York Times
June 1, 2018
Google Will Not Renew Pentagon
Contract That U, set plpy

“Al should cultivate
Human well-being”
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Project leader of Dutch Defense research projects on
Human-machine teaming
Meaningful Human Control
Chair of Nato activities on Meaningful Human Control
Coordinating Manning and Automation portfolio for Dutch Navy

Why?
- To help Dutch Defense, Safety and Security

- To help preventing harmful and unethical applications of Al
- To help adopting multiple perspectives

Jurriaan van Diggelen (TNO) - Human-Machine Teaming
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Hijacked ship’s crew rescued from pirates
near Somalia

DUTCH DEFENSE

® 9 April 2017 f © ¥ [ < Share

Jurriaan van Diggelen (TNO) - Human-Machine Teaming



m innovation
for life s ——

HOW FAR DO WE WANT TO GO?

Jurriaan van Diggelen (TNO) - Human-Machine Teaming
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(MILITARY) Al REQUIRES MULTIPLE PERSPECTVES

- Military Al roadmaps heavily rely on dual use technologies

- Applications require diverse perspectives from
- Operational users, Academia, Industry
- Multi-disciplinary: Al, Systems engineering, Human Factors, Legal, Ethics...
- Multiple countries, ethnicities, etc.
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Article lays out the principle of
collective defense

Year founded:
Number of members
without an army:




Organisation & Agencies

Organisations and agenches
Support

serations oo
Cereral Surcpe Ppeiine Syzsm Pragramen:
NATO Alrft Msnagernert Programme:

Commuricatiors 3nd information

HATE Communicatans arclInformstion Agency INCl Agenc
NATD £ Orgonis

J Ageiny CH)

erminaiogy D

rvcilance Msnagement Agency (NAGEMA)
IATD Helcopeosr Bes g and Development Froducton and Logesies Mansgomene Agency (NAHEMA
MATD Medhm Extended £ Design and Deveiepmesns. Brocucson and Logibes Mansgement igency [NAMEADSMA)

The NATO Airborne Eary Warning and Control Programme Management CYEanE-3non (NAFMD)
Electmonic Warfare
NUATD) ElecTranic Warfare Acuscry CommEtee (NEWACH

lary Commensn Meterpiogical Group IMCMG

nograghy
T MR DX Earogranny (WILCC) Group
Education and Training.

NATD) Defense Colege (ND

e NATO Scnoni - OberamPergaL, Germany

PNATT) Cormuncations and Informaticn Systeires (NCISS) Sehool

e NATO Traning 7o INTE)

PNATE) Marome INeiction OpEratonal Tring Cenes - NVNCT - SDUC Naval Base, Creee, GR

B
& Nudcar Deferce (ICBRN)

Excelence
e of Excelience (C
Offices

STRATCOM)

SrUCTIrE:
Committes
internaticnal Military staft
Inteilgrnce (M)
Operations and Fans {DEF)
Pulicy and Capshilicies [FAL)

d Fesources (LER)
MATO Headguarters £3 Swaff (NHQCIS)
MATO Skuarian Cenzre {SITCEN)

Hllied Command Operations (A00)
Supreme Headquarers Alled Fower Eur pe [SHAFE| - Mors, B2 . 016 9
arce Command MG Brunssum - Brunssum, NL - 8 k8

arce Cammand
Office Beigrade

ajevn [NHISa) - Sarajewn, BA

Skopje INHGSK) - Skopie, Morth Macedonia

acies - Mapies. TR

ors Maritime
Ing \U_"J I‘a’1r e G
i ng MATO M
ncng MATE ha
ncing MATE Mine Counterm
i ng MATO Mine Countenmy

AT Marcme Alr Command (D0 MMARSE)
MATD Submanne Command [COMSLIEMNATO)
MATD Shipping Centre
roore Allied Al Command (MG MRCOM] - Ramesn, DE B
Cambingd Alr Operations Contre (CADC) Tannején
Cambined Alr Operatians Centre (CADC) Uedemn
Depioyabie Alr Command and Control Centre (DWCCC)
Headguarers Allieo Land Comimand - lzmin, TR
The NATD O Group
Rapidly Deployabie Conpe Headquarners
mers Allied Command Eurape Rapid Rea
ricrs ELROCORRS in Strashourg, AR I (6l

al Corps hrrll'c.m Seezecin, FL IO 6wl
riers Rapid D bk Ciox -:'lu.r. Mian, IT
riers Rapid :\c:l bhe: Ciorpes Turiey - btanbul, TR
e Rapid Deploya bke German Methpriands naamster, DE I & =
e Rapid Depioya e Corps Saain - Vaiendla,
riers Rapkd Deployabke Corps France in Uik, R0l
ke Ciorps Greece in Thessalonikl, GR

Immediate Reacton Farces [Mandme)
striking and SURRErt Forees - STRIKFORMATD - Listen, PT
Arborne Earty Warning & Cantrol Faroe [HD) NAEWEL Forre G

allled Command Transformatien (ACT)

IMers Supreme Allesl Commander Tra (HG) SACT)- Norfol, Us - s

= Learned Centre . Lishan, PT

Other NATO Command & Statt Organisations
Canada.UIS Regional Planning Group |CLISRPG)
Comibined join: Flanring Staf (FS) - Mons, BE

r Corpe [ARRD) - Inrsworth-Gloucester, UK - (e 9 =

Civilian

MATD) Headquarters B & @
Fermanet A pes and Mational Deiegations

Sporial Representatve on Women, Peace and Soourty
Mﬂulnusmusuunywtynmnm
3L 0

Farincrship far Peace DocLmerestion Certer
qm:mnns Divizion

Emengng Secunity Cnallenges Division
Sripnce far Prace and Sen
The Weapare o e (WD)
Defrnoe Against Termrism Programme of Wk (DT FOW)
Defence Policy and Flanning Divisicn
MATE Liatson Office (NLO) Ukraing:
Defence Investment Division
Confererce of National Armame nts Divectors (i

’ coibe Defence Commitee (AMDCH)
Belation CommEme (RVC) (ACS)ste i undy

soehip grants
3 Informaticn and Documentat

3 Internship Frogramme

) Muttimedia Library
Recrutment Senace:

Joine Intelligence and Security Diviskn (J15)

MATO Office of Resources (NOR)

MATO Office of Seourity (NOS)

MATE Headquarters Consultabion, Comemand and Conirol Staff (NE0C3S)

Office of the Frandal Coreraler (Firan)

Office of the: Chairman of the Senkor Resaurce Board |SAB)

Office of the: Chairman of the Oyl and Milgsry Budget Commicees (CBCMBS

af Acitnes for HATO DEAN)

MATD Froduction and Log

s Organisaeions (NFLO)




—

Organisation & Agencies Military Civilian

Grsgnisations and agencies Military structure
ot The Military Committes
international Military Scaff R
nociigence (MT)

‘Dperations Division

NATO SCienCe M“f;c;'"n;"jn'“'-"“;""“"::n" pore, B2 -G W NATO
and Technology e e o e Cmrand s

o e Industry
Organisation "

+1 - Skapic, Mo AdVISory
Group

1 H - Moo

Defence Palicy and Flanning Division
MATC Liatsan Office (MLO) Ukraine

‘ence Investment Division

Birboene carty warrng

AT
Slectronic Warfare

Military DCeancgraphy
“The Mizary eanogranry (MILC
Education and Traning

Centres of
Excellence

Joine Intelligence and Security Diviskn (J15)
MATO Office of Resources [NOR)
MATO Offiee of Seourity [NOS)

]

Other NATO Command &
C LIS Regies







innovation
for life s ———

Jurriaan van Diggelen (TNO) - Human-Machine Teaming



Translated from Chinese Al Development Plan, July 2017

Jurriaan van Diggelen (TNO) - Human-Machine Teaming
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.. by 2030, China’s Al theories,
technologies, and applications should
achieve world leading levels, making China
the world’s primary Al innovation center...”
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“And we believe quite strongly that the
technological sauce of the Third Offset is

going to be advances in Artificial
Intelligence (Al) and autonomy.”

Former U.S. Deputy Secretary of Defense Bob Work, April 2016

Jurriaan van Diggelen (TNO) - Human-Machine Teaming



n van Diggelen (TNO) - Human-Machine Teaming _

TNO 7
) 2 AlIN DUTCH DEFENSE

010 FA
CYBER g r;gi?f% &f%ﬁih

no
THREATS %'
/%i\ 'F’ HYPERSONIC %
> DRONE
o1

S w HE/%/ Q)
S8 mlntnn N %
235389 , 0 =

CAANEY \ / ETHICS

lcu/:: OPPUIE%::JCN \/= /\ 7\ 7\
WY % AR
IR
ARENEWS - ORGANIZATION @I
@I‘I’I’D who is

re5pon5|b[e?



m innovation
E— for life I

The battle is too fast to allow human involvement,
so we need autonomous Al!
Artificial ethics can make war more humane.
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Prohibit all LAWS!

Humans should exercise control over individual

Aftitle 36 attacks, not simply overall operations. Only by

prohibiting the use of fully autonomous weapons
can such control be guaranteed.

n van Diggelen (TNO) - Human-Machine Teaming



S ———SSSS----=--——, | | | Jiit s —"
NATO HFM-ET-178: MHC OVER Al BASED SYSTEMS
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AFRL

TNO

DSTL
NASA
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Humans have the ability to make informed choices in sufficient time to
influence Al-based systems in order to enable a desired effect or to
prevent an undesired immediate or future effect on the environment.

Characteristics:
*Human has freedom of choice
*Human has ability to impact the behaviour of the system
*Human has time to decide to engage and sufficient situation, and system understanding
*Human is capable to predict the behavior of the system and the effects of the
environment (physical and information)
*Influence over Al-based systems can be achieved in various ways, such as policy-making,
training, HMI design, organizational design, operations, etc.
*The above encompasses cases from instantaneous (e.g. number of seconds) to very
delayed response (several hours to days, e.g. before-the-loop) to control.

Jurriaan van Diggelen (TNO) - Human-Machine Teaming
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THERE'S NO SILVER BULLET

for meaningful human control

innqvation



Al as a substitution for human
Al as an obedient servant

Al as a human enhancer

Al as work creator

Al as a team partner

van Diggelen (TNO) - Human-Machine Teaming
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ROLE 1 Al AS A SUBSTITUTION FOR HUMANS
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Jurriaan van Diggelen (TNO) - Human-Machine Teaming
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Al AS A SUBSTITUTION FOR L

Paths, Dangers, Strategies

HUMANS REQUIRES HUMAN- Y
LEVEL INTELLIGENCE OR ABOVE

Elon Musk R .
. =on Wus @ (( Follow ) ~ Yuval Noah Harari
@elonmusk -
Worth reading Superintelligence by Bostrom.
We need to be super careful with Al. Human
Potentially more dangerous than nukes. Compatib|e
7:33PM - 2 Aug 2014 ARTIFICIAL INTELLIGENCE BEINGIHUMANIN THE AGE OF
_ ) AND THE ARTIFICIAL INTELLIGENCE
2596 Retweets 3064lkes SN O @D & §) ot Y T TG

Qs sk Qzk B

MAX TEGMARK

Jurriaan van Diggelen (TNO) - Human-Machine Teaming
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MEANINGFUL HUMAN CONTROL OF AGI
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ROLE 2 Al AS AN OBEDIENT SERVANT

Dull Dirty
Dangerous

Dull Dirty

| Dangerous

Jurriaan van Diggelen (TNO) - Human-Machine Teaming
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OBEDIENT SERVANT REQUIRES A PREDICTABLE
ENVIRONMENT

B! \f‘veg\/!qsk“i

Jurriaan van Diggelen (TNO) - Human-Machine Teaming
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MEANINGFUL HUMAN CONTROL OF AN OBEDIENT
SERVANT

Samsung SGR-A1l

sLaser rangefinder

IR thermographic camera

‘Mounted weapons (stock)
* 5.56 x 45-mm automatic light machine-gun
* Alightweight 40-mm multiple-grenade launcher.
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ROLE 3: Al AS A HUMAN ENHANCER

Jurriaan van Diggelen (TNO) - Human-Machine Teaming



m innovation
for life s ———

N OW Jurriaan van Diggelen (TNO) - Human-Machine Teaming



TNO 7
Al AS HUMAN ENHANCER IS STILL IN ITS INFANCY

2 Copyright 1973. All rights reserved

|

H

i TOWARD DIRECT BRAIN-COMPUTER 9027 Revolution %ekein: WhattheUs.shoulddo  Oscars:
& evolution 5 :

: COMMUNICATION 1N EQYDE Mestoveroeona Whatiants | sarpawer

JacQues J. Vipar!

Brain Research Institute.
University of California, Los Angeles, California

Electroencephalographic or EEG signals collected on the human scalp are
sustained fluctuations of electrical potential that reflect corresponding variations in
the upper layers of the brain cortex below the scalp surface. The signal structure is
that of a stochastic time series with almost stationary epochs of various lengths
separated by sharper transitions or disruptions. Amplitudes are small (up to a few
tens of microvolts) and spectral decomposition reveals that very little power remains
at frequencies above 30 Hz. Most of it is contained at very low frequencies (< 1 Hz)
and within the narrow bands of specific rhythms (and particularly of the 8-13 Hz
alpha rhythm) that appear and disappear somewhat randomly in time. Signals
collected on two or more electrodes exhibit changing levels of correlation, due either
to physical proximity (that is, sharing of immediate influences from the cortical
surface) or to actual coordination between different cortical sites, thus reflecting
shared neuron activity within the brain itself. Spectral content and correlation have
been related to various emotional and behavioral states.

Imbedded in this sustained *'spontaneous™ or “ongoing™ electrical activity, short,
distinctive (0.5-2 sec) waveforms can be found that are evoked, for instance, when a
brief sensory message (stimulus) such as a brief illumination of the visual field or a
tap on the forearm is received by the subject. These “evoked responses™ are small
(a few microvolts) and somewhat buried in the ongoing activity. The characteristics
of the stimulus determine the evoked potential waveform together with the stimulus
“environment,” such as the level of attention of the subject, the “‘expectation set,”
and the meaning of the stimulus in the context of the experiment.

Can these observable electrical brain signals be put to work as carriers of informa-
tion in man-computer communication or for the purpose of controlling such external
apparatus as prosthetic devices or spaceships? Even on the sole basis of the present
states of the art of computer science and neurophysiology, one may suggest that
such a feat is potentially around the corner.

The Brain Computer Interface project, described later in this chapter, was meant
to be a first attempt to evaluate the feasibility and practicality of utilizing the brain

PTION TNO o

57-180. Downloaded from www.annual

Annu.Rev. Biophys. Bioeng. 1973

Access provided by TNO Human Factors - LIBRARY

1973 2020

Jurriaan van Diggelen (TNO) - Human-Machine Teaming
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Black mirror s3e5: Men against fire

Requires humans to have appropriate trust in their “sixth sense”

Jurriaan van Diggelen (TNO) - Human-Machine Teaming
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ROLE 4: Al AS A WORK CREATOR
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TOWARDS CONTINUOUS DEVELOPMENT
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Waterfall Specify Develop Test Deploy

Systems
Engineering

n van Diggelen (TNO) - Human-Machine Teamin
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CURRENTLY

In 2020, Al will create
2.3 million new jobs while
eliminating 1.8 million jobs.

smarter With Gartner

Jurriaan van Diggelen (TNO) - Human-Machine Teaming
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MHC BY Al ENGINEER

> MHC is continuously exercised by
» Training Machine Learning components
» Simulation (red teaming)
» Control engineering

» Value-sensitive design - .

Jurriaan van Diggelen (TNO) - Human-Machine Teaming (e) f)
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Jurriaan van Diggelen (TNO) - Human-Machine Teaming
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Al AS A TEAMPARTNER

Jurriaan van Diggelen (TNO) - Human-Machine Teaming
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COMPUTER AS A TEAMMATE
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TEAMING HAS A TEMPORAL DIMENSION
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MACHINE INITIATIVE
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Specify / \ Test
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SCALES OF HUMAN MACHINE TEAMS

[] Machine in isolation

Human Machine Dyad

Human Machine Team

Hybrid Collective

o—1u
W Hybrid Multi-Team System

Jurriaan van Diggelen (TNO) - Human-Machine Teaming
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OpS PROTO DESIGN PATTERN

GCLl sw  GC2 GLANCEABLE VIEW

GC1 Bup

DESIGN PROBLEM

The Interdependency Inspector is not meant to be monitored continuously. In
fact, the user will often only the Interdependency Inspector when alerted, when
something has gone wrong or when something unexpected has happened.
Therefore, the Inspector needs to be clear about what has recently changed in
the overview and make important aspects salient to the user.

V Q V \‘/ DESIGN SOLUTION

TaSkmg Manoeuvres Salient circles are used to mark the changes in interdependency relations. Each
change is marked with a circle, which decreases in size as time passes. Thus,
T the size of the circle serves as an indication of the recency of the change.
LOgIStICS Drone Missing relations that were previously connected, are marked with the same
color.
GC2
Video feed Location
GC2
GC2
Ops H
GC2 P Q
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APPLICATIONS OF MMT FOR NAVY

Situatie op t=0
beweging van kleine scheepies f
- richting eigen schip is opgemerkt 'l
& O K
& o a) & =

.\LSF. prob UAV D O D
prob Fishing boats D
$ o0 O
b » Uen

fast, prob FIAC

Jurriaan van Diggelen (TNO) - Human-Machine Teaming
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FIELDTESTS

Jurriaan van Diggelen (TNO) - Human-Machine Teaming



Goal of the project

To provide concrete, validated directives to Dutch defense
for developing Meaningful Human Control over Al-based
and autonomous systems in human-agent teams

Meaningful Human Control in Human Agent Teams

Formulate

solution for MHC
using team design
patterns

Implement

Test solution for MHC

solution for MHC using Value-
using matrxs and sensitive design
in field tests and Machine
ethics

Dimensions of Meaningful Human Control

Non-time critical
tasks leave time for
the human operator

to think the
situation over.

Time critical tasks
require an fast
response,
something machines

may be better at

Time
Criticality

Instantaneous MHC
requires human to make
ethical decisions during the
operation. This places
situation awareness
constraints on the human

#Actors

Timescale In dyads, MHC is In large
regarded organisations,

MHC can be exercised before between one MHC is
the action by eliciting an human, and one exercised on
ethical model (e.g. goal Al system. E.g. in many layers.
function), which is used at teleoperating a E.g.in
runtime by the machine to semi-
behave ethcially. However, autonomous
eliciting an accurate ethical drone.
model can be hard.

targeting, no
human has
full control.
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The winner of the robotics
revolution will not be who
develops this technology first
or even who has the best
technology, but who figures out
how to best use it.

77

Paul Scharre,
Robotics on the Battlefield Part 1: Range,
Persistence and Daring
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