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RDM and Research LifeCycle

RE-USING

SHARING 

PRESERVING 

CREATING

PROCESSING

ANALYSING

AUTOMATED 
DATA SYNC

STORAGE 
TIERING

YODA 
PUBLISH

Metadata

MISSION

• Store data safely 
• Know where it is saved
• Know how to access it
• Know who has access to it
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Collaborative
Research
Environment

(Ad-hoc)
Collaborative
Organization

SURF Research cloud
SURF Research Cloud

MISSION

• Use preconfigured 
workspaces 

• Use centralized user access 
management 
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Authentication Without Automation

Step 1
Log into SRAM

Step 2
Create a token to 

authenticate to irods.

Step 3
Create an irods json env file 

Step 5
reauthenticate again to 

irods

Step 4
Run iinit and use the 

token created in SRAM

Step 6
Extend/re-create  the 

token via SRAM
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Automated integration process

User Selects the data service to integrate 
within collaborative organisation

All VMs created in that C.O. will have the RDM integrated 
to the VM.

User authenticates to SRAM

This step gives permission to SRAM to communicate the 
access token to SRC on behalf of the user in order to 
authenticate to iRODS and mount davrods on user VRE
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Data to Compute Challenges Solved by iRODS

1. Data Management:

Unified storage of disk and tape:

User is agnostic to the infrastructure for 
date storage. 

Metadata Availability

2. Secure Collaboration

Data Access policies: 

 data is transferred alongside 
access policies. 

3. Interoperability

Heterogeneous Systems:

iRODS enables the user to share 
data among heterogenous 

systems.
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SRAM

Hidden Steps in Integrating RDM with VRE

Workspace
Vault

c

iRODS
Davrods

Registry

Ask for user token 
Receive token 
and refresh 
token

Asks for config

Receives: icat, zone, 
port,etc

authenticate

Research Cloud

Provides service config 
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Summary

• Automated integration
• Hiding the integration process.
• Providing access to data in seamless manner. 
• Providing irods in every catalog item in research cloud.

• Use of irods to support FAIR principles.
• Access management via SRAM
• Abstracting resources
• Accessible metadata
• Procedures and pipelines
• Interoperable environment 



User testimonials

•  
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• Thank you!
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