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Question:

* Do Lal-Massey structure and Feistel structure
have the same number of rounds that can be

attacked in quantum?

* (Can the attacks be extended to quasi-Feistel
structures?
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Quantum Attacks on Lai-Massey Structures



r-round Lai-Massey structure: (a,, b,,) = LM'.° LM,._;°--- °LM,

Ai-1 A bi_1 ar A br—1 5 has the orthomorphism
P D property: o and x »— o(x)
, ' — X are both permutations.
| 2
The instantiated Lai-Massey
G ¢ - ¢ structure used in FOX:
ClT o(xp, xg) = (xg, x1, D xg)
a; b; ay b,
The ith-round of Lai- The rth-round of Lai-
Massey structure (LM;) Massey structure (LM'.)

[a,b] € {0,1}": a, b represent the highest n/2 bits and the lowest n/2 bits respectively



Quantum Chosen-Plaintext Attack Against
3-round Lai-Massey Structure
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Let x,x" € {0,132, ([x;",x,"], [x5 ,x4b]) ([x@ab,x’], [x,x" @ ap)).

Clb OCb OCb

X ‘,X >

[ e ] 3-round Lai- [)/3 )/4 ]
a

ab‘ ‘J b , o I+, %b| 4, %D
x1 ) ] »| Massey Structure > [yl ¥, |

We can construct a periodic function g; with period s = f1|ag, a¢] D fila1, 4]
by letting

ngxlo@XZO@XBO@ @y @
X DX, Dt Dy, Dy,

we can construct a quantum CPA distinguisher by using Simon’ algorithm in
O(n) quantum queries.



Quantum Chosen-Ciphertext Attack Against
4-round Lal-Massey Structure

[n3, n4]
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+ Letx,x' € {0,132 ([x",%,"], [x5”, %, ]) « ([x @ ap, x'], [x,x* D ap]).

ap ap
X x > 5
[ 3 - ] 4-round Lai- [}/3 r a ]
a a
[xl 'xz b] »| Massey Structure v 2y, P D (N3, N4]
(): [nll nZ]
1Xp 1Xp b b
Z Z of
I[x3 X 4 ]l' 4-round Lai- 7572, ]
[X'fb,xlgb] - Massey Structure | [Zfb,ng] «

Letn1 = Ny, = Ny :n4:a0@a1
* We can construct a periodic function g, with period s = f;|ag, ag] D f1laq, @1]
by letting
@o 1 &g 1aq A
goPx1 " Dx3 " Dx; D xg

* we can construct a quantum CCA distinguisher by using Simon’ algorithm in
O(n) quantum queries.
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Quantum Key-recovery Attack on 4-round
Lai-Massey Structure
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 Letx,x’ € {0,132 ([x;7,x,°],[x5%,x,"]) et

([x & ap,

4-round Lai-
[xfb' zb] .| Massey Structure

» [Z3 ,Z4 ]

x'], [x,x" @ ap)).

s iy

> [21 ,Z2 ]

Guess k4

¥y (k)]

* We can construct a periodic function gz by letting

g3~ X D x,° Dx° Dy, (k) Dy (k) D
Xt D x,t D xgt Dy (k) D y; (k)

Then g3 is a periodic function with period s = f;|ag, @g] D fila1, a1] if k guessed

right.

: !‘yl *(k)

¥, (k)]

* We can give a quantum Grover-meet-Simon attack with 0(n2™2) quantum

queries in quantum CPA.
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Quantum Attacks against Quasi-Feistel structures



Quasl-Feistel structures

Combiner:

A function I': X X X XY = X is a combiner over (X, V), if
« foryeX,zeY,x - I'(x,y,z) is a permutation, and
» forx€X,z€Y,yw-I'(x,y, 2z)isapermutation.

We denote I'[[x x y | z]] d=ef I'(x,y,2z).

» Feistel structure: T[[x*y|z]| = x®y
» Our Lai-Massey structure: T'|[x*xy | z]| = c(x)®a™1(y) Ba~1(2)



b-branched, r-round quasi-Feistel structure:

Zith—2 - Zj

R

)

Zi—1

|

l

r

ith-round of quasi-Feistel structure

1. (zy,21,..-,2p_1) < P(X),

Zi+p-1 Zith=2 -

Zj

Z; Zj—1
z l"’"
v
¥ o y o
1 i (s
Zit1 Zj

ith-round of balanced quasi-Feistel structure

2. Zigpo1 < T|[zicg * fi(2i - Zipp=2) | 21 Zipp—p]| fOr i = 1,...,7

3. Yy < Q_l(ZrJZT+1' ""Zr+b—1)-
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ith-round of balanced
quasi-Feistel structure

Zj %i—l
L3 J["_1
s
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Zit1 Zj

ith-round of balanced quasi-Feistel
structure with linear combiner



Quantum Chosen-Plaintext Attack Against
3-round quasi-Feistel Structure
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Let x € {0,1}™. Zgb,sz) def (x, ap).

a ‘ “b\
ZOb > . > ZB
3-round quasi- ———

.| Feistel Structure ’ ap

ap
Zq

We can construct a periodic function g, with period s = L71L, (f1(ao)) @
L1'Ly (fi(ar)) @ L1'Ls(ag) @ Li*Lz(ay) by letting

ga > 23°(x) @ 25" (%)

we can construct a quantum CPA distinguisher by using Simon’ algorithm in
O(n) quantum queries.



Quantum Chosen-Ciphertext Attack Against
4-round quasi-Feistel Structure
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e Lletx € {O 1}7?, (ZO ;Zlb) def (x ab)

a
ZO g . Z4 b
4-round quasi-
29)) »| Feistel Structure > ap N
2 Zg D+ my
A
N, m;
a 1Xp
ZlOb |' | 7 . |
4-round quasi-
a . Feistel Structure 1qp
Z° T ) 4

Let my=0,m, = L1L1(ag) © L1Lq(@1)
 We can construct a periodic function gs with period s = L7 L, (f1(ag)) @D
L' L, (fi(ay)) @ L1'Ls(ag) D L1 Lz(ay) by letting
gs = 2'7°(x) @ 2’7 (x) ® ao ®

* we can construct a quantum CCA distinguisher by using Simon’ algorithm in
O(n) quantum queries.
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T[[x*ylz]] =L (x)®F(y,2)

. 7. where L; is linear and F is a function.
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