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Where are we? |

Hard Homogeneous Spaces (Couveignes | )

A hard homogeneous space (&, G) is
@ asetf,
@ a group (G,®) and
@ anaction x: G x & —» &

o Compatibility: Vg, g’ e GVE € E: gx (g «E)=(g0g')E
@ ldentity: VE € £: i x E = E < i is the neutral element in G
o Transitivity: VE,E' € £ lge G: g« E=F'

N
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Where are we? |l

For arbitrary E € £, g € G with prime order p|#G and s € Zj, we
denote
[s]E :=g°*E.

Fors,s' € Z, and E € £, we have

[s] ([s] E) = [s+ ] E.

The Group Action Inverse Problem (GAIP)

Given two elements E, E' € £, find g € G with

g*E=F.
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Secret Sharing Schemes

@ Distribute a secret s among shareholders Ps, ..., P, via
S.Share(s)
@ Reconstruct a shared secret via
S .Rec({s;}Pi€5,>

for an authorised set S’ € T.

Definition (Superauthorised Sets)

A superauthorised set of shareholders is a set S*, so that

VP e S*: S*\{P}eT.
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Key Exchange Mechanisms in a HHS

KeyGen() Encaps(pk) Decaps(sk, c)

sk < Zp b<+sG k < [sk] ¢
pk < [sk] Eo k< b*pk return k
return (sk, pk) ¢ < bx* Egy

return (k, ¢)
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Decapsulation w/ Shared Secret [FM20]
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Features of the Protocol

Threshold Group Action

E#S' _ [Lj,S'sj] ([ ]EO Z L, ,S'Si EO [S] C
pies’

o Simulatable

@ Authorised set of shareholders suffices

@ Turn order is variable

N
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Features of the Protocol

Threshold Group Action

E#S' _ [Lj,S'sj] ([ ]EO Z L, ,S'Si EO [S] C
pies’

o Simulatable

@ Authorised set of shareholders suffices

@ Turn order is variable

N

Problem

Passive security: misbehaving shareholders cannot be detected.




A Misbehaving Shareholder

E [Ll 5/51]

52
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Measures for Active Security

Definition (Zero-knowledge Proof of Knowledge in (£, G)

[ )

A party proves knowledge of s with
[S] Ei= Ei/

for pairs (E;,E/) € £, i=1,...,m.

Definition (Piecewise Verifiable Proof [

A party proves knowledge of a polynomial f for a statement

X:((E07E1)7517"'75n)7

where E; = [f(0)] Eg and s; = f(i) € Zp for i =1,...,n.
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What to do?

@ Transfer PVP proof to threshold setting

@ Integrate both to decapsulation protocol to achieve active
security

@ Prove, that resulting protocol is at least as secure as original
decapsulation
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Key Generation

KeyGen(S)

sk «sZp

pk < [sk] Eo

{s1,...,5n} < S .Share(s)

fori=1,...,n
fi<sZp[X]cp_y : £i(0) =i

endfor B

publish pk

fori=1,...,n

send {Sivﬁa{f}(i)}jzlﬁ""n} to Pi

endfor



Encaps(pk)
besg

< b p
C(_b*EO

return (k, c)

(O B> <=

«E»

Q>
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Shareholder P;'s Turn in the Decapsulation |

Let S* be a superauthorised set of shareholders executing the
decapsulation protocol.

@ Ascertain EX~1 € £, where EF~1 is previous shareholder’s
output or E9 = ¢

@ Sample Ry <&, compute R, < [L; s-si] Ri.
© Compute and publish

(Wk,{wjk}w) e PVPP (i, 5" (R RL) () s ) )
EX « [Lis-s]) EXTL,

zk ZK.P((Rk, Ry), (E"_l, E") ,L,-75*s,-).
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Shareholder P;'s Turn in the Decapsulation |l

@ All other participants P; € S* verify

PVP. v( i.j,S* f(), (wk,wﬁ))
PVP.V(/,O,S*,(Rk,Rk) (TF Wg))
ZK.V((Rk, Ry), (EH, Ek) ,zk>.

@ If irregularities occur and more than half the participants
convict P;, the protocol is started over without P;.

O Decapsulation terminates with the last shareholder’s output
E#5" as result.
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Features of our Protocol

@ IND-CPA, i.e., the encapsulated key cannot be distinguished
from the ciphertext, assuming the hardness of the GAIP

e Simulatable (as was [FM20])

o Actively secure, i.e., a misbehaving shareholder can be
detected, if the PVP and ZK proof are sound
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Why actively secure signature schemes?

Correctness of a signature is easily verified with the public key and
the signed message.

BUT: An incorrect signature does not identify the misbehaving
shareholder.

Signature Scheme
o KeyGen: Keep KeyGen of the key exchange mechanism, i.e.,
the secret key is two-level shared among parties Py, ..., P,
@ Sign: Apply Fiat-Shamir-transform [FS87] to the decapsulation
protocol, resulting in a signing protocol with secret shared
secret key

@ Vf: Arises naturally from the Fiat-Shamir-transformation
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Necessary Characteristics for Compatibility

@ Independent reconstruction: a shareholder’s input in
reconstructing a secret is independent of other shares

@ Self-contained reconstruction: the shares of a secret live in the
same space as the secret to enable two-level sharing

e Compatibility with zero-knowledge proof and the piecewise
verifiable proof in the HHS
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Examples

@ Shamir’s polynomial secret sharing: compatible (our protocol
was initially based on it)

@ Tassa's hierarchical threshold secret sharing [Tas04]:
compatible (extension of Shamir's approach)

e Damgard and Thorbek's linear integer secret sharing [DT06]:
incompatible, since it is only computationally hiding

o Additive secret sharing: incompatible, because superauthorised
sets of shareholders do not exist
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Conclusion

@ Transfer PVP to threshold setting
@ Actively secure key exchange mechanism
@ Transformed into signature scheme

@ Define, which field of secret sharing schemes is compatible
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