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What is a Bloc-Cipher?

● Not a Typo!

● A cipher primarily used 
within a bloc



Disclaimer

Radically 
simplified to 
drive a point

To be taken with a 
pinch block of salt!

My own 
personal 
views and 
observations

Wherever 
possible backed 
up by data and 
references

This discipline 
can have 
different 
interpretations



Why are Geopolitics Important?

“What’s happening on the geopolitical front 
right now is the most important thing for the 
future of the world - freedom, democracy, 
food, energy, immigration.”

- Jamie Dimon November 2023

● Highly Topical
● Affect everyone
● Impact our work



Geopolitics = Power Play

● Power = ability to achieve your goals
● Guns = ability to protect yourself
● Butter = GDP = ability to

○ Buy influence
○ Buy guns (Zeitenwende)
○ Create new technology
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Guns comparison: US vs China

Source: 
https://www.globalfirepower.com/countries-comparison-detail.php?country1=united-states-of-america&country2=china

    

“The great equalizer”

https://www.globalfirepower.com/countries-comparison-detail.php?country1=united-states-of-america&country2=china


Butter comparison: US vs China October 2023

Source: 
"World Economic Outlook Database, October 2023 Edition". IMF.org. International Monetary Fund. Retrieved 5 November 2023.

Nominal PPP = Purchasing Power Parity
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Slowbalization

Source: 
The Economist, 2020, https://www.economist.com/weeklyedition/2020-05-16
The Economist, 2019, https://www.economist.com/briefing/2019/01/24/globalisation-has-faltered

● Foreign Direct Investments peaked 
in 2008

● So do other key indicators

https://www.economist.com/weeklyedition/2020-05-16
https://www.economist.com/briefing/2019/01/24/globalisation-has-faltered


Outrageously Simplified Geopolitics
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Friendshoring/Nearshoring/Derisking/Decoupling

Source: 
Bloomberg, 24/07/2023, https://www.bloomberg.com/news/articles/2023-07-24/germany-readies-20-billion-in-aid-to-bolster-chip-production#xj4y7vzkg
Bloomberg, 25/07/2023, https://www.bloomberg.com/news/articles/2023-07-25/eu-enacts-43-billion-chips-act-in-bid-to-boost-production
White House 09/08/2022, https://www.whitehouse.gov/briefing-room/statements-releases/2022/08/09/fact-sheet-chips-and-science-act-will-lower-costs-create-jobs-strengthen-supply-chains-and-
counter-china/
R t  02/06/2023  htt // t /b ki i / i i f l d t i t 2023 06 02/

…a government pushes businesses to 
restructure supply chains, shifting 
production away from geopolitical rivals
to friendly powers.

“Western countries are increasingly 
adopting industrial policies that 
promote “friendshoring” of strategic 
industries.”

https://www.bloomberg.com/news/articles/2023-07-24/germany-readies-20-billion-in-aid-to-bolster-chip-production#xj4y7vzkg
https://www.bloomberg.com/news/articles/2023-07-25/eu-enacts-43-billion-chips-act-in-bid-to-boost-production
https://www.whitehouse.gov/briefing-room/statements-releases/2022/08/09/fact-sheet-chips-and-science-act-will-lower-costs-create-jobs-strengthen-supply-chains-and-counter-china/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/08/09/fact-sheet-chips-and-science-act-will-lower-costs-create-jobs-strengthen-supply-chains-and-counter-china/
https://www.reuters.com/breakingviews/securonomics-is-fuzzy-new-lodestar-investors-2023-06-02/


Chip Manufacturing = Strategic Capability

$280B

Source: 
Bloomberg, 24/07/2023, https://www.bloomberg.com/news/articles/2023-07-24/germany-readies-20-billion-in-aid-to-bolster-chip-production#xj4y7vzkg
Bloomberg, 25/07/2023, https://www.bloomberg.com/news/articles/2023-07-25/eu-enacts-43-billion-chips-act-in-bid-to-boost-production
White House 09/08/2022, https://www.whitehouse.gov/briefing-room/statements-releases/2022/08/09/fact-sheet-chips-and-science-act-will-lower-costs-create-jobs-strengthen-supply-chains-and-
counter-china/
Reuters 02/06/2023, https://www.reuters.com/breakingviews/securonomics-is-fuzzy-new-lodestar-investors-2023-06-02/

https://www.bloomberg.com/news/articles/2023-07-24/germany-readies-20-billion-in-aid-to-bolster-chip-production#xj4y7vzkg
https://www.bloomberg.com/news/articles/2023-07-25/eu-enacts-43-billion-chips-act-in-bid-to-boost-production
https://www.whitehouse.gov/briefing-room/statements-releases/2022/08/09/fact-sheet-chips-and-science-act-will-lower-costs-create-jobs-strengthen-supply-chains-and-counter-china/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/08/09/fact-sheet-chips-and-science-act-will-lower-costs-create-jobs-strengthen-supply-chains-and-counter-china/
https://www.reuters.com/breakingviews/securonomics-is-fuzzy-new-lodestar-investors-2023-06-02/


Decoupling

Source: 
The Guardian 2023, https://www.theguardian.com/world/2023/feb/16/competitor-or-adversary-the-west-struggles-to-define-its-relationship-with-beijing

CNN, 2023, https://edition.cnn.com/2023/03/14/australia/aukus-deal-china-tensions-analysis-intl-hnk/index.html AA, 2023, https://www.auswaertiges-
amt.de/blob/2608580/49d50fecc479304c3da2e2079c55e106/china-strategie-en-data.pdf
WSJ, 2020, https://www.wsj.com/articles/china-once-germanys-partner-in-growth-turns-into-a-rival-11600338663

https://www.theguardian.com/world/2023/feb/16/competitor-or-adversary-the-west-struggles-to-define-its-relationship-with-beijing
https://edition.cnn.com/2023/03/14/australia/aukus-deal-china-tensions-analysis-intl-hnk/index.html
https://www.auswaertiges-amt.de/blob/2608580/49d50fecc479304c3da2e2079c55e106/china-strategie-en-data.pdf
https://www.auswaertiges-amt.de/blob/2608580/49d50fecc479304c3da2e2079c55e106/china-strategie-en-data.pdf
https://www.wsj.com/articles/china-once-germanys-partner-in-growth-turns-into-a-rival-11600338663


Decoupling

Source: 
https://www.weforum.org/agenda/2017/06/china-new-silk-road-explainer/
https://www.silkroadbriefing.com/news/2023/03/27/the-brics-has-overtaken-the-g7-in-global-gdp/

● One Belt, One Road Initiative
● Asian Infrastructure Investment 

Bank
● Ren Min Bi as trade currency
● BRICS+

https://www.weforum.org/agenda/2017/06/china-new-silk-road-explainer/
https://www.silkroadbriefing.com/news/2023/03/27/the-brics-has-overtaken-the-g7-in-global-gdp/


Decoupling

Source: 
https://www.defense.gov/Spotlights/AUKUS/
https://www.theguardian.com/world/2023/may/20/australia-india-japan-and-us-take-thinly-veiled-swipe-at-china
https://www.orfonline.org/expert-speak/an-india-europe-trade-corridor/

● New Spice Road
● I2U2
● AUKUS
● QUAD

https://www.defense.gov/Spotlights/AUKUS/
https://www.theguardian.com/world/2023/may/20/australia-india-japan-and-us-take-thinly-veiled-swipe-at-china
https://www.orfonline.org/expert-speak/an-india-europe-trade-corridor/
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Butter Forecast

Source: 
The Economist, https://www.economist.com/asia/2023/06/13/america-is-courting-india-in-part-for-its-growing-economic-clout

https://www.economist.com/asia/2023/06/13/america-is-courting-india-in-part-for-its-growing-economic-clout


Decoupling Forecast

Source: 
Michael Witt, INSEAD, 2021, Handout of International Political Affairs course

US and allies

China and allies

Could go either way

non-aligned



What is a Bloc-Cipher?

● Not a Typo!

● A cipher primarily used 
within a bloc



“If everything is connected, 
everything can be hacked.”

Source: 
Euractiv https://www.euractiv.com/section/cybersecurity/news/eu-chief-announces-cybersecurity-law-for-connected-devices/ Strasbourg, France, 15 September 2021.

https://www.euractiv.com/section/cybersecurity/news/eu-chief-announces-cybersecurity-law-for-connected-devices/


RSA/ECC
AES
SHA



“If everything is connected, 
everything can be hacked.”

Source: 
Euractiv https://www.euractiv.com/section/cybersecurity/news/eu-chief-announces-cybersecurity-law-for-connected-devices/

“We cannot talk about defence, 

without talking about cyber.”

Strasbourg, France, 15 September 2021.

https://www.euractiv.com/section/cybersecurity/news/eu-chief-announces-cybersecurity-law-for-connected-devices/


Cryptography = Dual-use Technology

Source: 
European Commission,  https://policy.trade.ec.europa.eu/help-exporters-and-importers/exporting-dual-use-items_en
BIS, https://www.bis.doc.gov/index.php/policy-guidance/encryption

https://policy.trade.ec.europa.eu/help-exporters-and-importers/exporting-dual-use-items_en
https://www.bis.doc.gov/index.php/policy-guidance/encryption


● Advanced materials
● Directed energy
● AI and Digital Science
● Propulsion and space
● Autonomous robotics

● Quantum
● Biotechnology
● Renewable and sustainable energy
● Cryptography
● Secure systems

● 1,000 researchers
● 500M$ annual budget?
● 10 research centres

Technology = Strategic Capability

develop the most advanced, 
disruptive technological 
innovations

Cryptography = Strategic Capability



Problem: CRQC



Solution 1: NIST PQC Competition

● FIPS 203 ML-KEM 
(Kyber)

● FIPS 204 ML-DSA 
(Dilithium)

● FIPS 205 SLH-DSA 
(Sphincs+)

● FIPS 206? FN-DSA 
(Falcon)

● AES
● SHA3
● ASCON

Previous crypto competitions



Solution 2 : CNSA2.0

● ML-KEM 
(Kyber)

● ML-DSA 
(Dilithium)

● LMS/HSS
● XMSS/XMSSMT



More algorithms, more complexity

● Aigis-Sig
● Lac.PKE
● Aigis-Enc

Source: 
https://www.sdxcentral.com/articles/analysis/china-russia-to-adopt-slightly-different-pqc-standards-from-us/2022/10/

● FrodoKEM
● McEliece

● …

https://www.sdxcentral.com/articles/analysis/china-russia-to-adopt-slightly-different-pqc-standards-from-us/2022/10/


Birth of the BLOC-Cipher

● New algorithms are already more complex and resource-hungry than 
RSA/ECC

● Supporting geography-dependent algorithms increases pains
○ More complex
○ More (prohibitively?) expensive 
○ Less efficient

● It is desirable to support less algorithms
○ Being compatible across blocs is penalized 
○ Staying inside blocs is incentivized

Cryptography is another differentiator between blocs



Cryptography

Centre of the action
Geopolitics

Smart 
cards

You are 
here!

Chip 
Manufacturing



Key take aways

Cryptography standard selection

● Is influenced by geopolitics
● Adds to decoupling

Major geopolitical changes are currently 
happening with increasing separation into 
spheres of influence (friendshoring, 
decoupling)

Guns and Butter

Cryptography and chip manufacturing are

● Dual-use technologies
● Strategic capabilities
● Increasingly used in a geopolitical 

context

Source: 
NWO, https://www.nwo.nl/en/knowledge-security

https://www.nwo.nl/en/knowledge-security


Thank you for your attention!

Dr. Axel Y. Poschmann
https://www.linkedin.com/in/dr-axel-york-poschmann

X @stylenerd

https://www.linkedin.com/in/dr-axel-york-poschmann
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