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Multivariate Trapdoors

Public key is multivariate quadratic map P = (p;(x), ..., pm (x)): Fg - F¢

[P1(x) = 2x% + x1X, + 6 x1%3 + x4 mod 7

A

p,(x) = 5x% + 2x,x, + x% + 6x,%x3 mod 7

\P3 (x) = 4x? + x1x5 + 3x% + 4x,x3 mod 7
P is supposed to look random =) Sampling preimages for P is hard.

But, there is hidden structure in P which allows to solve P(x) = y for x.



Trapdoor signhatures

Public key: P = (p1(x), ..., pm(x)): Fg — FZ*
Secret key: trapdoor information

Signature for message m:
xs.t. P(x) =H(m)

How to trapdoor a MQ map?



Oll & \/Inegar Tra deOr as presented in [Beu21]

Public key is a quadratic map: P = (p;(x), ..., pm (x)): Fg - FZ'
Trapdoor is a subspaces O C IF’C} of dimension m on which P vanishes.
Fg
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Definition of differential:

Let P: Fy — ', then we define it’s differential at x as:
D,:Fg - Fgt:y » P(x+y) — P(x) — P(y)

This is bi-linear in x and y:

Dyivy)=Dy(y)+ D, (y)
D,(y +y') =D,(y) + Dy (y")



Using the trapdoor O
Given P:Fy —» F7*, 0,y € Fi'. We want to find x s.t. P(x) = y.

1. Pick v € Fg uniformly at random.
2. Solveforo € Os.t.P(v+o0)=y.
Pw+o0)=Pw)+LP0)+D,(0) =y

Is a linear system of m equations in m variables.

If no solution, retry with different v.



Exam p\e parameters (niststi)

2 constraints:
* Finding oil space O should be hard

* |t should be hard to solve P(x) = H(M) without O

Attacks:
0(q™ ™) [KS1998]
O(ch)

# Variables 160
# Equations 64
Finite Field GF(16)

Pk size 66 KB

Signature size 96 B

112

44
GF(256)
43 KB
128 B
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History of Rainbow

99 Oil & Vinegar [patarin]
00 Rainbow [Ding, Schmidt]

00 First wave of cryptanalysis dries up [ks98,8c05,8G06, DYCCCOS,...]

01 NIST PQC
-’21 Improved MinRank attacks, RBS [BBcGPSsTV20,BBBGNRT20,BBCPSV21, PS20,NIWDR20]
Rainbow is one of signature finalists.

New description of Rainbow, new attacks [Beu21]

Practical break [Beu22]




Exam p\e parameters (niststi)

Oil & Vinegar Oil & Vinegar Rainbow

GF(16) GF(256)
# Variables 112
# Equations 64 44 64
Finite Field GF(16) GF(256) GF(16)
Pk size 66 KB 43 KB 58 KB
Signature size 96 B 128 B 66 B




Ra | n bOW Tra pd OO r as presented in [Beu21]

Public key is a quadratic map: P(x): Fy — FZ

Trapdoor consists of subspaces 0, € 0; c Fg and subspaces W c F* s.t.
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The structure of a Rainbow public key




Main idea
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For every x we get a linear map D,: Fy — Fi* that sends O, to .
We want to find O,. (This reduces to a MinRank problem [Beu21])

Main observation: D, is more likely to have a kernel vector in O,.
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D, is likely to have kernel vectors in O,

Fg Fg
4 0, ) 4 )
r N Vx € Fy W N
D, R
\ \ J N s
|02]—1

~ 1

Average number of non-zero kernel vectors in 0, is w

The probability of a non-zero kernel vectorin O, is= 1/(q — 1)



New Attack:

1. Guess x € [y, hope that ker(D,) N O, is non-trivial
D,o =0

P(o) =0

3. If no solutions, return to 1.

2. Solve {

R2SL1: Attempting to solving the system takes 3 hours 32 minutes using
standard techniques. (Wiedemann-XL)

Repeat g — 1 = 15 times ™= 53 hours (one weekend)



Finishing the attack

We have a single vector o in 0,. How to find the full sk key (04, 0,, W)?
1)Vx : D, (o) € W, sowelearnall of W
2) Solve for all 0’ s.t. D,.(0o") € W for all x, reveals all of O,
]FTL
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Finishing the attack

We have a single vector o in 0,. How to find the full sk key
(01' 02' W)?

1)Vx : D, (o) € W, sowe learn all of W
2) Solve for all o’ s.t. D,.(0") € W for all x, reveals all of O,
3) Take quotient by O, and W. Break the remaining Oil & Vinegar key
with existing attacks (e.g. Kipnis-Shamir)
Fg/0;
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New Rainbow parameters (oidst3isnowst 1)

Oil & Vinegar Oil & Vinegar Rainbow

GF(16) GF(256) (updated params)

# Variables 112 148
# Equations 64 44 80
Finite Field GF(16) GF(256) GF(256)
Pk size 66 KB 43 KB 258 KB
Signature size 96 B 128 B 164 B

Rainbow is no longer better than Oil & Vinegar!

Use Oil & Vinegar instead. ws
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MAYO Trapdoor

Fa

-




MAYO Trapdoor
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Making O smaller has 2 benefits:

 We can use smaller n (key recovery attack: 0(g™2°))




MAYO Trapdoor

Making O smaller has 2 benefits:
 We can use smaller n (key recovery attack: 0 (g™ 2°))

» Public key becomes smaller: 0(0?m) instead of 0(m3)



MAYO Trapdoor

But, if dim(0) < m the signing algorithm fails:

P(v+o0) =Pw) + D,(0) =t € F': m equations, dim(0) variables. ,




A little oil can go a long way

Given an oil and vinegar map P: IF; — [Fi* that vanishes on an oil space
that is too small, we try to “whip up” a larger map P*: IF’;" - ', that
vanishes on a sufficiently large oil space.

P:F} > F



Whipping Oil-and-Vinegar: Attempt 1

Let P*(xq, ..., X3) = P(x;) + P(xy) + -+ + P(xy).
Then P™: IF’gn — [F7* vanishes on a large oil space
0% ={ (04, ...,0,) | 0, ..., 0, € O} :

So, if dim(Ok) = ko = m, then we can sample preimages for P*.

However, P* has extra oil spaces e.g. { (x,ix,0,...,0) | x € Fy} _

P(x)+ P(ix) =P(x) —P(x) =0 '«‘ S



W

Whipping Oil-and-Vinegar: Attempt 2 |
)

Choose m-by-m matrices E; and set:
P*(xq, ....,x) = E{P(xq) + E;P(x,) + -+ + ExP(xy)

Then there is a negligible chance of there being any extra oil spaces.

But, P* is the sum of k functions with independent inputs, so finding a
preimage = solving a k-sum problem.

Wagner’s K-tree alg has complexity g™/ (1+/logz k)



Whipping Oil-and-Vinegar: Attempt 3

Choose matrices E; jforall 0 < i < j < k and set
P*(%1, o) Xg) = z EiiP(x;) + Z E;iDy,(x;)
i i<j
Any two variables x;, x; interact in the E;; Dy (x;) term,
so the K-Tree attack does not apply.



Security Analysis

Assume that:

1) Oil-and-Vinegar maps P are indistinguishable from random MQ
maps.

2) Whipping up a random map P, results in a (multi-target) preimage )
resistant MQ map P™. °

Then the MAYO signature scheme is EUF-CMA secure.

(for appropriately chosen parameters)

In particular, we proved that signatures do not leak information about
the secret key.



MAYO parameters

Oil & Vinegar Oil & Vinegar

GF(16) GF(256)

# Variables 112
# Equations 64 44 66 69

Finite Field GF(16) GF(256) GF(16) GF(16)

Pk size 66 KB 43 KB 6.3 KB 533 B

Signature size 96 B 128 B 174 B 544 B

Size of O gives a trade-off between signature size and pk size.



Logo credit:
Sofia Celi

Ask not what MAYO can do for you,
but what you can do for NMAYO!

Please reach out to contactapgmauyo.org
if you want to help with:

« Design « Side-channel
e Cryptanalysis security

« Implementations  Saucy puns

e Security Proofs c ..

“00°’s” version: MAYO’'nAES

Questions?
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