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UOV and Rainbow

UOV [Pat97, KS98]
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Rainbow

Let x € F7’. Consider the matrices F such that f(z) = x'Fx.

Layer 1 Rainbow Map Layer 2 Rainbow Map
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Rectangular MinRank Attack, [Beu21]

n—os+1
Goal: find y such that rank ( Z yiPZ) < 09.
i=1

< 01 —+ 02 —
<— m = 01 + 02 —

This instance of the MinRank problem requires n — 09 + 1 different
n X m matrices with a target rank of os.
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Simple Attack, [Beu22]

Discrete differential of the public key:
P'(x,y) = P(x+y) — P(x) - P(y).

Structure of nested subspaces:
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Simple Attack, [Beu22]

Finding an oil vector

® Fix a random nonzero x € FZ, define
Dx(y) = P(x+y) — P(x) — P(y).
® Try to find a solution to
Dx(y) =0
P(y) =0.

® For a fixed x, the probability there exists a nontrivial kernel
vector y € O such that Dx(y) =0 is
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Internal Perturbation Modifier, [Din04]

Given public key P =U o F o T, where F = (f1,..., fm), choose
random quadratic maps Q = (qi,- .., ¢m) With support s.

Compute:
IP-P=Uo(F+Q)oT

2nd layer central maps:

v2 V2 v2+s  wv2+s
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IPRainbow

Layer 1 Rainbow Map. Layer 2 Rainbow Map.
Figure: The first layer maps remain the same as the unmodified Rainbow

first layer maps. Now we consider a s X s submatrix of the oil times oil
section of the second layer map.
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Signing Algorithm

Input: IPRainbow central map F + Q = (fu,+1,--+, fm),
vector x € ™.
Output: y € F” such that F + Q(y) =x

$
Yis -5 Yo +— Iy
fi = fi(yly R 7ny1) for i € {’L~)1 +1,... ,Nm}.
Yort1s - Yoy 1= GaussElim(fy 41, fm)-
fj = fj(yv1+1a . >yv2) f(?r] € {1)2 :*’ 1,... am}'
91y 9s := GaussElim(fy,41, ..., fim)-
Ypg+1s - - - » Yn = PolySolve(gi, ..., gs).
Y =Y, s Yvis Yvi+1s - - -5 Yvgs Yvg+1s - - -5 Yn-
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IPRainbow: Security Estimates
Simple Attack

For sufficiently small s, the linear map Dy has an Os vector y in
its left kernel that satisfies P(y) = O with probability
approximately g5~ 1.
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IPRainbow: Security Estimates
Rectangular MinRank Attack

® The Simple attack can be combined with the Rectangular
MinRank attack.

® The attack still involves the finding a second layer oil variable
and uses the property that such a vector satisfies the public
equations

3¢ (n —m — 1)(oz+1)<n:)2<n_mb+b_3>2

field multiplications, where m’ < m and b are chosen to
optimize the attack.
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Parameters: NIST Level |

Scheme-(g,01,02,v,5)  Signing Verif. Key Sign.  Security
time time size size

UOV-(257,47,0,71,0) 0.75ms  0.37ms 330.2KB 118 1445
IPR-(257,32,32,32,9) 13700ms 0.37ms 2982KB 96 145

IPR-(257,32,32,36,8) 1976.5ms 0.38ms 323.4KB 100 144.3
IPR-(257,32,32,38,7) 491ms  0.44ms 336.4KB 102 142.4
IPR-(257,32,36,44,6)  127ms  0.5lms 430.6KB 112 143.1
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Parameters: NIST Level IlI

Scheme-(g, 01, 02,v, 5) Signing Verif. Key Sign.  Security
time time size size

UOV-(257,71,0,107,0) 138ms  1.19ms 1131.9KB 178 205.5
IPR-(257,32,42,68,9)  16552ms 0.85ms  751.9KB 142 207.1
IPR-(257,32,48,70,8)  4579ms  1.10ms 906.6KB 150 206.8
IPR-(257,32,48,76,7)  987ms  1.02ms 980.4KB 156 206.9
IPR-(257,32,50,84,6)  269ms  144ms 1137.4KB 166 206.9
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Parameters: NIST Level V

Scheme-(q, 01, 02,0, 5) Signing Verif. Key Sign.  Security
time time size size

UOV-(257,97,0,146,0) 5.240ms  4.63ms 2854.1KB 243 271
UOV-(257,98,0,147,0) 5.320ms 4.67ms 2931.3KB 245 275
IPR-(257,36,64,112,9) 22026ms 2.39ms  2259.4KB 212 272
IPR-(257,36,64,122,8) 29507ms 2.46ms  2477KB 222 271
IPR-(257,36,64,135,7) 1123ms  5.30ms 2774.9KB 235 271.5
IPR-(257,36,66,148,6) 298ms  5.28ms 32025KB 250 2724
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Thank you for your attention!
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