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Introduction

Fault injection attack

@ Active physical attack
@ Introduce fault(s) to change normal behavior
@ Possible vulnerability

@ Main techniques:

unn b

Clock glitch Voltage glitch
» ¥
EM pulses Laser
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Introduction

Problematic and objective

@ Securing digital systems against fault
attacks requires proper characterizations to [Fautpropagatin e Aepiction
an deli i
build fault models.

BEQL
ADDR3, R4, 7

Assembly

o Fault models are necessary:

0xfo03ala4 "
Binary encoding
0xf1030407

Microarchitecture

e perform vulnerability analysis

) software
o design countermeasures

hardware

@ Improper fault effect characterization:
e inaccurate and incomplete fault models,
thus non-optimal countermeasures:

@ over-protections (cost & performance)
o under-protections (security)

Gate

Transistor
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Introduction

Problematic and objective

@ Securing digital systems against fault
attacks requires proper characterizations to [Fautpropagatin e Aepiction
an deli i
build fault models.

BEQL
ADDR3, R4, 7

Assembly

o Fault models are necessary:

0xfo03ala4 "
Binary encoding
0xf1030407

Microarchitecture

e perform vulnerability analysis

) software
o design countermeasures

hardware

@ Improper fault effect characterization:
e inaccurate and incomplete fault models,
thus non-optimal countermeasures:

@ over-protections (cost & performance)
o under-protections (security)

Gate

Transistor

@ Main objective:

o realistic and reliable fault models at different levels of abstractions.
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Fault models at binary encoding level

@ Skip a specific number of bits
@ Skip and Repeat a specific number of bits

|. ALSHAER et al., Variable-length Instruction Set: Feature or Bug?, DSD 2022
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Fault models at binary encoding level

@ Skip a specific number of bits
@ Skip and Repeat a specific number of bits
@ The effect is different based on the alignment in memory.

Fetching aligned instructions

Iag

(a)

Ti6 1 L16

(b)

|. ALSHAER et al., Variable-length Instruction Set: Feature or Bug?, DSD 2022
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Introduction

Fault models at binary encoding level
@ Skip a specific number of bits

@ Skip and Repeat a specific number of bits
@ The effect is different based on the alignment in memory.

Fetching misaligned instructions

Fetching aligned instructions iﬁfim i I;igﬁﬂf
I3 (a)
o @) o - I16§ I3727”13
1163116 (b)
o (b) - 17”:7[32 3:[16 -

-
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Main contributions

@ Present a new inferred fault model at the binary encoding level of
instructions:
e Partial update fault model:
o from precharge value
o from previous value
@ Explain a wide range of the obtained faulty behaviors.
@ Show that partial update from precharge value:
e instruction-independent with high probability
e highly device-dependent (and it physical implementation)
@ Show the ability to execute new instructions even with a different length of
encoding.
@ Make use of the presented fault models to modify the program counter (PC).
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Fault models inference

Overview

Fault injection
parameters

Target device

ault injection
experiments

1
Binary encoding Target @-
fault models program
© v
ault injection
@ The objectives of the comparison are to:

e explain the observed faulty behaviors,
e provide proper description of the fault effects.
e thus, to propose realistic fault models.

IQ

inference (2)
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Fault models inference

Partial update fault model

@ Not all flip-flops within a register or buffer in the fetch path end up faulty.
=> Partially correct

Flash
HlnterfaceH Bus. H Core
memory matrix
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Fault models inference

Partial update fault model

@ Not all flip-flops within a register or buffer in the fetch path end up faulty.
=> Partially correct

Flash
HlnterfaceH Bus. H Core
memory matrix

@ Based on the faulty register and/or the glitch parameters, the remaining part
gets its value either:

e from the precharge value:
o explained as multi-bit reset, assuming the precharge values are zeros.
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Fault models inference

Partial update fault model

@ Not all flip-flops within a register or buffer in the fetch path end up faulty.
=> Partially correct

Flash
HlnterfaceH Bus. H Core
memory matrix

@ Based on the faulty register and/or the glitch parameters, the remaining part
gets its value either:

e from the precharge value:
o explained as multi-bit reset, assuming the precharge values are zeros.

e from the previous value:

o explained as bit-wise OR between the previous value and the correct value
(full or partial merge).
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Experimental setup

Experimental setup
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Experimental setup

Clock glitch fault injection

Clock glitch parameters

delay
trigger

“— shift
1

width

$Z

@ ChipWhisperer environment is used to perform the clock glitch fault injection.
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Target device

32-bit micro-controller.

@ Embeds Arm Cortex-M4 processor.

Supports Thumb?2 instruction set:
e 16- and 32-bit instructions.

@ The flash memory access size is fixed and equals 64 bits.

@ The instructions are either aligned or misaligned in the flash memory.

I. Alshaer et al. CARDIS 2023 November 15", 21



perimental results

Experimental results

I. Alshaer et CARDIS 2023 November



I. Alshaer et al.

Experimental results

Fault

affects
Y

part of a register

related to

precharge value ’ previous value ‘

’ full merge

’ partial merge
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Partial update from precharge value |

@ Target a high Hamming weight instruction: SUBS R6, Oxff (0x3eff)

@ 4 injection campaigns (20440 executions in each campaign)

Position 1% 2ond 3rd 4th

Target 0x3eff 0x0000 0x0000 0x0000
program  0x0000 Ox3eff 0x0000 0x0000
0x0000 0x0000 Ox3eff 0x0000
0x0000 0x0000 0x0000 Ox3eff

I. Alshaer et al. CARDIS 2023 November 15", 21



Partial update from precharge value |

@ Target a high Hamming weight instruction: SUBS R6, Oxff (0x3eff)

@ 4 injection campaigns (20440 executions in each campaign)

Position 1% 2nd 3rd 4th
Target 0x3eff 0x0000 0x0000 0x0000
program  0x0000 Ox3eff 0x0000 0x0000
0x0000 0x0000 O0x3eff 0x0000
0x0000 0x0000 0x0000 Ox3eff
Class Position
1st 2nd 3rd 4th
Crash 0 0 23 1
Silent 33 1574 2273 158
Fault 20407 18866 18144 20281
Skip 11523 8295 11107 7901

Partial update from the precharge value

8884 10571 7037 12380
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Partial update from precharge value |I: faulty executions

results of targeting Ox3eff at four different positions

0x0040

Binary encoding

0x0ee2

0x3813

Number of occurences Number of occurences

(a) 1%t position (b) 2" position

0x3490

Binary encoding

Binary encoding
2
3
=

Number of occurences Number of occurences

(c) 3™ position (d) 4t position
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Partial update from precharge value lll: Bit sensitivity

Bit sensitivity values when targeting 0x3eff at four different positions
@ Bit sensitivity S, (f,b): measures how much a bit is sensitive to be reset.

L P(b=1]p)
Sp(fv b)=1 P(fault model = f | p)

1)
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perimental results

Partial update from precharge value lll: Bit sensitivity
Bit sensitivity values when targeting 0x3eff at four different positions
@ Bit sensitivity S, (f,b): measures how much a bit is sensitive to be reset.

L P(b=1]p)
Sp(f,b) =1 P(fault model = f | p) W

§ j
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perimental results

Partial update from precharge value IV

@ Observing almost similar sensitivities when targeting different instructions
(0x3b7d: SUBS R3, 0x7d).

0 ]
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4 4
g3 38
£ £
Y] @13
11 11
12 12
13 13
14 14
15 T T 15 T T
0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0
Bit sensitivity Bit sensitivity
(a) 1%t position Ox3eff (b) 15t position 0x3b7d
) 0 0.742
1 1
2 2
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3 H
s
g £
z8 z 3
® 10 “ 19
11 11
12 12
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perimental results

Partial update from precharge value V

Targeting 0x3eff using different devices

o Observing different sensitivities when targeting different devices.

0 0
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Bit sensitivity

Bit sensitivity

(a) 2" position using old MCU (b) 2" position using new MCU
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Experimental results

Fault

affects
Y

part of a register

related to
_ preVious Value

full merge partial merge
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Partial update from previous value |

Full merge

@ Example of observed Full merge between two 64 bits:
ADD R1, SP, 0xO // 0xa900 1 ADD R1, SP, 0x0 // 0xa900
MOVS RO, RO // 0x0000 2 MOVS RO, RO // 0x0000
ADD R1, SP, 0xO // 0xa900 3 ADD R1, SP, 0x0 // 0xa900
MOVS RO, RO // 0x0000 4 MOVS RO, RO // 0x0000
TST RO, RO // 0x4200 5 ADD R3, RO, R5 // 0xeb000305
LSLS R5, RO, Oxc // 0x0305 6 ADD R4, R2, R5 // 0xeb020405
TST R2, RO // 0x4202 -
LSLS R5, RO, 0x10  // 0x0405 Faulty execution

0 N O OB~ W N

Golden execution

Merging the 32 bits at lines 1 and 2 with the 32 bits at lines 5 and 6 respectively:
0xa9000000 | 0x42000305 = 0xeb000305 (ADD R3, RO, R5)

Merging the 32 bits at lines 3 and 4 with the 32 bits at lines 7 and 8 respectively:
0xa9000000 | 0x42020405 = 0xeb020405 (ADD R4, R2, R5)

I. Alshaer et al.
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Partial update from previous value Il

Partial merge

@ Example of observed Partial merge between two 64 bits:

ANDS R2, RO
MOVS RO, RO

MOVS R4, RO
MOVS RO, RO

[ N N S

ADD R1, R1,

ADD R2, R2,

0x4 //
//
//
Oxa //
//
//

0x£1010104

0x4002
0x0000

0x0004
0x0000

1
2
3
0x£102020a 4
5
6

ADD R1,
ANDS R2,
MOVS RO,
ADD R3,
MOVS R6,
MOVS RO,

R1, 0x4 //
RO //
RO //
R3, Oxa //
RO //
RO //

0x£1010104
0x4002
0x0000
0x£103030a
0x0006
0x0000

Golden exection

e 0x£1[0101)04 | 0x£1]0202]0a
0x000| 4]

e 0x400[2] |

= 0xf103030a

= 0x0006

Faulty execution

I. Alshaer et al.
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Program counter modification

Program counter modification
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Program Counter (PC) modification |

© 0 N O OB~ W N

10
11
12

@ The encoding of ADD R6, R1, 0x4c7 is

R8 = address of line 11 OXfQOl.

// series of 0x0000 - .
‘ADD R6. R1. Oxdc7 @ 0x46c7 is the encoding of MOV PC, R8.

ADD R3, R3, Oxa @ Scenarios:
ADD R4, R4, Oxb

ADD R5, R6, R3

ADD R3, R3, Oxf

// series of 0x0000

ADD R5, R5, 0x5

// series of 0x0000

ADD R1, R1, 0x3

ADD R9, RO, R6

I. Alshaer et al. CARDIS 2023 November 15",



Program Counter (PC) modification |

© 0 N O OB~ W N

10
11
12

@ The encoding of ADD R6, R1, 0x4c7 is

R8 = address of line 11 OXfQOl.

// series of 0x0000 - .
‘ADD R6. R1. Oxdc7 @ 0x46c7 is the encoding of MOV PC, R8.

ADD R3, R3, Oxa @ Scenarios:
ADD R4, R4, Oxb e Misaligned code: ‘OXfZOl ‘ ‘ 0x46c7 ‘
ADD R5, R6, R3

ADD R3, R3, Oxf

// series of 0x0000

ADD R5, R5, 0x5

// series of 0x0000

ADD R1, R1, 0x3

ADD R9, RO, R6

I. Alshaer et al. CARDIS 2023 November 15",



Program Counter (PC) modification |
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10
11
12

@ The encoding of ADD R6, R1, 0x4c7 is

R8 = address of line 11 OXfQOl.

// series of 0x0000 - .
‘ADD R6. R1. Oxdc7 @ 0x46c7 is the encoding of MOV PC, R8.

ADD R3, R3, Oxa @ Scenarios:

ADD R4, R4, Oxb o Misaligned code: | 0x£201 | [ 0x46¢7 |
ADD R5, R6, R3 o Skip fault model

ADD R3, R3, Oxf @ Success rate: 100 %

// series of 0x0000 o {shift = -12, width =3}

ADD R5, R5, 0x5

// series of 0x0000
ADD R1, R1, 0x3

ADD R9, RO, R6

I. Alshaer et al. CARDIS 2023 November 15",



Program Counter (PC) modification |

© 0 N O OB~ W N

10
11
12

@ The encoding of ADD R6, R1, 0x4c7 is

R8 = address of line 11 OXfQOl.

// series of 0x0000 - .
‘ADD R6. R1. Oxdc7 @ 0x46c7 is the encoding of MOV PC, R8.

ADD R3, R3, Oxa @ Scenarios:

ADD R4, R4, Oxb o Misaligned code: | 0x£201 | [ 0x46¢7 |
ADD R5, R6, R3 o Skip fault model

ADD R3, R3, Oxf @ Success rate: 100 %

// series of 0x0000 o {shift =-12, width =3}

ADD R5, R5, 0x5 o Aligned code by adding 0x0000
// series of 0x0000

ADD R1, R1, 0x3

ADD R9, RO, R6
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Program Counter (PC) modification |

© 0 N O OB~ W N

=
N = O

@ The encoding of ADD R6, R1, 0x4c7 is

R8 = address of line 11 OXfQOl.

// series of 0x0000 - .
‘ADD R6. R1. Oxdc7 @ 0x46c7 is the encoding of MOV PC, R8.

ADD R3, R3, Oxa @ Scenarios:

ADD R4, R4, Oxb o Misaligned code: | 0x£201 | [ 0x46¢7 |
ADD R5, R6, R3 o Skip fault model

ADD R3, R3, Oxf @ Success rate: 100 %

// series of 0x0000 o {shift = -12, width =3}

ADD R5, R5, 0x5 o Aligned code by adding 0x0000 | 0x£20146c7

// series of 0x0000 o Partial update from precharge value

ADD R1, R1, 0x3 @ Two 16-bit instructions will be executed, e.g.,
0x4200 (TST RO, RO) and then 0x46c7.

ADD R9, RO, R6 ’

@ Success rate = 0.71%

e {shift = -13, width =10}

I. Alshaer et al. CARDIS 2023 November 15",



Program Counter (PC) modification |

@ The encoding of ADD R6, R1, 0x4c7 is

1 R8 = address of line 11
0x£201| 46¢c7 |
2 // series of 0x0000 .
3 ‘ADD R6. R1. Oxdc7 @ 0x46c7 is the encoding of MOV PC, R8.
4 ADD R3, R3, Oxa @ Scenarios:
5 ADD R4, R4, Oxb o Misaligned code: | 0x£201 | [ 0x46¢7 |
6 ADD R5, R6, R3 o Skip fault model
7 ADD R3, R3, Oxf @ Success rate: 100 %
8 // series of 0x0000 o {shift =-12, width =3}
9 ADD R5, R5, 0x5 o Aligned code by adding 0x0000 | 0x£20146c7
10 // series of 0x0000 o Partial update from precharge value
11 ADD R1, R1, 0x3 @ Two 16-bit instructions will be executed, e.g.,
12 ADD R9. RO. RE 0x4200 (TST RO, RO) and then 0x46c7.

@ Success rate = 0.71%
o {shift = -13, width =10}

o Countermeasure: register substitution

e misaligned
o replace R6 with R2 (0x46c7 => 0x42cT)
o Success rate = 0%

I. Alshaer et al. CARDIS 2023 November 15",



Program Counter (PC) modification Il

Continue on scenarios: Trojan

@ Dummy code has no effect on the original code, but it implements a Trojan
that can be activated by a fault injection.

1 CMP R1, RO // 0x4281
2 MOVS RO, RO // 0x0000
3 MOVS RO, RO // 0x0000
4 MOVS RO, RO // 0x0000
5 LSLS R6, RO, Ox11// 0x0446
6 MOVS RO, RO // 0x0000
7 MOVS RO, RO // 0x0000
8 MOVS RO, RO // 0x0000

I. Alshaer et al. CARDIS 2023 November 15",



Program Counter (PC) modification Il

Continue on scenarios: Trojan

@ Dummy code has no effect on the original code, but it implements a Trojan
that can be activated by a fault injection.

@ Partial update from previous value

1 CMP R1, RO // 0x4281 with Full merge:

2 MOVS RO, RO // 0x0000 )

3 MOVS RO, RO // 0x0000 @ 0x4281 | 0x0446 = 0x46¢c7
4 MOVS RO, RO // 0x0000

5 LSLS R6, RO, 0x11// 0x0446

6 MOVS RO, RO // 0x0000

7 MOVS RO, RO // 0x0000

8 MOVS RO, RO // 0x0000

. Alshaer et al. CARDIS 2023 November 15",



Program Counter (PC) modification Il

Continue on scenarios: Trojan

@ Dummy code has no effect on the original code, but it implements a Trojan
that can be activated by a fault injection.

@ Partial update from previous value

1 CMP R1, RO // 0x4281 with Full merge:

2 MOVS RO, RO // 0x0000 )

3 MOVS RO, RO // 0x0000 @ 0x4281 | 0x0446 = 0x46¢c7
4 MOVS RO, RO // 0x0000

5 LSLS R6, RO, 0x11// 0x0446 @ Success rate: 95.11%

6 MOVS RO, RO // 0x0000 o {shift = -9, width = 4}

7 MOVS RO, RO // 0x0000

8 MOVS RO, RO // 0x0000

. Alshaer et al. CARDIS 2023 November 15",



Program Counter (PC) modification Il

Continue on scenarios: Trojan

@ Dummy code has no effect on the original code, but it implements a Trojan
that can be activated by a fault injection.

CMP

MOVS
MOVS
MOVS
LSLS
MOVS
MOVS
MOVS

0 ~NOOA WN

R1,
RO,
RO,
RO,
R6,
RO,
RO,
RO,

RO //
RO //
RO //
RO //
RO, Ox11//
RO //
RO //
RO //

0x4281
0x0000
0x0000
0x0000
0x0446
0x0000
0x0000
0x0000

@ Partial update from previous value
with Full merge:

@ 0x4281 | 0x0446 = 0x46c7
@ Success rate: 95.11 %
o {shift = -9, width = 4}

@ The malicious user or tool can be either:

o the software developer himself,

o the compiler is an untrusted compiler.

I. Alshaer et al.
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Conclusion and perspectives

Conclusion and perspectives
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Conclusion and perspectives

Conclusion

@ Presented a new fault model: Partial update fault model

e Partial update from precharge value

e Partial update from previous value

o Allowed explaining a wide range of the faulty behaviors that are obtained
when performing clock glitch.

@ Examined the dependency of partial update from the precharge value fault
model with respect to the target device and program:

e program-independent, but device-dependent with high probability

@ Presented different scenarios to modify the PC
e register substitution as a countermeasure

I. Alshaer et al. CARDIS 2023 November 15", 21



Perspective future works

Proper formalization of protections

Different architectures than Arm Cortex-M

Alternative fault injection techniques

@ More investigation on the target device dependency wrt partial update from
precharge value:
e Aging, process variation, environmental conditions, or power-supply noise?
o Bit sensitivity

I. Alshaer et al. CARDIS 2023 November 15", 21



Thank you! Questions?

lhab Alshaer, Brice Colombier, Christophe Deleuze, Vincent Beroulle & Paolo Maistri
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State-of-the-art |

Fault effect characterization and modelling

o Random fault effect:

e e.g., Spensky et al.[1] Khelil et al.[2], Buhran et al.[3].
e random bit/byte faults.
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State-of-the-art |

Fault effect characterization and modelling

o Random fault effect:

e e.g., Spensky et al.[1] Khelil et al.[2], Buhran et al.[3].
e random bit/byte faults.

@ Fault effect characterization at ISA:

e.g., Moro et al.[4], Proy et al.[5], Trouchkine et al.[6], Khaut et al.[7].
Instruction(s) skip [5], [7].

Instruction(s) skip and replay [5], [7].

Instruction corruption/replacement [4], [6].

Register corruption [6].
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State-of-the-art |

Fault effect characterization and modelling

o Random fault effect:

e e.g., Spensky et al.[1] Khelil et al.[2], Buhran et al.[3].
e random bit/byte faults.

@ Fault effect characterization at ISA:

e.g., Moro et al.[4], Proy et al.[5], Trouchkine et al.[6], Khaut et al.[7].
Instruction(s) skip [5], [7].

Instruction(s) skip and replay [5], [7].

Instruction corruption/replacement [4], [6].

Register corruption [6].

@ Fault effect characterization at ISA and RTL levels

e e.g., Laurent et al.[8], Tollec et al.[9].
e only simulations, bit(s) flip/set/reset

I. Alshaer et al. CARDIS 2023 November 15", 21



Ad

onal slides

Partial update from precharge value IV

@ Observing almost similar sensitivities when targeting different instructions

(0x3b7d: SUBS R3, 0x7d).
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(c) 4t position 0x3eff
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Additional slides

Partial update from precharge value IV

@ Observing different sensitivities when targeting different devices.
e Example: targeting Ox3eff at the 2" position on three devices:

[} [ 0

1 1 1 1.000

2 2 2

3 3 3

2 1 1
x 5 x 5 x 5
R R 38 954
I I I 942
Y] ® 39 Y]

11 11 1 0.992

12 12 12

13 13 3

1 1 i

15 . . 15 . . 15 . .

0.0 0.2 0.4 06 08 1.0 0.0 0.2 04 06 08 1.0 0.0 0.2 04 06 08 10
Bit sensitivity Bit sensitivity Bit sensitivity
Old STM32F3 New STM32F3 Old STM32L4

CARDIS 2023 November 15",
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Additional slides

effect of partial update from the previous value on
flip-flops that carry binary encoding of instructions

case correct previous fault model effect
1st 1 1 1 (no fault)

2nd 1 0 1 (no fault)

3rd 0 0 0 (no fault)

4th 0 1 0 no fault, or 1 (fault)

o if all flip-flops that are under the 4th case have 1 => full merge

o if some flip-flops that are under the 4th case have 1 => partial merge.
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Clock glitch fault injection

o Coverage > 99 % when targeting a series of 0x332b (ADDS R3, 0x2b).

STM32F3 STM32L4
096
IS
°
)
e
g
8
589
-
T T
Skip Partial update Other faulty Skip Partial update Other faulty

from precharge value behaviors from precharge value behaviors
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Additional slides

Voltage glitch fault injection

@ Targeting a series of ADDS R3, 0x2b (0x332b)

STM32F3 STM32L4
S
o
o
o
]
>
3
o
-
T
Skip Partial update Other faulty Skip Partial update Other faulty
from precharge value behaviors from precharge value behaviors

@ Success rate of executing MOV PC, R8 using the Trojan scenario was 92.1 %
(clock: 95.11%).
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