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Over the past two decades, the public domain has experienced far-reaching 
phases of reconstitution (Ruggie 2004). Forces of globalization and techno-
logical advancement have added new degrees of complexity to international 
affairs and have given rise to a pluralization of actors. Polymorphous non-
state actors have come to inhabit central areas of international steering and 
policy-making, including among others, cybersecurity.

A realm of rising political, economic, and cultural relevance, cybersecurity 
has been subject to considerable non-state actor engagement. Non-state actors 
have been key contributors to the development and expansion of cyberspace. 
In addition to producing hard- and software and providing technological 
services, they have also come to contribute to the development of global 
cybersecurity norms. Their normative contributions have, however, received 
little academic attention so far (Hall and Biersteker 2002; Ruggie 1993). 
With a view to addressing this deficiency, this chapter seeks to uncover the 
parts played by non-state actors in processes of international cybersecurity 
norm-construction.

Drawing on secondary academic literatures in the fields of international 
relations and international law, as well as primary case materials, this chap-
ter claims that non-state actors have come to exert considerable clout over 
endeavors of international norm-construction, particularly as active propos-
ers of norms of responsible behavior for state and non-state actors, and 
contributors to the emergence of international custom. As non-state actors 
continue to make their voices heard in debates about appropriate conduct 
in cyberspace, it is important to shed light on their contributions with a 
view to better understanding current practices and frames of international 
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cybersecurity governance. The discussions of the roles of non-state actors 
are exemplary rather than comprehensive but help identify key features and 
developments.

The term non-state actors comprises and refers to a great number of differ-
ent agents, including among others, multinational enterprises, academic com-
munities, non-governmental organizations, as well as civil society entities, all 
of which would warrant their own in-depth analysis. Rather than engaging in 
single case studies, this chapter seeks to identify common threads of norma-
tive engagement across a broad variety of non-state actors.

The remainder of this chapter is organized along three sections. The first 
section summarizes key literatures related to the topic under investiga-
tion, recaps important developments, and specifies central concepts such as 
non-state actors and norms. The second section examines and appraises the 
contributions of non-state actors to processes of international cybersecurity 
norm-construction. Finally, the third section sums up the findings and high-
lights avenues for further research.

LITERATURE REVIEW

The advent of non-state actors on the international plain has presented state-
oriented scholarly disciplines, including international law and international 
relations, with formidable theoretical and practical challenges. Non-state 
actors have added new layers of complexity to traditional (hierarchical) 
schemes of international ordering and have challenged conventional sources 
of agency. Yet, in order to “understand how change occurs in the world pol-
ity, [it is necessary] to unpack the different categories of transnational actors 
and understand the quite different logic and processes in these different cat-
egories” (Keck and Sikkink 1999, 99).

Defined in the negative, the term non-state actors constitutes a residual 
category that comprises a broad range of actors other than states (Bianchi 
2011). It encompasses both bene- and malevolent individuals and entities. 
According to Wagner, it is impossible to identify these entities “by common 
sociological features as they include, inter alia, international organisations, 
corporations, non-governmental organisations (NGOs), de facto regimes, 
trade associations, and transnational corporations, terrorist groups and trans-
national criminal organisations” (Wagner 2009). To somewhat narrow the 
group of possible subjects of inquiry, this chapter only considers the contribu-
tions of benevolent non-state actors to processes of international cybersecu-
rity norm development, that is, the contributions of those that actively seek to 
promote appropriate conduct in cyberspace and aspire to improve the overall 
state of global cybersecurity.
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Debates about the need for rules of the road regulating the conduct of state 
and non-state entities in cyberspace have acquired increasing prominence 
over the past decade. In the face of proliferating cybersecurity incidents and 
reluctance on the parts of governments to agree on and enact legally binding 
rules at the global level, less formal, norms-based discussions have emerged 
as alternative pathways to formal regulation.1 In contrast to binding legal 
statutes, norms as understood here denote voluntary “standard[s] of appropri-
ate behaviour for actors with a given identity” (Finnemore and Sikkink 1998, 
891). They define legitimate social purposes that enable and constrain the 
behavior of international actors (Florini 1996). “What distinguishes norms 
from other social facts (e.g., customs, traditions, values, or fashions) is their 
prescriptive quality, the sense of oughtness attached to them. . . . They are 
‘prescriptive generalization’. Or, in Onuf’s more extended definition, norms 
(or rules) ‘address some class of agents, describe some class of actions as 
appropriate conduct for those agents, and link agents and standards with 
ought-statements: agents ought to behave in accordance with standards’” 
(Sandholtz 2017, 2).

Since the late 1990s, norms have figured prominently across a great vari-
ety of research agendas and have witnessed extensive theorization (Keck 
and Sikkink 1999; Sandholtz 2017; Winston 2017). Constructivist interna-
tional relations scholars, in particular, have made important contributions 
to advancing analytically more rigorous understandings of international 
norms and the roles of non-state actors in changes to normative ideas. 
Ideational efforts conducted by non-state actors have been subsumed under 
the analytical umbrella of norm entrepreneurship. Norm entrepreneurship 
refers to activities conducted by agents with a view to persuading others 
to adopt new standards of appropriateness and change social understand-
ings (Sjöström 2010; Finnemore and Sikkink 1998). Agents engaging in 
norm entrepreneurship, so-called norm entrepreneurs, typically promote 
new understandings of appropriate conduct and mobilize other entities or 
network of entities to support their normative ideas. These coalitions then 
“bring pressure to bear from above (transnationally) and below (domesti-
cally)” and help the norms advocated to cascade, and eventually become 
internalized into domestic and international legal codes and institutions 
(Sandholtz 2017, 2).

A field of growing political importance and social relevance, cybersecurity 
has seen a number of noteworthy initiatives relating to the creation of inter-
national norms (Nye 2018; Hinck 2018). Discussions concerning the creation 
of rules of the road to curb malicious behavior in cyberspace can be traced 
back to the mid-1990s. In 1996, the Council of the European Union endorsed 
a proposal put forward by the French government for a Charter for Interna-
tional Cooperation on the Internet (Mačák 2017). At the time, “the French 
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Minister for Information Technology expressed hope that the initiative would 
lead eventually to an accord comparable to the international law of the sea” 
(Wu 1998, 660). The French proposition was followed by a Russian bid in 
the remit of the UN General Assembly, which sought to ban information 
weapons and their use by way of enacting legally binding rules. Moscow’s 
draft resolution emerged in consideration of a perceived Western dominance 
of the ICT landscape, and gave rise to more institutionalized international 
discussions.

In reaction to Russia’s proposal of 1998, and as a result of concerns over 
the appropriateness of legally binding provisions, particularly on the parts 
of Western states, the UN GA’s First Committee called to life a Group of 
Governmental Experts to study existing and emerging threats emanating from 
the digital realm and possible normative measures to address them. The first 
of a total of five groups met in 2004. While the UN GGEs meeting between 
2009 and 2015 managed to issue non-binding consensus reports, the groups 
convening between 2004–2005 and 2016–2017 did not produce correspond-
ing documents (Väljataga 2017).

Subsequent to the 2016–2017 UN GGE’s inability to agree on a con-
sensus report, and following major cybersecurity incidents of transnational 
magnitude, including WannaCry and Petya/NotPetya, there has been a 
noticeable surge in the number of non-state initiatives directed at foster-
ing responsible behavior in the virtual domain (Hern 2017). Examples 
include, among others, the University of Leiden’s and ICT4Peace Founda-
tion’s co-sponsorship of a Global Commentary on Voluntary, Non-Binding 
Norms for Responsible State Behaviour in the Use of Information and 
Communications Technology, Microsoft’s proposal for a Digital Geneva 
Convention, its adoption of a Cybersecurity Tech Accord, its initiation of 
a Digital Peace Now campaign, and its support of the Paris Call for Trust 
and Security in Cyberspace, Siemens’ conclusion of a Charter of Trust, as 
well as the Global Commission on the Stability of Cyberspace’s (GCSC) 
calls for the Protection of the Public Core of the Internet, the safeguarding 
of electoral infrastructures, and the release of the Singapore Norms Package 
(Smith 2017b, 2018; Siemens 2018a; Global Commission on the Stability of 
Cyberspace 2017a; ICT4Peace Foundation 2018; Global Commission on the 
Stability of Cyberspace 2018a).

In what follows, the activities of these actors are highlighted in more detail. 
Against the background of lacking political agreement at the intergovern-
mental level and a halting emergence of international hard law directed at 
addressing the challenges pertaining to nefarious conduct in the digital realm, 
efforts led by non-state actors deserve particular analytical attention in terms 
of fostering international peace, security, and stability.
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THE NORMATIVE CONTRIBUTIONS 
OF NON-STATE ACTORS

Non-state actors have been central to the growth and spread of ICTs.2 As 
operators of key network infrastructures, developers of products and suppli-
ers of services, they have made important contributions to the “international 
[. . .] architecture for the governance of cyberspace” (Radu 2014, 4). Apart 
from acting as executors of public initiatives (e.g., public-private partner-
ships), they have also been seen to drive normative agendas.

The subsequent paragraphs summarize the norms-based activities con-
ducted by some of the most vocal proponents for rules of the road for cyber-
space. The selection of relevant initiatives was informed by substantive as 
well as temporal considerations. Only proposals by benevolent non-state 
actors, and only proposals launched post-2017 were selected for examination.

The ICT4Peace Foundation

Since its inception in the context of the United Nations World Summit on the 
Information Society in Geneva and Tunis in 2004, the ICT4Peace Founda-
tion has actively stipulated the peaceful use and employment of ICTs and 
new media. Against the background of rapidly emerging threats and acts of 
cybercrime and -sabotage, in 2011, the ICT4Peace Foundation publicly called 
for a Code of Conduct for Cyberconflicts (Stauffacher, Sibilia, and Weekes 
2011). The corresponding report titled Getting Down to Business: Realistic 
Goals for the Promotion of Peace in Cyberspace maintained that

nations . . . need to examine and assess the need for modifying existing laws 
to address cyber-specific issues. At both . . . national and international levels, 
taskforces need to be established including all the key players to exchange 
information, provide early warning and explore possible solutions to existing 
or future challenges. (Stauffacher, Sibilia, and Weekes 2011)

With the intention of building on the outcomes of the UN GGEs, most 
recently, the ICT4Peace Foundation has, in a joint initiative with Leiden 
University’s Program for Cyber Norms, co-sponsored the publication of a 
Global Commentary on Voluntary, Non-Binding Norms for Responsible State 
Behaviour in the Use of Information and Communications Technology, which 
brings together comments and guidance for understanding and operational-
izing the recommendations contained in the UN GGE reports of 2010, 2013, 
and 2015 (Tikk et al. 2017; ICT4Peace Foundation 2017; Adamson 2017). 
Furthermore, ICT4Peace has commissioned a series of cyber-norms blog-
posts commenting on developments in the field, and has actively participated 
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in UN GGE and UN OEWG consultation meetings with a view to contribut-
ing to the promotion of peaceful settlements of disputes in cyberspace (Tikk 
2019; ICT4Peace Foundation 2019).

Microsoft

Among the first corporate stakeholders to instigate debates about responsible 
conduct in cyberspace was Microsoft (Betz 2015). Following preceding 
efforts in 2013, 2014, and 2016, in February 2017, Microsoft president and 
chief legal officer Brad Smith introduced the idea of a Digital Geneva Con-
vention to Protect Cyberspace (Smith 2017a; Microsoft 2013; McKay et al. 
2014; Charney et al. 2016). Grounded in the belief that deep-rooted collabo-
ration among states, and between states, the private sector and civil society 
is needed to curb nefarious doings in the digital realm, the convention as 
outlined by Smith, asks governments to “come together, affirm international 
cybersecurity norms that have emerged in recent years, adopt new and bind-
ing rules, and get to work implementing them” (Smith 2017b). Furthermore, 
it pleads global technology companies to behave as neutral actors, and rec-
ommends the setting-up of an independent non-governmental organization 
capable of investigating and publicly attributing (nation-state) cyberattacks 
(Smith 2017b; Maurer and Taylor 2018).

Microsoft’s call for a Digital Geneva Convention to Protect Cyberspace 
was succeeded by the unveiling of a Cybersecurity Tech Accord among 
leading industry partners in April 2018 (Smith 2018). In September 2018, 
Microsoft unveiled a Digital Peace Now campaign, which calls on citizens 
to protect cyberspace, for example, through measures of cyberhygiene, and 
urges governments to refrain from endangering the global digital environ-
ment. Only two months later, in November 2018, it supported the release 
of the Paris Call, a multistakeholder initiative seeking to safeguard peace 
and security in the virtual realm by means of nine principles, including 
the prevention of nefarious interference or theft of intellectual property by 
foreign actors, the condemnation of hack-backs, and the securing of sup-
ply chains (Ministère de l’Europe et des Affaires Étrangères 2018). So far, 
the Paris Call has been acceded to by more than 1000 supporters: 78 gov-
ernments, 29 public authorities, 343 civil society organizations, and 633 
private sector entities (Ministère de l’Europe et des Affaires Étrangères 
2018).

Siemens

Two months before the launch of Microsoft’s Cybersecurity Tech Accord, 
Siemens, together with eight partner corporations, issued a Charter of Trust 
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for a Secure Digital World (Siemens 2018a). Adopted at the sidelines of the 
2018 Munich Security Conference, the charter calls for binding rules, and 
postulates ten principles ranging from ownership of cyber and IT security, 
responsibility throughout the digital supply chain, security by default, user-
centricity, innovation and co-creation to education, certification for critical 
infrastructure and solutions, transparency and response, regulatory frame-
work, and joint initiatives (Siemens 2018b; Hinck 2018; Kaeser 2018).

Calling for binding legal rules, the charter recognizes that

in order to keep pace with continuous advances in the market as well as threats 
from the criminal world, companies and governments must join forces and take 
decisive action. This means making every effort to protect the data and assets 
of individuals and businesses; prevent damage from people, businesses, and 
infrastructures; and build a reliable basis for trust in a connected and digital 
world. (Siemens 2018a, 1)

In contrast to the politically worded norms advanced as part of the Digital 
Geneva Convention or the Paris Call, the areas of activities identified by 
the charter signatories are skewed toward key tenets of responsible product 
development and engineering practices (Horenbeeck et al. 2019).

Global Commission on the Stability of Cyberspace (GCSC)

A year prior to the postulation of Siemens’ Charter of Trust for a Secure 
Digital World, the Munich Security Conference (2017) saw the inauguration 
of the Global Commission on the Stability of Cyberspace (GCSC), a multi-
stakeholder consortium composed of regionally diverse scholars, CEOs, and 
(former) policy makers. The commission’s expressed goal is the development 
of “proposals for norms and policies to enhance international security and 
stability and guide responsible state and non-state behaviour in cyberspace” 
(Global Commission on the Stability of Cyberspace 2017b). Composed of 
twenty-eight commissioners and supported by a research team and a govern-
mental advisory network, the GCSC draws on a rich pool of technical and 
political expertise. According to one of its commissioners, Dr. Wolfgang 
Kleinwächter, “the GCSC has the potential, to become a trusted source of 
inspiration for global internet policy making in the 2020s” (Kleinwächter 
2017).

The GCSC has convened several times along major Internet policy meet-
ings, including the Munich Security Conference, CyCon, Black Hat, the 
Global Conference on Cyber Space, GLOBSEC, ICANN, EuroDIG, UNI-
DIR, and G20. During one of its early meetings in November 2017, the GCSC 
issued its first norm, A Call to Protect the Public Core of the Internet, which 
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states: “Without prejudice to their rights and obligations, state and non-state 
actors should not conduct or knowingly allow activity that intentionally and 
substantially damages the general availability or integrity of the public core 
of the Internet, and therefore the stability of cyberspace” (Global Commis-
sion on the Stability of Cyberspace 2017a, 1). The proclamation of the norm 
drew considerable attention from the international community and the norm 
has since made its way into a number of political fora, including the Paris 
Peace Forum, and the European Union (Global Commission on the Stability 
of Cyberspace 2019; Ministère de l’Europe et des Affaires Étrangères 2018). 
According to some observers, including the Electronic Frontier Foundation’s 
global policy analyst, Jeremy Malcolm, “the idea of a duty on stakeholders 
not to attack the internet’s core technical infrastructure has the potential to 
become an influential and important guiding principle for policymakers and 
business leaders” (Malcolm 2017).

The concept of the public core as advanced by the GCSC was first articu-
lated by associate professor of Security and Technology, Dennis Broeders, in 
a study published by Netherlands Scientific Council for Government Policy 
(Broeders 2016). The study argued for the establishment of an international 
norm directed at protecting “the internet’s public core—its main protocols 
and infrastructure, which are a global public good . . . against unwarranted 
intervention by states” (Broeders 2017, 367).3

Since the publication of its first norm, the commission has issued seven 
further norms addressing issues such as product tampering, the commandeer-
ing of botnets, and the creation of a vulnerability equities process (Global 
Commission on the Stability of Cyberspace 2018b).

NON-STATE ACTORS AS SHAPERS OF 
CUSTOMARY STANDARDS OF RESPONSIBLE 

BEHAVIOR IN CYBERSPACE

The cases introduced above demonstrate that non-state actors have come to 
insert their voices in debates about responsible behavior in cyberspace. They 
have taken seats at political tables and have started to behave as diplomatic 
protagonists. Their proposals are deliberately targeted at the international 
level and consciously employ policy-oriented language. Naming norms-
based endeavors Charter, Accord, or Convention underscores the underlying 
political ambitions of these efforts.

In terms of agency, the norm-building activities conducted by non-state 
actors reflect a substantial extension of their traditional authority. From a 
structural point of view, they suggest a shift in global regulation from state-
centric forms of steering toward new non-territorial, multi-actor modes of 
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governance (Scherer, Palazzo, and Baumann 2006, 506). In international rela-
tions and international law, states have long enjoyed (and continue to enjoy) 
conceptual and analytical preeminence apropos enacting and enforcing global 
rules (Bianchi 2011; Noortmann, Reinisch, and Ryngaert 2015). Among 
a select number of personae endowed with international legal personality, 
states have been considered the main bearers and creators of international 
rights and duties, and as a result have been ascribed key value allocation 
authority (Klabbers 2003, 55; Thirlway 2014). Positivist interpretations of 
international law maintain that international norm-making capabilities sit 
with states who lay down “shared boundaries of acceptable conduct in inter-
national [affairs]” (Mačák 2017, 2). However, in the context of cybersecurity, 
traditional conceptions of how norms and values come about and achieve 
legal status appear to be at odds with empirical realities.

With the intention of responding to the inadequacies posed by positivist 
interpretations of international law, a group of legal scholars has promoted 
the idea of Global Administrative Law (Krisch and Kingsbury 2006). Global 
administrative law offers a useful lens through which to contextualize the 
norm-stipulating activities of non-state actors and highlight their contribu-
tions.4 Conceptually, it is closely related to notions of global governance.5 
Global administrative law refers to an emerging body of law which takes into 
account that a great number of global legal rules, principles, and institutional 
norms are shaped by administrative processes “that implicate more than 
purely intra-state structures of legal and political authority” (Kingsbury and 
Donaldson 2011, para. 1). It “acknowledges the informality of global admin-
istration, the diffusion of decision making in a multi-level system and the 
strong influence of private elements in global administration” (Andjelkovic 
2006, 58).

According to Kingsbury, Krisch and Stewart, five different types of admin-
istrative processes can be distinguished, all of which can give rise to the 
emergence of global legal rules, principles, and institutional norms:

 1. Administration by formal international organizations;
 2. Administration based on collective action by transnational networks of 

cooperative arrangements between national regulatory officials;
 3. Distributed administration conducted by national regulators under treaty, 

network, or other cooperative regimes;
 4. Administration by hybrid intergovernmental–private arrangements;
 5. Administration by private institutions with regulatory functions (Kings-

bury, Krisch, and Stewart 2005, para. 20).

Of particular relevance for the purposes of this chapter are administrative pro-
cesses conducted by private protagonists. Whether through company policies, 
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dedicated normative initiatives or technical standard-setting, non-state actors 
have contributed substantially to global administrative processes pertaining 
to cybersecurity and have helped shape global practices and culture. The 
GCSC’s institution-crossing policy efforts to enhance international security 
and stability and guide responsible state and non-state behavior in cyberspace 
or Siemens’ and Microsoft’s propagation of technical security standards are 
but a few examples in this regard (Global Commission on the Stability of 
Cyberspace 2018c; European Parliament 2018, para. 48). The same can be 
said about the interpretation and implementation guidelines issued by ICT-
4Peace and Leiden University’s Program for Cyber Norms apropos the norms 
contained in the 2015 UN GGE recommendations.

While contested in terms of legal status, these practices have the potential 
to constitute important determinants for the emergence of international cus-
tom pertaining to cybersecurity. According to traditional notions of custom-
ary international law, binding habitus requires the presence of two elements: 
(1) consistent state practice and (2) opinio juris (Wex Legal Dictionary 
2018).6 Although the practices advanced by non-state actors in the context of 
international peace and security in cyberspace fit only imperfectly into con-
ventional frameworks of customary international law (as they are not state-
driven), their law-like normative and custom-inspiring effects should not be 
discounted. Global administrative law helps acknowledge these custom and 
culture-shaping contributions of non-state actors as it lends credence to the 
idea of non-state actors possessing legislative qualities, that is, having inter-
national legal personality (Andjelkovic 2006).

Custom never emerges instantaneously or fully formed. Rather, it rep-
resents the product of repeated interactions and exchanges across different 
institutional contexts and among different entities over time (Finnemore 
and Hollis 2018). As many regulatory functions are increasingly constituted 
and performed outside formally public, governmental structures, the norm-
advancing activities conducted by non-state actors as well as their political/
diplomatic engagement, if sustained over time, have the capacity to act as 
mold shells for the emergence of customary red lines apropos responsible 
behavior in the digital realm. By lining out and verbally enforcing normative 
standards vis-à-vis acceptable conduct in cyberspace, non-state actors can 
curb the potential for malicious, norm-opposing behavior to become widely 
accepted, including among sovereign parties. Indeed, as sovereign entities 
continue to grapple with questions around the applicability of international 
law to the virtual sphere, the norm-stipulating practices of private protago-
nists can serve as important sources of input and incubators of customary 
principles ad interim.

The norm-promoting efforts of non-state actors can effectively be under-
stood as signals of disapproval of certain malicious activities in cyberspace, 
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for example, the targeting or deliberate destruction of critical (information) 
infrastructure. These signals, in turn, have the potential to incite counter-
actions among different parties (including states) and give rise to shared 
boundaries of acceptable conduct in cyberspace. Furthermore, the practices 
advanced by non-state actors may provide a model which other protagonists 
in global administration find persuasive to follow and/or cost-effective to 
emulate (Kingsbury and Donaldson 2011, para. 26).

CONCLUSION

A decade ago, the protection of critical systems and network infrastructures 
was considered a topic of low politics, one mainly concerning technical 
experts (Malcolm 2017). Today, cybersecurity has become a matter of high 
politics. It has become top of the agenda for a wide circle of stakeholders, 
including government officials, community leaders, and CEOs. The exorbi-
tant increase in the number of users and processes relying on digital infra-
structures since the 1990s has gone hand in hand with a surge in the number 
of vulnerabilities and insecurities. The rising tide of threats to the stability and 
future development of cyberspace has led many observers to call for rules and 
norms to secure the digital environment.

Against the background of progress-inhibiting contention at the inter-
governmental level, this chapter has analyzed the contributions of non-state 
actors to projects of international cybersecurity norm-construction. It has 
argued that non-state actors have come to exert considerable influence, par-
ticularly as active stimulators of norms and shapers of customary standards 
of responsible behavior in the digital realm.

The normative efforts introduced as part of this chapter indicate that tra-
ditional conceptions wherein international standard-setting was seen as the 
exclusive purview of sovereign actors are fading.

The international societal body is changing at a rapid rate and new actors in 
international law are emerging and gaining prominence. Scholars and prac-
titioners have to think fast to keep pace with global change. As a result, the 
theoretical discourse is sometimes lost in the attempt to provide a satisfactory 
explanation of legal processes in a changing and unpredictable world. (Bianchi 
2009)

With the intention of better understanding and classifying the norm-stipulating 
activities of non-state actors in the context of international peace and secu-
rity in cyberspace, this chapter turned to global administrative law. Global 
administrative law recognizes that “much administration is taking place in 



256 Jacqueline Eggenschwiler and Joanna Kulesza

what might be thought of as a global administrative space, involving blurring 
of national and international, and public and private, dimensions” (Kingsbury 
and Donaldson 2011, para. 1). It also appreciates and helps conceptualize the 
law-like normative and custom-inspiring practices of non-state actors.

Irrespective of their ontological infancy and their loose connection 
among each other, the norm-promoting activities of non-state actors 
as well as their political commitment, if sustained over time, have the 
capacity to act as mold shells for the emergence of international custom 
pertaining to responsible behavior in cyberspace. Given the reluctance of 
states to actively present their views on where the thresholds are, non-state 
actor engagement is critical apropos effectuating responsible behavior in 
cyberspace (Vihul 2013). Although not endowed with formal law-making 
authority under positivist notions of international law, the work of non-
state actors such as ICT4Peace Foundation, multinational technology 
firms, including Microsoft and Siemens, or the Global Commission on 
the Stability of Cyberspace is exceptionally important in terms of lining 
out and shaping the outer (non-legal) boundaries of acceptable conduct in 
cyberspace (Vihul 2013).

Furthermore, as non-state actors continue to be concerned about “the imme-
diate and future threats to their critical services and infrastructures, [result-
ing] from the misuse of information and communications technologies,” and 
seek diplomatic engagement, it is important to reconsider existing forms 
of interaction and cooperation among governmental and non-governmental 
entities (Melissa Hathaway in Hampson et al. 2017, 5). The norm-building 
activities of non-state actors point to a need for more collaborative forms of 
governance, in which the former participate in joint steering efforts and share 
responsibilities with sovereign authorities (Healey 2018, 1:1).

NOTES

1. “The main goals for agreeing on norms are believed to include increased pre-
dictability, trust and stability in the use of Information and Communication Technolo-
gies” (Osula and Rõigas 2016, 11).

2. Contrary to earlier communication technologies, and despite its emergence in 
a politically predicated context, sovereign actors initially displayed little inclination 
toward enacting measures of control over cyberspace. Operation and management of 
the infrastructure were, for the most part, left to the experts who had contributed to 
its development, including, among others, Barry M. Leiner, Vinton G. Cerf, David 
D. Clark, Robert E. Kahn, Leonard Kleinrock, Daniel C. Lynch, Jon Postel, Larry 
G. Roberts, and Stephen Wolff. Oversight was informal and reflected the academic 
context within which the digital realm had arisen.

3. According to Broeders the public core “does not comprise the whole of the 
internet or even enter into the content layer of the internet but is limited to the logical 
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and physical infrastructural layers of the core internet. It is deliberately a ‘lowest 
common denominator approach’ that aims to keep the concept of the public core as 
close as possible to the minimum that is needed to protect the functionality of the 
internet,” see (Broeders 2017, 367).

4. “Underlying the emergence of global administrative law is the vast increase in 
the reach and forms of transgovernmental regulation and administration designed to 
address the consequences of globalised interdependence in such fields as security, . . . 
banking and financial regulation, law enforcement, telecommunications, . . . intellec-
tual property” (Kingsbury, Krisch, and Stewart 2005, 16).

5. With regard to the governance of global networks, Drake considers global gov-
ernance to be “the development and application of shared principles, norms, rules, 
decision-making procedures, and programs intended to shape actor’s expectations and 
practices and to enhance their collective management capabilities in world affair,” see 
(Drake 2008, 8–9).

6. “Opinio juris denotes a subjective obligation, a sense on behalf of a state that it 
is bound to the law in question. The International Court of Justice reflects this stan-
dard in ICJ Statute, Article 38(1)(b) by reflecting that the custom to be applied must 
be accepted as law” (Wex Legal Dictionary 2018).
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