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Chapter 6

China’s Conception of
Cyber Sovereignty

Rhetoric and Realization

Rogier Creemers'

INTRODUCTION

Since its initial connection to the global Internet in the 1990s, China has expe-
rienced a tremendous technological leap forward. Over 850 million Chinese
individuals have become network users (CNNIC 2019), using increasingly
sophisticated devices to access a rapidly burgeoning digital economy. Chi-
nese hardware and software businesses, including Alibaba, Tencent, Huawei,
and ZTE, have become industry leaders with a growing global footprint.
Technology questions have swiftly gained political prominence, reflected in
the creation and expansion of institutions such as the Cyberspace Adminis-
tration of China (CAC) and the Central Commission for Cybersecurity and
Informatization, chaired by Xi Jinping personally (Creemers 2019). Yet, the
nomenclature of the latter body also points at a tension fundamental to Chi-
na’s technology policy: while informatization—the introduction of informa-
tion technologies (ITs) into social and economic life—promises considerable
benefits, it equally creates considerable security concerns.

These concerns are not limited to technical questions surrounding the
integrity, availability, and correct functioning of IT systems and the data
stored within them. For decades, the Chinese leadership has feared ideologi-
cal subversion, and has designated online content as a potential weapon for
“peaceful evolution” (Wang 2011). In recent years, the growing adoption
of ITs and tensions resulting from China’s expanding geopolitical role have
led to new worries, particularly in relation to the United States. Overall,
China sees itself standing at the wrong end of a digital divide, where the
distribution of resources and capabilities in cyberspace is highly asymmetric
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(Shen 2016). The Snowden revelations, US technology export bans target-
ing ZTE and Huawei, and the discontinuation of security support for Win-
dows XP each highlighted vulnerabilities resulting from forced reliance on
currently irreplaceable US technology. Until its reform process, the Internet
Corporation for Assigned Names and Numbers (ICANN) was often viewed
as an extension of the US government. US-led efforts to curtail the global
presence of Huawei, particularly its participation in the standardization
process for fifth-generation mobile networks (5G) form one of the major
elements of what some observers already call the “US-China technology
cold war” (Yuan 2019). Concerns about surveillance and espionage, the
survival of national economic champions and even China’s basic ability to
access the global Internet thus joined propaganda and ideology in Chinese
technology policy.

Inasmuch as the tensions between China and the United States (or more
broadly, the “like-minded” nations) result from competing national interests,
they are also the product of opposed views on the role of IT in the relationship
between the state, citizens, and the economy. Since the 1990s, the U.S. tech
community has espoused a “free and open” view of the Internet, embodying
American liberal democratic norms including free speech, access to informa-
tion and free-market capitalism, as well as some of the libertarian ethics of
the academic and engineering communities that created the Internet. The
economic dominance of the US tech industry, and the central role played by
these communities, meant these views were nearly universally disseminated
without much opposition as the Internet expanded in the decades since (Dem-
chak 2016). Over the past decade, however, China has become increasingly
vocal and active in defending a different approach, one based on “cyber sov-
ereignty” (wangluo zhuquan).

Cyber sovereignty has become a mainstay in documents and statements
for international consumption since its first high-profile appearance in the
2010 White Paper outlining China’s position on the Internet (SCIO 2010).
Together with Russia, China proposed a Code of Conduct for state behavior
in the United Nations General Assembly in 2011 (UN 2011) and again in
2015 (UN 2015). Sovereignty was the first of five principles for international
cooperation in cyberspace that the Chinese delegation proposed at the 2012
Budapest Conference on Cyberspace (MFA 2012), and the second item in the
Wuzhen Declaration that China proposed at the first World Internet Confer-
ence in 2014 (WIC 2014). It has been a repeated element in speeches by top
leaders including General Secretary Xi Jinping (Xi 2015) and ex-Internet
“czar” Lu Wei (Lu 2014), as well as a key objective in China’s national
cybersecurity strategy (CAC 2016a), its Cybersecurity Law (NPC 2016C),
its development program for the ICT sector (Central Committee and State
Council 2016), and its international cyber strategy (MFA 2017).
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These policy documents usually define cyber sovereignty in vague and
broad terms. In the words of Xi Jinping, a state has the right “to choose
its online development path, its network management model and its public
Internet policies, and to equal participation in international cyberspace gov-
ernance.” In turn, states should refrain from “engaging in cyber hegemony,
interfering in other countries’ internal affairs, and engaging in, tolerating or
supporting online activities harming the national security of other countries”
(Xi 2015). Yet, what this implies in specific national and international legal,
regulatory and policy questions is often unclear, and subject to considerable
debate in China itself (Zeng, Stevens and Chen 2017). Existing literature has
primarily focused on the discussion of sovereignty in diplomatic processes
and foreign policy, such as global Internet governance regimes including
ICANN, WSIS, and the Internet Governance Forum (Shen Hong 2016;
Mueller 2012; Arséne 2012), military and strategic cybersecurity (Swaine
2013; Harold, Libicky and Stuth Cevallos 2016; Kolton 2017; Lindsay
2014), and the reshaping of the global cyber order (Demchak 2016). How-
ever, in this literature, cyber sovereignty is largely taken as given, and the
substance of the concept, as well as its role as an organizing principle for
cyberspace, receives little attention. This chapter thus intends to bookend
this body of literature by supplementing two elements: first, how the cyber
sovereignty concept emerges as part of China’s broader approach to foreign
policy, and second, how Chinese authorities have structured the domestic
legal, regulatory, and policy landscape in order to realize the goals sover-
eignty entails.

This chapter contains two sections. The first section explores the develop-
ment of China’s conception of sovereignty, both general and cyber-related,
against a historical background. It will pay particular attention to how China’s
reading of sovereignty embodies its broader views of the global order, as well
as to the multidimensional nature of the sovereignty concept. It will identify
two major components of the sovereignty concept: a normative component
defining how states should conduct themselves in cyberspace, and a capa-
bility component that identifies the governance and material resources and
mechanisms a state requires to realize the normative component in a poten-
tially antagonistic environment. The second section will review how China
has sought to construct these governance and material resources through law,
regulation, and policy. It finds the Chinese state has mainly sought to institute
and consolidate effective control over online actors, activities, and content
through a process of territorialization, indigenization, and investment, while
maintaining technical interoperability with the global Internet. Even so, there
is a considerable degree of complexity: although it is one thing to declare
cyber sovereignty, it is quite another thing to unpick the tightly woven fab-
ric of the digital society without undue harm, particularly as the interests of
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various Chinese stakeholders are often at odds. The conclusion will discuss
practical and theoretical implications of these processes for the global Internet.

THE CONCEPT OF SOVEREIGNTY IN CYBERSPACE

Parallel Histories

While the classical attribution of sovereignty to the 1648 Peace of Westphalia
has been disputed, it is generally accepted that the notion of sovereignty—
supreme and exclusive political authority within a bounded territory—was
consolidated across Europe in the seventeenth century. This international
order was based on the principles of non-intervention and sovereign equal-
ity: no foreign entity outranked the ruler of a territory, or was permitted to
interfere in its internal affairs (Krasner 1999). This was particularly impor-
tant with regard to religion. Religious wars had wrought havoc across the
continent for over a century. In this sense, with the principle of cuius region,
eius religio, sovereignty expressed an agreement to disagree: disputes over
alleged universal moral truths would no longer form a justification for con-
flict. In the centuries since, the sovereign state has become the primary form
of territorial organization worldwide.

To be sure, the sovereignty principle has often been honored in the breach
as much as the observance. The attempted invasion by monarchical powers
into revolutionary France, for instance, was largely justified by arguments for
regime change. Racist ideas concerning “civilization” withheld sovereignty
from much of the non-European world until after World War II. Yet, as
decolonizing states increasingly achieved sovereignty and self-determination,
another trend toward constraining sovereignty started gaining traction: one to
limit state cruelty and injustice. In the wake of the Holocaust, the Universal
Declaration on Human Rights became the first component of a growing body
of human rights law. The Helsinki Process of the 1970s created commitments
on civil rights that greatly encouraged dissident and democratic movements
in the USSR and its satellite states (Thomas 2001). Following the end of the
Cold War, doctrines such as the Responsibility to Protect further eroded the
authority of the non-intervention norm (Glanville 2013). Lastly, de facto if
not de jure, economic globalization has grown to considerably curtail the
space for movement of states, and consolidated the dominance of a (neo-)
liberal capitalist model around the world (Stein 2016).

China’s approach to sovereignty, in contrast, was predominantly concerned
with a drive to counteract the presence of imperialist powers that had estab-
lished extraterritorial rule in their concessions and had taken over a number
of Chinese government authorities, and start China on a path back toward
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wealth and strength (Schell and Delury 2014). Their efforts rarely met with
success. At the end of World War I, China hoped to cash its material support
for the allies with the return of German-held concessions in Shandong. Del-
egation member (and later International Court of Justice judge) Wellington
Koo eloquently argued that the Wilsonian principles of independence and
self-determination implied Japan’s competing claims should be rejected. The
territories were subsequently handed over to Japan as part of a compromise
to mitigate tensions in the Pacific and stave off Japanese calls for the explicit
recognition of racial equality in the League of Nations (MacMillan 2011,
chapters 23-24). In China, this disappointment triggered dejection, protests,
a transformational nationalist cultural movement (Forster 2018), the estab-
lishment of the Chinese Communist Party, and a lingering sense that, in the
final analysis, foreign powers were not serious in their stated commitment to
international law, but would use it as an instrument of power (Kent 2008).
China’s task, therefore, would be to acquire power, not play the law game.

Distrust continued to color the foreign relations of the Chinese Republic
and People’s Republic, even with its nominal allies. During World War II,
even though Chiang Kai-shek managed to secure agreements ending extrater-
ritoriality and renouncing territorial concessions from Britain and the United
States, the alliance was strained due to Chiang’s—not unjustified—sense
that both countries were only doing the bare minimum to keep China in the
war and Japanese soldiers tied up (Mitter 2013). Ideological differences,
disagreements on relationships with the West, and competition for leader-
ship in the global Communist movement led Mao to curtail relationships
with the Soviet Union in the early 1960s. China’s near-total isolation from
global diplomacy would last until the 1970s, when gradual overtures toward
the United States led to Beijing’s takeover of the Chinese membership of the
UN, hitherto held by Taipei, and the recognition of the People’s Republic by
most nations worldwide. The Dengist reforms further spurred openness to the
outside world, as China started participating in numerous global diplomatic
and legal regimes. Yet, even as China developed a more pragmatic form of
global engagement, the rhetorical basis of China’s foreign policy remained
the Five Principles of Peaceful Coexistence, developed in the mid-1950s, of
which sovereignty was the most important one (Kent 2008).

The Tiananmen events of 1989 underscored the distance the regime would
go to, to safeguard its existence, and in a certain sense, their aftermath has
continued to shape China’s relationship with the outside world. Coinciding
with the end of Communist regimes in Eastern Europe and the dissolution
of the Soviet Union, the West came to believe that Tiananmen indicated it
would only be a matter of time until the Chinese regime would follow them
into the annals of history (Pei 2006; Chang 2010). Human rights became an
important part of American and European diplomatic efforts toward China,
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and democratization became one of the key themes of China scholarship.
The Chinese leadership, however, considered its response to the Tiananmen
protests as a regrettable but necessary defensive measure. Since then, stability
maintenance (weiwen) has been one of the cornerstones of Chinese domestic
politics, affecting areas ranging from media and education to policing and
surveillance (Wang and Minzner 2015). The explicit Western support for the
Tiananmen protests, as well as liberal activism in the decades since, has fos-
tered further distrust among the leadership about Western intentions vis-a-vis
China. Senior leaders and party media often refer to the efforts by “foreign
hostile powers” (Hu 2011) that attempt to Westernize and divide China, or
subvert CCP leadership. China’s conception of sovereignty embodies the
core of these tensions: China’s definition of sovereignty primarily concerns
the integrity of its political structure, while Western states consider this a
defence of exactly those abuses that the more conditional, post—-Cold War
reading of sovereignty sought to curtail.

Sovereignty and Cyberspace

The controversy concerning cyber sovereignty is one specific manifestation
of these broader tensions. Here as well, China’s views of the role of the state
evolved separate from those in the West, where the trend has been one of
progressive withdrawal of the state. For the first few decades of their devel-
opment, information technologies were primarily driven by national security
interests, and more specifically, intelligence, surveillance, and encryption
(Corera 2015), as well as prestige projects such as Apollo. However, the
growing adoption of computers by businesses and individuals meant that
states gradually lost their exclusive control over networking and encryption
technologies. In the United States, a budding community of academics and
engineers started building what became the Internet, on the basis of libertar-
ian ethical principles of openness, transparency, and skepticism of govern-
ment. Governments attempted to resist their efforts for a while, during the
crypto wars of the 1980s. But the relaxed political environment following
the end of the Cold War encouraged the broad adoption of this mind-set,
including by governments. No longer a secretive part of the state’s security
arsenal, information technology came to symbolize the post—Cold War belief
that liberal democracy and free-market capitalism were the inevitable end of
history (Demchak 2016).

In this techno-optimist view, cyberspace had become a phenomenon all of
its own, in which traditional government no longer played a significant role.
John Perry Barlow’s Declaration of the Independence of Cyberspace explic-
itly claimed that governments, “weary giants of flesh and steel,” no longer had
sovereignty in the digital domain (Morrison 2019). Technology businesses
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enthusiastically embraced this narrative of openness, with its rejection of
strong government regulation, as it allowed them to rapidly grow on a global
scale. Political and economic elites came to see digital technology as a solu-
tion for a wide variety of economic and social ills, but also as a battering ram
against the remaining bastions of authoritarianism. The reduced role of the
state also became clear in many aspects of Internet governance, for instance,
in ICANN and the Internet Engineering Task Force (IETF), where the multi-
stakeholder model became the norm (Dutton and Peltu 2008). In this model,
technical and business communities, as well as civil society, became at least
as important as government in creating governance rules for the Internet.

China’s relative latecomer status to information technologies meant it had
little influence or participation in the emergence of these processes. Nonethe-
less, it espoused its own version of techno-optimism, which led it to espouse
information technologies enthusiastically with its agenda of “informatization”
(xinxihua) (Qu 2010). This optimistic view shared the basic principle that
digital technology could address socioeconomic questions, but fundamentally
disagreed with its liberal democratic precepts. Rather, technologies were mar-
shalled as part of the broader CCP project that sought to combine economic
development with strict political control, under the exclusive authority of the
party (Central Committee and State Council 2016). Related tactics the party
employed elsewhere were extended into the sphere of technologies, including
media control and limitations to foreign and private participation in strategic
economic sectors. By design, these tactics limited both commercial oppor-
tunities for foreign players, and the political liberalization foreign observers
hoped for, leading to growing criticism. It is in response to this criticism, as
well as the growing prominence of cyber-related questions in the diplomatic
realm, that the concept of cyber sovereignty entered the political jargon.

In 2010, the Chinese government published its first comprehensive justi-
fication of its approach to cyberspace governance. This White Paper stated
that, as the Internet fell under the jurisdiction of Chinese sovereignty, every-
one within Chinese territory was obliged to obey Chinese laws and regula-
tions (SCIO 2010). In 2012, at the Budapest Conference on Cyber Issues,
China proposed five principles for international cooperation on cyberspace,
echoing the Five Principles of Peaceful Coexistence. Sovereignty was the
first of these, defined as the entitlement of every state to “formulate its poli-
cies and laws in light of its history, traditions, culture, language and customs
(MFA 2012).” At that point in time, the chief matter of concern was online
content. Subsequent policy documents have slightly expanded on these prin-
ciples, or were updated to reflect new concerns. The Wuzhen Declaration, cir-
culated at the first World Internet Conference in 2014, stated that “We should
respect each country’s rights to the development, use and governance of the
Internet, refrain from abusing resources and technological strengths to violate
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other countries’ Internet sovereignty” (WIC 2014). Xi Jinping reiterated this
stance in his Wuzhen speech the following year (XI 2015). The 2016 National
Cyberspace Security Strategy explicitly defended states’ rights to “prevent,
curb and punish the online dissemination of harmful information endangering
national security and interests, and to safeguard order in cyberspace” (CAC
2016a). The most elaborate discussion of sovereignty in a policy document
can be found in the 2017 International Strategy of Cooperation on Cyber-
space, and deserves to be quoted in full.

As a basic norm in contemporary international relations, the principle of sover-
eignty enshrined in the UN Charter covers all aspects of state-to-state relations,
which also includes cyberspace. Countries should respect each other’s right to
choose their own path of cyber development, model of cyber regulation and
Internet public policies, and participate in international cyberspace governance
on an equal footing. No country should pursue cyber hegemony, interfere in
other countries’ internal affairs, or engage in, condone or support cyber activi-
ties that undermine other countries’ national security.

Upholding sovereignty in cyberspace not only reflects governments’ respon-
sibility and right to administer cyberspace in accordance with law, but also
enables countries to build platforms for sound interactions among govern-
ments, businesses and social groups. This will foster a healthy environment
for the advancement of information technology and international exchange and
cooperation.

National governments are entitled to administer cyberspace in accordance
with law. They exercise jurisdiction over ICT infrastructure, resources and
activities within their territories, and are entitled to protect their ICT systems
and resources from threat, disruption, attack and destruction so as to safeguard
citizens’ legitimate rights and interests in cyberspace. National governments are
entitled to enact public policies, laws and regulations with no foreign interfer-
ence. Countries should exercise their rights based on the principle of sovereign
equality and also perform their due duties. No country should use ICT to inter-
fere in other countries’ internal affairs or leverage its advantage to undermine the
security of other countries’ ICT product and service supply chain. (MFA 2017)

China’s Concept of Cyber Sovereignty:
The Normative Dimension

The above descriptions, however vague, do allow the abstraction of three
implicit general principles underpinning the cyber sovereignty concept. The
first principle is that national governments enjoy sovereign rights against
other national governments. This principle primarily is a response against the
universalist claims of the proponents of online openness. By reserving the
right to control all online activities under their jurisdiction to national gov-
ernments, this principle rejects the applicability of universal rights, including
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free expression and access to information, as well as potential moves by
adversaries to realize those rights, for instance, through circumvention soft-
ware. It is also up to individual states to decide how to use technology for
purposes such as domestic surveillance and law enforcement. At a second-
ary level, it defends the right of states to organize and develop their digital
industries as they see fit. This can entail development strategies including
state subsidies and other forms of support, but also market access and security
review regimes for foreign software and hardware, as discussed below.

The second principle is that national governments enjoy sovereignty over all
non-state actors, be they domestic or foreign. This principle opposes the mul-
tistakeholder model of Internet governance that had been developed through
institutions such as ICANN and the IETF, and endorsed by WSIS and the IGF.
Instead, even if the technical and commercial communities have an important
role to play, final authority should be exercised by nation-states through inter-
governmental institutions. China’s call for transforming ICANN into a special-
ized UN body under the ITU is perhaps the most prominent manifestation of
this principle. Nonetheless, China has also come to propose a “multi-party”
model, in which the consultative role of non-state entities is explicitly recog-
nized. The importance of this model should not be overstated. China’s Internet
ecology consists of numerous industry associations and professional bodies
that fall under the formal authority of state ministries, or whose senior officials
are appointed by the CCP. Business leaders, too, are often party members.
While that does not mean monolithic acceptance of central state policy—often
quite the opposite—this model combines a semblance of institutional pluralism
while maintaining a considerable degree of political control.

The third principle is sovereign equality of states in Internet governance.
Under this principle, no state should have more power than others, or seek
hegemony. This principle clearly targets what China sees as the hegemonic
position of the United States, but it also has important tactical considerations
in the multilateral context. As evidenced by the high level of support for the
reforms Russia and China proposed in the ITU meeting of 2012 (Klimberg
2013), as well as for the Open-Ended Working Group on norms for state
behavior in cyberspace at the 2018 UN General Assembly, a significant num-
ber of countries worldwide at least partially share China’s position. In other
words, the sovereignty narrative is also attractive to small and midsize player
with whom China might seek common cause.

China’s Concept of Cyber Sovereignty:
The Capability Dimension

The three abovementioned normative principles undergird China’s diplomatic
efforts, but have also inspired an ongoing expansion of domestic measures
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to ensuring sovereignty can be realized for China itself, even in the absence
of international adoption. These measures have converged around three core
strategies: territorialization, indigenization, and investment.

Territorial boundaries are a key component of the concept of sovereignty,
but have been largely anathema in discussions on cyberspace. From a techni-
cal perspective, geography plays no meaningful role in the functioning of the
Internet, even if the underlying infrastructure is territorial, and the absence
of online borders was key to the techno-optimist view of cyberspace as a
completely sui generis creature. Unsurprisingly, the Chinese government has
taken a rather different approach. In 2013, CAC director Lu Wei stated that
cyberspace is an extension of real space, and that it is, therefore, not a “land
outside the law” (fa wai zhi di, Lu 2013). Yet, claiming jurisdiction over
cyberspace implies having to define its limits and instituting border controls.
Partly, the Chinese government has been able to do so through physical
infrastructure: the Great Firewall’s hardware is mainly located at China’s
international gateways (Lee 2018). But territorialization can also take place
through regulatory means: by mandating that particular actors, activities, and
data are located within China, jurisdictional questions are avoided altogether.

The indigenization strategy intends to increase the proportion of technol-
ogy used in Chinese cyberspace that is produced by Chinese suppliers. For
most of the 2000s, the vast majority of information technology products used
in China originated from foreign businesses, from Cisco routers in the net-
work infrastructure to Microsoft operating systems, from Apple smartphones
and laptops to domain names purchased from foreign registrars. In 2014,
a party journal claimed that 82 percent of servers, 73.9 percent of storage
equipment, 95.6 percent of operating systems and 91.7 percent of databases
in the country were foreign-sourced (Zhao and Xu 2014). A number of events
highlighted China’s vulnerability to both foreign corporate decisions and
governmental acts. When Microsoft announced in early 2014 that it would
no longer support Windows XP, for instance, this operating system was
still in use in the majority of Chinese computers. In response, China banned
Windows 8 from government systems (Kai 2014), and Microsoft reversed
its position. The Snowden revelations generated widespread concern about
the possible implantation of backdoors or other forms of malicious code into
foreign ICT equipment (Xi 2013, People’s Daily 2014). For both economic
and political reasons, the Chinese government has increasingly sought to sub-
stitute foreign suppliers by domestic counterparts across a range of sectors.
As a result, foreign content providers and online platforms have either not
gained a significant foothold on the Chinese market, or in the case of Google,
ended their Chinese activities as they were unwilling to comply with govern-
ment demands. The four brands Huawei, Oppo, Vivo, and Xiaomi combined
now hold over 80 percent of China’s market share. China has also attempted
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to develop indigenous technological standards and stimulated its domestic
businesses to participate in the formulation of global standards, most notably
5G. The success of this indigenization strategy nevertheless remains uneven.
In many areas, including operating systems and semiconductors, Chinese
products lag far behind foreign counterparts in quality, security, and market
success (Triolo 2019). Equally, the international adoption of Chinese stan-
dards, as well as Chinese participation in global standards, remains extremely
limited.

To remedy these weaknesses, the Chinese government has deployed sev-
eral industrial policy schemes across the technological spectrum. One major
destination of funding has been research and education, both for general pur-
poses and specific technical capabilities. Universities have been encouraged
to expand computer science and cybersecurity curricula, expanding China’s
talent pool, with an increasing focus on emerging technologies such as big
data and artificial intelligence (State Council 2016). Support is also offered
through favorable government procurement policies or direct subsidies under
industrial plans such as Made in China 2015 and the Internet Plus plan
(Wiibbeke et al. 2016). The Digital Silk Road component of the Belt-Road
Initiative supports Chinese technology businesses in their international devel-
opment (Shen 2018). Some of these strategies have, however, backfired. For
instance, governmental guidance funds meant to provide venture capital for
the technology sector have been less successful than intended (Feng 2018).
Moreover, governmental support for China’s technology businesses is a
major factor driving the worsening of relations with major trading partners.

REALIZING SOVEREIGNTY AT HOME

The Chinese government has used various combinations of these three
strategies in order to realize its cyber sovereignty objectives, going back
to the early 2000s in some cases. This process has intensified since 2013,
for a number of contributory reasons. Some of these concern the rapidly
expanding adoption and complexity of ITs in general. From the point of
view of sovereignty, they can also be seen as a response to two trends at the
international level. First, China’s sovereignty stance has found little traction
in existing cyber governance circles thus far. Partly, this is due to sym-
bolic reasons. “Like-minded” governments have come to see sovereignty
as a shibboleth to justify of authoritarianism. Consequently, even if many
of them have come to favor a somewhat greater degree of governmental
control, they have been hesitant to endorse the inclusion of national sover-
eignty. On the Chinese side, this has stimulated accusations of hypocrisy.
Chinese commentators have argued that initiatives such as the US buildup
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of military cyber capabilities, and the introduction of the EU General Data
Protection Regulation, are expressions of sovereign power in cyber affairs.
Second, the likelihood of any agreement has become more remote as the
Sino-American relationship has sharply deteriorated, most prominently
through tensions concerning digital technology. During the second term of
the Obama administration, the United States stepped up pressure against
China on issues concerning cyber espionage, leading to an agreement in
2015 that neither state would conduct or condone such activities (Sevasto-
pulo and Dyer 2015). The advent of the nationalist Trump administration,
which campaigned on a strong anti-China platform, and growing disillu-
sion about the treatment of American businesses severely weakened the
stabilizing role of the trade component in the overall relationship. As part
of a broader trade war, the US government launched an investigation con-
cerning Chinese technology transfer requirements and intellectual property
infringement, finding these constituted unreasonable burdens to US busi-
nesses (Congressional Research Service 2018). It also imposed sanctions
against ZTE and Huawei for the violation of sanctions against Iran (SCMP
2018). Reversing decades of economic integration, “decoupling” became
a buzzword both in Washington and Beijing, particularly in the tech sec-
tor (Panda 2019). These evolutions fostered a greater sense of urgency in
Beijing to enhance resilience, autonomy, and self-reliance (zili gengsheng,
Thomas 2019), while still maintaining the advantages of global connectiv-
ity and interoperability. This section will review how this balance has been
pursued in the areas of content control, the Domain Name System (DNS),
data protection, and the engagement with foreign digital corporations.

Content Control

Perhaps the best-known boundary in cyberspace is the Great Firewall of
China, the filtering infrastructure at the international gateways of China’s
telecommunications networks that filters out undesirable content. Established
in the late 1990s, it has been upgraded of the years to effectively remove from
Chinese audiences content produced outside of Beijing’s ability to control.
This includes explicitly political content, such as websites defending Falun
Gong, the Tibetan or Uyghur cause, online media outlets reporting critically
in China, social media networks that had been implicated in political events
such as the Arab Spring and color revolutions in ex-Soviet states, as well as
morally undesirable content such as pornography (Griffiths 2019). Allegedly,
it was used to leverage the “Great Cannon” attack, which targeted developer
platform GitHub in 2015 (Marczak et al. 2015). The Great Firewall has also
been periodically updated to target circumvention software. For instance, par-
ticular commercial VPN services work less effectively around major national
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celebrations, and The Onion Router (TOR), which enables anonymous and
encrypted web access, does not function reliably from China.

Yet, the Great Firewall is not the only barrier to foreign content. Starting in
2000, authorities started expanding the previous regulatory regime for media
from the traditional realm to the Internet. The first provisional regulations
already contained a ban on foreign audiovisual content on Chinese websites
(SARFT 2000, Art. 16[g]), and imposed licensing requirements for online
operators. The permitted share of foreign participants in online information
services’ joint ventures was limited (State Council 2000, Art. 17), while the
Chinese WTO accession schedule limited foreign market access for many
media-related activities (MOFCOM 2001). Subsequent regulations barred
foreign participation from activities such as news (SCIO and MII 2005, Art.
9), online publishing (CAC 2016b, Art. 10), and provision of audiovisual
content (SARFT 2004, Art. 7). Unsurprisingly, these regulatory barriers, in
combination with a protectionist stance in favor of Chinese businesses, meant
no large foreign online operator has been able to maintain a sustained pres-
ence on Chinese territory. Google had set up operations in Beijing in 2005
but closed down its Chinese search engine in 2010 after it discovered state-
backed hacking operations into its user data (Waddell 2016). More recently,
Facebook attempted to open a start-up incubator subsidiary in Hangzhou, but
after a miscommunication between local and central authorities meant it did
not obtain the required permits (Liao 2018). Instead, the market has come to
be dominated by the domestic massive online platform companies Alibaba,
Tencent, and Baidu. Among a list of top 100 mobile apps on the Chinese mar-
ket as measured in market penetration in 2017, only a handful are produced
by a foreign entity (Jiguang n.d.).

In governing online content, Beijing thus has employed a combination
of the territorialization (Great Firewall) and indigenization (barring foreign
businesses) approaches, with considerable success. This not only has substan-
tial economic benefits, it also provides the leadership with a more effectively
governed landscape. Regular tussles notwithstanding, over the years, a modus
vivendi has emerged between China’s online businesses and the central gov-
ernment. Government recognizes private business has generated consider-
able economic and technological achievement, and thus maintains a mostly
positive attitude, while businesses do not upset the governmental applecart,
and are far more trusted on politically sensitive matters than their foreign
equivalents (Creemers 2018).

The Domain Name System (DNS)

In the early days of the Internet, China’s participation in I[CANN was limited,
partially due to a comparative lack of Chinese expertise, but also because of
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political objections against the structure and politics of ICANN. Some of
these objections were quite specific. [ICANN, as a private corporation, did
not subscribe to usual diplomatic protocols concerning Taiwan. Rather, the
Taiwanese government participated equally in ICANN institutions, including
the Governmental Advisory Council (GAC). China also found ICANN lag-
ging on technical questions affecting its claims and preferences, particularly
in terms of adapting the DNS to adapt Chinese and other non-Roman alpha-
bets. China boycotted ICANN conferences between 2001 and 2009.% On these
matters, China and ICANN reached an agreement. China would send a MIIT
representative to the GAC, while ICANN would refer to Taiwan as “Chinese
Taipei.” It would also create a fast track for the inauguration of top-level
domains (TLDs) in non-Western scripts. Moreover, management powers for
the Chinese character TLDs were handed over to CNNIC, providing a further
economic incentive for the continued support of the [CANN system (Mueller
2012).

Broader problems in China’s perception of ICANN were, perhaps ironi-
cally, its multistakeholder functioning on the one hand, and its close rela-
tionship with the US government on the other. From 1998 onwards, ICANN
had managed the DNS through a contract with the Department of Commerce
National Telecommunications and Information Administration, yet govern-
ments played a minimal role in its internal processes. On the one hand, China
was concerned this meant decisions with potential strategic relevance could
be taken outside of governmental control. On the other, there were fears
concerning American preponderance in Internet infrastructure and traffic
control. A 2012 People’s Daily piece, for instance, laments (incorrectly) that
all thirteen root servers are set up within the United States, and that 80 percent
of global Internet traffic passed through the United States (People’s Daily
2012). These objections pushed China to propose a different arrangement to
govern the DNS: ICANN, or its functions, should be brought under the con-
trol of the United Nations, or more specifically, under the aegis of the Interna-
tional Telecommunications Union. First presented at the first World Summit
on the Information Society (Segal 2017), this position quickly became a core
element of its international cyber strategy. Moreover, China was not the only
country dissatisfied with the ICANN status quo: India equally proposed trans-
ferring responsibilities for Internet governance to the ITU (Shen 2016, 89).

Even so, relationships between Beijing and ICANN have improved con-
siderably over the years. For its part, ICANN has worked hard to establish
good relationships with Chinese authorities during this process. It opened
its first Engagement Centre in Beijing at the ICANN46 meeting (ICANN
2013). This center liaises closely with authorities in order to build mutual
trust and deepen collaboration. Then-ICANN CEO Fadi Chehadé joined the
high-level advisory committee for the Wuzhen World Internet Conference as
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cochairman (Xinhua 2015). China, equally, has made efforts to build closer
relations. The ICANNS50 meeting in London, most notably, was the venue for
CAC director Lu Wei to make his first high-profile international appearance
(Lu 2014). Furthermore, the ICANN transition away from a direct contractual
relationship with the US government and toward nongovernmental, multi-
stakeholder stewardship assuaged some of Beijing’s concerns vis-a-vis the
organization. Even so, some ambivalence remains in China’s stance. While
ICANN reform seems less of a priority for Beijing, the International Strategy
for Cooperation in Cyberspace, as well as the Chinese submission to the UN
Open-Ended Working Group on Information and Telecommunications still
contain references to the need to create a multilateral Internet governance
system, and to ensure that institutions governing strategic Internet resources,
such as root servers, remain “truly independent of any state’s control” (MFA
2019). Partly, this reflects continuing concerns that, as a U.S.-registered
corporation, ICANN could be compelled to limit its services to China, for
instance, through a process akin to the Department of Commerce Entity List,
which limits, among others, technology exports to specific businesses or
institutions. Another element is that numerous other strategic resources, such
as the root servers on which the DNS depends, remain owned or operated by
US entities, further increasing perceived risk.

In the meantime, China has sought to mitigate some of the risks it saw ema-
nating from the ICANN structure through domestic regulation. Almost from
the start, the administration of domain names became a government affair,
eschewing the multistakeholder approach adopted elsewhere. In 1997, the
newly established CNNIC, under the Chinese Academy of Sciences, became
responsible for managing Chinese aspects of the DNS, including administra-
tion of the .cn domain (Xue 2004). CNNIC also required notification from
server operators using other top-level domains (Ermert and Hughes 2003,
202). Successive regulations promulgated in 2002 and 2004 started to extend
Chinese jurisdiction over the domain name system, referring consistently
to “our country’s domain name system.” Not only did they encourage the
adoption of Chinese-language domain names, they also applied preexisting
provisions on content censorship to domain names, and required providers
to cease resolving DNS addresses upon request by public security depart-
ments (MII 2002; MII 2004). But perhaps, most importantly, it unilaterally
took the initiative to create an alternative system to handle Chinese-language
domain names, which still remained globally compatible. While this sys-
tem was operated relatively secretively at first, by 2006, the People’s Daily
proudly boasted that “[Chinese] Internet users don’t have to surf the web via
the servers under the management of the Internet Corporation for Assigned
Names and Numbers of the United States (Cited in Mueller 2012).” Also,
the continuing tensions over ICANN’s role led the Chinese government to
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subsidize research on something that came to be known as IPv9: a separate
technical protocol that allows systems to be “independent of the US Internet
but [. . .] Internet compatible” (Wang and Shebzukhov 2019). Nevertheless,
IPv9 seems not to play a role of any significance thus far.

New DNS regulations from 2017 illustrate the growing trend toward
localization. These regulations require entities running DNS root servers
registered in China to locate their servers inside Chinese territory. Domain
name registries must be based domestically, and the top-level domains
these registries manage thus explicitly fall under Chinese jurisdiction.
Domain name registrars equally must be Chinese entities running their
systems within Chinese territory. Both registries and registrars must estab-
lish domestically based emergency response systems, and create localized
backups of their databases (MIIT 2017). At the same time, there has been a
certain degree of restraint. A draft version of these regulations contained a
provision that “domain names with network access services within the bor-
ders” must register their domain name with a Chinese provider (MIIT 2016,
Art. 37). These requirements have been dropped in the final version, after
they were widely seen as rendering all foreign websites in China unlaw-
ful (Global Times 2016). Even so, suspicions against foreign intelligence
services’ surveillance capabilities led to the inclusion of an article in draft
regulations on data protection published in May 2019, which require that
domestic Chinese Internet traffic must be exclusively routed through Chi-
nese territory (CAC 2019c¢). The topography of China’s Internet, with only a
limited number of international gateways, may facilitate the implementation
of this requirement.

Data Protection

Like many governments, the Chinese leadership has identified data as a
crucial resource for development, but also a potential source of vulnerabil-
ity. Many of those risks, such as data leaks leading to fraud and abuse, are
domestic, but authorities have also voiced concern over the potential harm
stemming from data on Chinese citizens and important businesses flowing
abroad. Over the past few years, the leadership has thus sought to centralize
its previously fragmented regulatory approach to data protection, and data
localization is an important element in new regulations. Localization require-
ments were already issued for financial and healthcare data in 2011 and 2014
respectively (PBoC 2011; NHFPC 2014). A 2013 technical standard required
consent of data subjects for data export (Chander and Le 2014). The cyberse-
curity law would set a general standard across all sectors. Yet, the exact cat-
egorization of data to be protected, as well as the specific limitations on their
export, have been subject to a to-and-fro between different regulators and
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stakeholders, as the need for protection is counteracted by both the economic
harm from excessive limitations as well as the actual ability of government
to implement and enforce data export rules.

This tension has been on display in the drafting process of the cybersecu-
rity law. The first draft, from July 2015, determined that “critical informa-
tion infrastructure operators” must store both citizens’ personal information
and “other important data” gathered during their operations within Chinese
territory. Critical information infrastructure was broadly defined, as “basic
information networks providing services such as public correspondence
and radio and television broadcasting; important information systems for
important industries such as energy, transportation, water conservation, and
finance, and public service areas such as electricity, water and gas utilities,
medical and sanitation service and social security; military networks and
government affairs networks for state organs at the sub districted city level
and above; and networks and systems owned or managed by network service
providers with massive numbers of users” (NPC 2015). The term “important
data” remained undefined. In the second draft, published a year later, it was
changed into “important business data” (NPC 2016), following suggestions
from domestic stakeholders (NPC 2016A). Even so, this new term equally
remained undefined. In response, forty foreign business groups submitted
a statement asking for change, yet without success (Bloomberg 2016). The
third draft, from November 2016, omitted the word “citizen,” suggesting all
personal data collected in China, also from non-Chinese nationals, should be
stored locally (NPC 2016B, Art. 37). The final, enacted version of the law
maintained this provision, and reverted to the original formulation of “impor-
tant data,” still without definition. It also refined the definition of critical
information infrastructure, to “public communication and information ser-
vices, power, traffic, water resources, finance, public service, e-government,
and other critical information infrastructure which—if destroyed, suffering a
loss of function, or experiencing leakage of data—might seriously endanger
national security, national welfare, the people’s livelihood, or the public
interest” (NPC 2016C).

In April 2017, the first set of draft regulations addressed the export of both
personal information and important data, setting out conditions under which
this export was to be prohibited and outlining security review requirements
for permitted cases (CAC 2017b). These draft regulations also widened the
scope of regulated subjects: every “network operator,” defined as “the owner
of a network, a manager, and a network service provider,” would be required
to store personal and important data locally. Important data was defined for
the first time, albeit vaguely, as “data that is closely related to national secu-
rity, economic development, and social and public interests, with specific
reference to national relevant standards and important data identification
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guidelines.” A separate technical standard on data export refined the defini-
tion, providing a detailed list of specific data and their identifying features
in twenty-eight industry sectors (TC260 n.d.). Nonetheless, this list is non-
exhaustive, and government departments still retain wide discretion to desig-
nate other data as important. In the end, the 2017 draft regulations were not
adopted, both due to continuing internal debate and opposition in the WTO
under the leadership of the United States and Japan (Lu et al. 2018). Simi-
larly, the technical standard still awaits adoption.

Regulatory efforts regained momentum in the spring of 2019, as two
draft regulations emerged: one on general data protection matters, and one
on cross-border personal data flows. The former again contained a vaguely
worded provision on the export of important data, referring the matter
to either the relevant controlling authority or cybersecurity departments.
Combining elements from the previous draft regulations and draft standard,
it defined important data as “data that, if divulged, may directly affect
national security, economic security, social stability, or public health and
safety, such as undisclosed government information or large-scale data on
the population, genetic health, geography, mineral resources, etc. Impor-
tant data generally does not include enterprises’ production, operations,
and internal management information, personal information, etc. (CAC
2019c¢).” For the export of personal data, it referred to the second, separate
draft document. These personal data export regulations, strongly influenced
by Europe’s GDPR, required all network operators to conduct security
assessments before exporting personal data, and to file such operations with
provincial cybersecurity authorities. Moreover, they sharply curtailed data
gathering activities by foreign entities, stipulating that “overseas organiza-
tions, in conducting business activities and when collecting the personal
information of domestic users through the Internet and other means, shall
fulfill the responsibilities and obligations of network operators in these
measures through domestic legal representatives or organizations” (CAC
2019b, Art. 20). At the time of writing, these draft measures have not been
approved or taken effect.

The tortuous trajectory of data localization over the past years illustrates
the difficult balance regulators seek to strike. There are, on the one hand, clear
political and economic incentives to localize Chinese data: it is deemed to
provide a defence against overseas intelligence gathering, as well as spur the
development of the Chinese cloud industry. On the other hand, particularly
when it comes to important data, there are considerable costs to maintain-
ing an overly broad definition as well: enforcement resources might become
spread so thin that meaningful protection is not achieved, or business is
throttled through excessive red tape. With the predicted adoption of 5G and
IoT technologies, these considerations will only grow in complexity.
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As indicated above, the Chinese government has sought to raise the domestic
capabilities of its digital sector through various means, including industrial
policy and investment. It has, over the years, published highly detailed plans
for the country’s informatization (State Council 2016), developed special
funding vehicles and structures for information technology, and provided
the physical infrastructure it believes necessary. These efforts combine the
imperative of economic development with a political goal: domestic players
are seen as more secure and amenable to government control than foreign
businesses. With this support, and by deftly leveraging the enormous size of
the domestic market, Chinese technology businesses have become increas-
ingly competitive with foreign counterparts in numerous sectors. This, in
combination with the growing priority of cybersecurity, has raised expecta-
tions and intentions that indigenous technology might progressively replace
foreign hardware and software.

In some cases, regulations have mandated domestic content for quite some
time. For instance, in the area of encryption, China has banned foreign tech-
nology since 1999 (Segal 2016, State Council 1999). In 2007, the Ministry of
Public Security introduced the first iteration of the multilevel protection sys-
tem (MLPS) for cybersecurity. This categorizes information networks in five
tiers, depending on the potential harm to public and private interests, as well
as national security, in case of disruption. Level three and higher networks
were required to use domestic cybersecurity technology, and retain domestic
cybersecurity monitoring contractors (MPS 2007, Arts. 21, 11). Banking
regulators issued standards on “secure and controllable” technology that, in
many cases, required technology to be acquired from vendors with at least a
presence in China, have domestic intellectual property rights or use domestic
encryption tools (Freshfields 2016). However, these regulations were with-
drawn following public protests by US officials, as well as quiet lobbying by
Chinese banks harboring concerns about being pushed to adopt inferior or
less secure technology.

A similar to-and-fro was seen in China’s push to indigenize technical stan-
dards. In 2003, the Chinese government mandated that all wireless devices
sold in China must run WAPI, a domestically developed encryption standard.
International standardization bodies such as IEEE and ISO all rejected the
standard, Intel announced it would stop shipments of Centrino chip technol-
ogy, while the US government threatened a WTO suit. It did not take long
for China to shelve WAPI at an international level. Even so, foreign device
manufacturers ended up providing support for WAPI domestically, indicating
the extent to which businesses might comply with Chinese policy, or form
local partnerships, even if not legally mandated to do so (Ahmed and Weber
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2018). Efforts to popularize a homegrown 3G standard, TD-SCDMA, floun-
dered as the technology was inferior and was only adopted by a few handset
makers. This saddled China Mobile, which had been pressured to use the
standard against its business judgment, with a severe market disadvantage
(Knowledge@Wharton 2011). Another domestic encryption standard, ZUC,
fared slightly better: it was approved by the European Telecommunications
Standards Institute, and adopted as a voluntary standard by the 3G Partner-
ship Project. In late 2011, the adoption of domestic encryption algorithms
became obligatory in 4G networks, which de facto mandated ZUC use (Mac-
Gregor 2012, 40). However, in 2013, China agreed in negotiations with the
United States that ZUC compliance would not be a precondition for market
access (USTR 2014).

The MLPS was incorporated in the cybersecurity law, which also created
an overlapping mandate to the CAC for critical information infrastructure
protection. When new draft regulations for the MLPS were published in
June 2018, nearly all references to domestic technology and operators had
been removed, with the exception of encryption technology. Instead, the
document only explicitly required that operation and maintenance of high-
level networks is carried out within Chinese territory (MPS 2018, Art. 29), a
requirement that was also present in concurrent draft regulations on critical
infrastructure protection (CAC 2017a). The MLPS regulations also banned
the unauthorized participation of personnel occupying “critical positions” in
highly ranked networks, or those providing cybersecurity services to them, in
foreign “cyber attack and defence events,” or in other words, hacking com-
petitions (MPS 2018, Art. 54). At the same time, the MLPS draft expanded
the scope of level three networks to not only include networks whose dis-
ruption affects social stability and national security, but also “particularly
gravely” affects the lawful rights and interests of private actors (MPS 2018,
Art. 15). The changes in the MLPS do not necessarily constitute a relaxation
of constraints on foreign technology. First, the second iteration of the MLPS
shifts from a greater focus on self-reporting toward more government audits
and scrutiny. Second, a number of supplementary technical standards also
affect MLPS, and impose more onerous requirements on operators, including
source code delivery and access control (Sacks and Li 2018, 9-10).

Technical standards for cybersecurity are likely to erect market access bar-
riers more broadly. Over the past years, Technical Committee 260 (TC260),
which is in charge of developing cybersecurity standards, has published over
300 standards, many of which have since taken effect. While these standards
are technically not legally binding, Chinese courts and authorities neverthe-
less see them as best industry practices, giving them de facto a similar effect.
In other cases, technical standards are incorporated into regulations by refer-
ence, vicariously making them legally binding. The various requirements of
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this thicket of standards create a range of possible compliance considerations
for foreign entities. Where they mandate source code disclosure, businesses
rightly worry about disclosure, leaks, and intellectual property loss. Where
they mandate data sharing with Chinese government authorities, they may
break laws elsewhere or contribute to reputational damage. They may require
developing China-only versions of software and hardware, increasing busi-
ness costs. Ironically, however, this latter element may also limit the export
potential of Chinese enterprises. Moreover, the vagueness of these standards
(and, more broadly, the cybersecurity law and its attendant regulations) opens
the door for uneven enforcement, either for direct political reasons such as the
trade war, or as fallout of interdepartmental bickering. These points are, by
the very nature of the system’s opacity, necessarily opaque. What is certain
is that the extent to which foreign businesses can influence standard-setting
in China is limited: a limited number of companies, including Microsoft,
Cisco and Intel, were invited to join TC260 as late as 2016. They are only
allowed in five of the eight Working Groups, and barred from those address-
ing encryption, classified information system security, and the information
security standard system. In at least one case, a standard initiative was moved
from an “open” Working Group to a “closed” one after opposition by the
former’s foreign members (Sacks and Li 2018).

Chinese measures increasingly clearly show the imprint of Sino-American
strife, and the US actions against Huawei and ZTE. One example of this is
the debate that took place in the framework of the security review process
for critical network products and specialized cybersecurity products, also
introduced in the cybersecurity law. Draft measures from 2019, which create
a mandatory security review process for technology used in critical infra-
structure, identify both the possibility of factors such as “politics, diplomacy
and trade” to disrupt the controllability, security, and supply chain integrity of
products or services, as well as “situations in which product or service provid-
ers are funded, controlled, etc., by foreign governments” as priority elements
in cybersecurity reviews (CAC 2019a). Moreover, the Chinese government
announced it might create an “unreliable entity list,” sanctioning foreign busi-
nesses boycotting or cutting off supplies to Chinese companies for noncom-
mercial purposes. The Ministry of Foreign Affairs explicitly connected the
actual introduction of this list with the extent to which Sino-American trade
ties improved (Reuters 2019).

Yet, even if there is broad agreement among Chinese policy makers how
foreign technology should be managed, the specific way to do so remains
disputed. The controversy surrounding the adoption of a specific version
of Windows for government systems provides an instructive example. In
the summer of 2017, Ni Guangnan, member of the Chinese Academy of
Engineering and a prominent advocate for the development of indigenous
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operating systems (Ni 2017B) claimed this version should remain outside
the government procurement catalogue (Ni 2017), and more broadly, that
government operating systems should be “indigenous and controllable (Ni
2017A).” In response, Wang Jun, general engineer at one of the approved
third party security evaluators, the China Information Technology Security
Evaluation Centres (CNITSEC), stated that the cybersecurity review regime
does not discriminate on the basis of nationality. Moreover, Wang indicated
that replacing Windows with an indigenous alternative would “not neces-
sarily [be] the best choice” (Transpacifica 2017), citing switchover costs,
software incompatibilities, and software quality as reasons. In contrast, Wang
hailed the fact that the government edition was developed by a Sino-US joint
venture, in which Microsoft cooperated with the China Electronics Technol-
ogy Group (CETC), with the aim of providing software better responding to
user needs and security requirements. Lastly, Wang argued domestic operat-
ing systems might not necessarily provide a more secure alternative, merely
that the risk profile might be somewhat different. This debate encapsulates
many of the key points surrounding the technology substitution question in
China, many of which are nonideological or political. Some businesses, such
as CETC, care well through technological openness, others would do better
if foreign competitors were absent from the market. In many cases, foreign
technology is better than Chinese alternatives, and even a Huawei executive
has indicated the virtuous effects of competition on innovation and security
provide a strong reason to maintain openness (Shih 2015). The existing
installed base of foreign technology and integration with other systems means
“rip-and-replace” might be very costly.

It is often claimed that the Chinese government uses its close ties to busi-
nesses to advance the cause of national champions. This is especially salient
in the area of 5G, which lies at the heart of tensions between China and its
major trading partners. State-owned telecommunications operator China
Mobile granted over half the contracts for its 5G equipment to Huawei (Li
2019), and specific policy plans often indicate local content targets in various
sectors and network systems. Furthermore, state-run media outlets regularly
target foreign businesses in order to pressure them toward greater compli-
ance, or send political signals. The technology sector is no exception. In
July 2019, for instance, Apple was targeted on national radio for allegedly
allowing fake reviews to appear on its App Store (CNR 2019). This com-
pounded an already negative picture for Apple in China: Apple’s smartphone
share plummeted from a high of 27 percent in 2015 to 5 percent in late 2019
(Kirton 2019). Huawei not only took 42 percent of the Chinese domestic
market at that time, it also had surpassed Apple as the second largest smart-
phone manufacturer worldwide. Partly, this may be due to political influence
and nationalism among Chinese buyers, but the rapidly growing quality and
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feature set of Huawei’s more competitively priced handsets is likely to be at
least as important (Rapoza 2019). Moreover, the handset market may provide
one example of how American trade sanctions might backfire: Huawei has
prepared by developing or sourcing alternatives for technologies it might not
be able to access reliably in the future. The Google Android operating system
is one of these. As a plan B, Huawei developed HarmonyOS, a multi-platform
system that might replace Android not only in smartphones, but in all kinds
of connected devices (Hall 2019). Given Huawei’s global market share, this
would be a severe blow to the existing duopoly of Google and Apple tech-
nology. Even so, it must be remembered that it is not a complete one-way
street, and openness continues in other areas: British Telecom became the
first foreign mobile operator to gain a nationwide Chinese operating licence
in early 2019 (China Daily 2019). Moreover, the difficulties still facing Chi-
nese businesses in gaining parity with their foreign counterparts should not be
underestimated. China still lags behind in software and hardware components
ranging from PC operating systems to semiconductors, chip manufacturing
equipment to business software (Triolo 2019). The most important question
remains how the decoupling that both the Chinese and American stances
are likely to cause will impact the highly integrated global digital economy.
With some observers already warning about an “innovation winter” (Houser,
forthcoming), sovereignty might come at a high cost.

CONCLUSION AND IMPLICATIONS

China’s conception of cyber sovereignty is primarily defensive and reac-
tive, as it aims to ensure CCP control over processes that, in its view, may
endanger its leading position. It reflects a legal position, entrenching the
party-state’s exclusive ability to regulate and police the online world, and
rejecting any form of foreign interference. But it is not merely a talking point
in international diplomatic processes or a propaganda slogan for domestic
consumption. It also refers to the capabilities the leadership deems necessary
to realize that legal position in actual reality. To this end, it disposes of a set
of policy, legal and regulatory tools that fall under the categories of territori-
alization, indigenization, and investment.

Within the Chinese policy and academic landscape, cyber sovereignty is
nearly universally accepted as a foundation for engagement with global cyber
affairs at a matter of principle, and it thus constitutes an organizing prin-
ciple in domestic cyber governance. Domestic technology use requirements,
data localization, increasing scrutiny of foreign content and VPNs, security
standards that privilege domestic players and government procurement and
subsidy programs are all marshalled in pursuit of sovereignty. Overall, China
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has sought to maintain interoperability with the global Internet, at the same
time as striving to ensure dominance of indigenous online businesses, as well
as technological autonomy to the greatest possible extent. Moreover, the
increasing tensions with the United States have fostered a greater sense of
urgency and unity in Beijing. Nevertheless, there are considerable arguments
and differing views among different constituencies on important questions
of how this principle is best realized in practice. How, and in which fields,
to collaborate with foreign players, the extent to which specific foreign tech-
nologies should be banned from certain fields or merely regulated, and how to
determine the sort of data that should be nationalized are still open questions.

This trend has not taken place in a vacuum. China’s insistence on cyber
sovereignty has both been a response to and a catalyst of broader evolu-
tions in global cyber governance. In some cases, other governments have
recognized the desirability of jurisdictional powers, referring explicitly to
the sovereignty principle. EU digital commissioner Giinther Oettinger, for
instance, mentioned “digital sovereignty” as an objective for European digital
policy (Tost 2015). Sovereignty was recognized as applying to states’ use of
information technologies in the 2013 and 2015 reports of the United Nations
Group of Governmental Experts (Schmitt and Vihul 2017), and is recognized
in the Tallinn Manual, a comprehensive expert analysis of how international
law applies to cyber operations (Schmitt 2017). China is not the only coun-
try to institute data localization policies; the EU’s General Data Protection
Regulation equally requires local storage of personal data under certain
circumstances. As governments increasingly assert control over the digital
sphere, and as national security questions grow increasingly prominent in
global cyber debates, it seems China’s approach to sovereignty has to be seen
as part of a complex spectrum. While Beijing’s stance seems clear-cut and
diametrically opposed to that of the United States and its “like-minded” allies
in diplomatic discourse, the complexity of the domestic policy and regulatory
landscape reveals a more nuanced picture.

To a significant degree, the difference in approaches reflects the contrast
in security concepts between Beijing and its Western counterparts. China pri-
marily defines cybersecurity through the lens of “information security” (CAC
2016a), and focuses on the potential impact the uncontrolled circulation of
information might have on political, economic, and social stability. It is thus
no surprise that content control has historically been the most elaborate com-
ponent of the cybersecurity landscape. American and European governments,
conversely, have largely defined cybersecurity in technical terms, focusing on
the integrity, stability, and functioning of information systems and the data
stored on them. This, in turn, explains the attention these governments have
directed toward the security of telecommunication networks, and in some
cases, resorted to banning Chinese suppliers from their domestic markets. It is
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worth remembering that China, thus far, has not banned specific hardware or
software makers from its markets. Equally, China puts a far greater emphasis
on economic development its cyber policy, while the United States stresses
military, intelligence, and other national security questions relatively more. It
is likely that these views will converge somewhat over the years, as illustrated
by greater Western attention to disinformation campaigns and fake news, and
China’s efforts to establish a cybersecurity review regime. The United States
seems more amenable to greater state influence over economic affairs, while
China is building up its cyber military and intelligence capabilities. Yet, even
that convergence is unlikely to lead to greater cooperation or coordination.
It is overshadowed by the growing U.S.—China tensions, in which technol-
ogy plays a central role. It seems that, increasingly inevitably, arrangements
in cyberspace will reflect unadorned great power competition, with interests
overshadowing values in importance, and political expediency replaces prag-
matic cooperation as a key virtue.

This has important implications on the future development of both the
development of the digital economy, and of interstate relations pertaining
to cyber affairs. The global digital economy as it exists today, developed
since the 1990s in a context where there were few national and international
regimes on matters ranging from data flows to supply chains. The current pro-
cess of increasing regulatory nationalization inaugurates a new paradigm in
which multinational companies must operate. One likely scenario is that the
world will fragment into separate spheres of cooperation with high degrees of
internal harmonization, and significant barriers between them. An example of
this is the supply of telecommunications equipment. If China’s push for tech-
nology indigenization is matched by other major states, or leads to reciprocal
measures, the global market for telecommunications devices may equally
become segregated along the lines of political alignment. What will be the
impact on global connectivity, data and information flows is an important
subject for future research. Yet, the tightrope that China needs to walk is a
precarious one. In the diplomatic realm, China’s strong insistence on sover-
eignty has contributed to a low level of trust between Beijing and its major
international interlocutors. It also has, thus far, overshadowed the question
in which areas, how and for which purposes China can cooperate with other
states—even those ostensibly more closely aligned—in order to enhance
cyber governance, continue to stimulate interoperability and innovation, and
tackle shared issues affecting the global online ecosystem. Yet, in the eco-
nomic realm, greater economic internationalization and technical interoper-
ability is imperative for the flourishing of China’s digital industry. Moreover,
the global digital economy is, seemingly inextricably, linked with China as a
manufacturing base and market. With the nature of cyber issues increasing in
complexity, and tensions increasing in intensity, the way Beijing will seek to
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preserve this balance, and how its foreign counterparts will respond, will be
a prime factor shaping outcomes in the decades to come.

LIST OF ABBREVIATIONS

CAC: Cyberspace Administration of China

CNNIC: China Internet Network Information Centre

CNR: China National Radio

ICANN: Internet Corporation for Assigned Names and Numbers
MFA: Ministry of Foreign Affairs

MII: Ministry of Information Industry

MIIT: Ministry of Industry and Information Technology
MOFCOM: Ministry of Commerce

MPS: Ministry of Public Security

NHFPC: National Health and Family Planning Commission
NPC: National People’s Congress

PBoC: People’s Bank of China

SARFT: State Administration of Radio, Film and Television
SCIO: State Council Information Office

SIO: State Internet Information Office

TC260: Technical Committee 260

USTR: United States Trade Representative

UN: United Nations

WIC: World Internet Conference

NOTES

1. This chapter has been written with the generous support of the Dutch Ministry
of Foreign Affairs and the NWO (Netherlands Organization for Scientific Research).

2. Members of the technical community and sector institutions such as the Inter-
net Society of China did attend. Given that these organizations function under party
leadership and maintain direct connections with the bodies in charge of Internet
governance, this meant that Chinese governmental preferences were still represented,
albeit indirectly.
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