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Do the

privacy check

When processing personal data, WUR and its employees must comply with the General Data Protection Regulation
(GDPR). If you work with personal data and these are directly or indirectly traceable to a person, check whether you

are working in a privacy-proof way!

Is it expressly determined what type of personal
data and characteristics are processed and
whether data minimisation is complied with,

i.e. no more processing than necessary?

Are the grounds and purpose for processing
personal data clearly defined?

Was the data subject informed about the nature
of the data processing, the purpose and grounds,
the retention period and security? And is a
reference included to the ‘Regulations for the
protection of personal data’ of WUR?

Is the data quality guaranteed during the
storage period?

Have security measures been taken to prevent
unauthorised use, ensuring at least that no more
persons have access to the data than is strictly
necessary?

Have measures been taken to destroy the
personal data after the expiry of the valid
retention period?

Are personal data shared with persons outside
WUR?

Does WUR engage third parties who process the
personal data on the instructions of WUR?

Are the personal data stored on a medium
approved by WUR?

Have the users of the personal data been
informed about the procedure for reporting

a data breach?

Also important for research projects!

Limit the processing to necessary personal data
and pseudonymise data where possible.

How

Be careful and transparent; inform data subjects as
completely as possible.

How

Wees zorgvuldig en transparant; informeer
betrokkenen zo volledig mogelijk.

How

Make sure that the data is correct and up-to-date.

How

Ensure that personal data is technically secure.
Rights to read and/or change and/or delete certain
data are granted to trustworthy and authenticated
persons.

How

Do not keep the data longer than necessary for the
purpose it was collected. Ensure that the personal
data are deleted or made anonymous after the expiry
of the retention period.

How

If the personal data are shared with third parties
without the explicit consent by the data subject and
without a legal obligation, it is mandatory to either
provide other grounds for sharing the data or
anonymising them before doing so.

How

Arrange for a processing agreement with a third
party.

How

Store WUR data and personal data correctly.

Every report relating to the possible loss of data must
be registered as a security incident within WUR.

How

Also important for systems

(applications and tools)!

Are all privacy aspects of Research Data Management

at WUR met?

Carefully storing, archiving and registering WUR research data is
important. This allows research to be shared, verified and reused

(FAIR data principles).

Research Data Management policy

Data minimisation

Grounds and purpose

Provision of
information

Data qualit

Securing information

Retention period

Sharing data

Processing
agreement

Where to store data

Data breach

Does the system meet the technical criteria set by the

GDPR?

Criteria have been set that the system of the supplier has to

meet. In such cases, this system is added to the WUR whitelist.

Privacy-proof system

Contact the Local Privacy Officer GDPR of your organisational unit for support or read more about the GDPR on the intranet.


https://sharepoint.wur.nl/sites/Privacy_and_Personal_Data/_layouts/15/WopiFrame.aspx?sourcedoc=/sites/Privacy_and_Personal_Data/EN%20Documents%20Privacy/Working%20at%20WUR%20in%20a%20Privacy-proof%20manner.pdf&action=default
https://www.youtube.com/watch?v=XS-S1e8poZA
https://intranet.wur.nl/umbraco/en/frequently-asked-questions/what-does-the-gdpr-mean-for-me-dos-and-donts/
https://sharepoint.wur.nl/sites/Privacy_and_Personal_Data/_layouts/15/WopiFrame.aspx?sourcedoc=/sites/Privacy_and_Personal_Data/EN%20Documents%20Privacy/Data%20quality.pdf&action=default
https://intranet.wur.nl/umbraco/en/frequently-asked-questions/consent-how-can-i-arrange-the-required-consent-for-processing-personal-data/?lang=en
https://intranet.wur.nl/umbraco/en/frequently-asked-questions/consent-how-can-i-arrange-the-required-consent-for-processing-personal-data/?lang=en
https://intranet.wur.nl/umbraco/en/about-wur/safety-security/it-security-policy/?lang=en
https://www.autoriteitpersoonsgegevens.nl/nl/over-privacy/persoonsgegevens/verstrekken-van-persoonsgegevens
https://intranet.wur.nl/umbraco/en/frequently-asked-questions/retension-period-how-long-may-personal-data-be-stored-and-what-is-the-best-way-to-archive-it/?lang=en
https://intranet.wur.nl/umbraco/en/frequently-asked-questions/data-processing-agreements-which-agreements-apply-when-sharing-personal-data/?lang=en
https://intranet.wur.nl/umbraco/en/frequently-asked-questions/data-processing-agreements-which-agreements-apply-when-sharing-personal-data/?lang=en
http://edepot.wur.nl/446448
https://intranet.wur.nl/umbraco/en/frequently-asked-questions/how-do-i-report-a-data-breach/?lang=en
https://intranet.wur.nl/umbraco/en/about-wur/policy-regulations/privacy-personal-data-gdpr/?lang=en
https://www.wur.nl/en/Value-Creation-Cooperation/WDCC/Data-Management-WDCC/Data-policy.htm
https://sharepoint.wur.nl/sites/Privacy_and_Personal_Data/_layouts/15/WopiFrame.aspx?sourcedoc=/sites/Privacy_and_Personal_Data/EN%20Documents%20Privacy/White%20list%20applications.pdf&action=default

