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Integrated Circuits 

First commercialized IC

– Intel 4004 (1971-1978)
– Clock speed: 740 KHz
– Transistors: 2300
– Pins: 16 
– Application: Arithmetic
– Min. feature size: 10 µm 
– 4 bits architecture 

Itanium processor 

• Intel 2001-2017
• Clock speed: 733MHz to 2.66GHz
• Transistors: >2B (2010/65nm)
• Pins: 1248
• Application: Servers
• Min. feature size: 130nm- 32nm  
• 64bit architecture
• 21.5mmx32.5mm die    
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HW Dependability: Test & Reliability 

Design, 
& test 

Operational life Wearout
time

t=0 t= Tlifetime
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HW Dependability: Test & Reliability 

• Wafer test: case 1
– Assume chip is 8 bit adder
– Test machine:   1 GHz
– Required test time: 216*10-9= 65,5 us

• Wafer test: case 2
– Assume chip is 32 bit adder
– Test machine:   1 GHz
– Required test time: 264*10-9= 585 years!
– NOT practical 

• Challenges
– Deep understanding of failure mechanisms
– High quality and efficient solutions
– Strongly application dependent  
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HW Dependability: Test & Reliability 

FIT

[Ref: NASA]
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HW Dependability: Test & Reliability 
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time
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Operational life
time

Wearout

t= Tlifetime

Design, 
& test 

t=0
Shorten TTM &
Extend lifetime &
Reduce failure rate 

Technology trends & business  pressure are redefining 
the Design, Test & Reliability  paradigms
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HW Dependability: Test & Reliability 
FinFET memories STT-MRAM ReRAM

Lizhou WuInnocent Agbo Guilherme C. MedeirosDaniël Kraak Moritz Fieback Felipe A. da Silva
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HW Dependability: Security- Attacks   

Costs the global economy over US$400 billion a year!

IC design

IC data IC functionality

IC functionality

90 % of companies insufficiently prepared for attacks!
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HW Dependability: Security 
HW Attacks 

Chips with Personality 

A. AljuffriT. Cagil Koylu S. Masoumian C. Reinbrecht

Design-for-Security 

M. Taouil F. Smailbegovic 

Secure architectures 
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Hardware/technology challenges 
• Constant filed scaling 
– Reduced reliability  
– High leakage High cost,
– Low yield, 
– TTV & TTM => Test & diagnosis 

• Globalization of IC supply chain 
– Insert malicious circuits & chip/system vulnerabilities
– Attacks: data (asset), design (IP), functionality (tempering)
– User privacy and data protection (cloud) 
– Security 
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Hardware dependability research 

• Test and Reliability 
– Fault modeling & Test generation
– Design for testability 
– Reliability modelling and mitigation 
– STT-MRAM, ReRAM, FinFET SRAMs, 3D ICs

• Hardware security
– Design for security 
– Secure hardware 
– PUF technology 
– HW driven solutions
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