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1 Introduction

What

» Nintendo DSi — Released in 2008
» Dualcore ARM7 (1/0) + ARM9 (GPU)

» Security and boot process not yet fully
analyzed

CC-BY-SA Evan Amos
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Why

» Jailbreaks already exist

» But rely on eMMC (nonvolatile memory) integrity!
® Short erase-write cycle lifetime
® Buggy wear-levelling firmware??

» = bypass ROM to revive bricked consoles

lcﬁ https://media.ccc.de/v/34c3-8784-emmc_hacking_-or_how_i_fixed_long-dead_galaxy_s3_phones
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1 Introduction

Boot process

boot ROM
in mask ROM
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1 Introduction

Boot process

stage2

. in eMMC
in mask ROM to SRAM

boot ROM
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1 Introduction

Boot process

t 2
boot ROM stage sysmenu
. in eMMC in FAT FS
in mask ROM to SRAM to DRAM
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1 Introduction

Boot process

A

N 4
stage2 ame
boot ROM 9 sysmenuf | 9
) in eMMC in FAT FS in cart
in mask ROM to SRAM to DRAM | to DRAM
)
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1 Introduction

Boot process

SoC ~ eMMC

No OS = isolation:

deny access by games/...
SCFG tocritical components
by power-gating

N 4
stage2 ame
boot ROM 9 sysmenuf | 9
) in eMMC in FAT FS in cart
in mask ROM to SRAM to DRAM | to DRAM
)
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2 ARMY7 ROM extraction

Outline

® ARM7 ROM extraction

KU LEUVEN

3/21 An in-depth security evaluation of the Nintendo DSi




2 ARMY7 ROM extraction

Situation

ARM7 ROM ARM9 ROM
vectors - > (~ vectors N—
SRAM | | DTCM
utility utility o
routines routines
boot boot
code code
g \—)
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2 ARMY7 ROM extraction

Extraction strategy

ARM7 ROM ARM9 ROM
vectors - > (~ vectors N—
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utility utility o
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2 ARMY7 ROM extraction

Extraction strategy

ARM7 ROM
vector: -

utilfty
routines

A

/A
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boot
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2 ARMY7 ROM extraction

Extraction strategy

v" ARMT7 code execution
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2 ARMY7 ROM extraction

Extraction strategy

v ARM7Y code execution
v" While boot ROM s running
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2 ARMY7 ROM extraction

Setup
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2 ARMY7 ROM extraction

Result

SHA3-256(ARM7 ROM):
cccbeccedece3204eb6ece25bdf5684004 3375¢cel771fb998ed9f641ca9fe00bcl
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2 ARM7 ROM extraction

Result

SHA3-256(ARM7 ROM):
cccbeccedece3204eb6ece25bdf5684004 3375¢cel771fb998ed9f641ca9fe00bcl

THAMK %YOU MARIO®*

BUT OUR PRINCESS IS IN
ANOTHER CASTLE?Y
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2 ARMY7 ROM extraction

Result

SHA3-256(ARM7 ROM):
cccbecedece3204eb6ece25bdf5684004 3375¢cel771£b998ed9f641ca9fe00bcl

But...

Only 1/0O driver code!

U
ARM9 implements cryptography
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3 ARM9 ROM extraction

Outline

© ARM9 ROM extraction
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3 ARM9 ROM extraction

Extraction strategy

stage 1 (ROM)

o))
= . wait for |} jmp to
oc| nt > verify stage2 lock > stage2
<
s| . | impto
| int >| load stage2 lock ROMs p—>- stage2
<
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3 ARM9 ROM extraction

Extraction strategy

stage 1 (ROM)

Y4
- = : ' o] impto
init verify stage2 X ~] stage2

ARM9
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3 ARM9 ROM extraction

Extraction strategy

A9

stage 2

L

Game/app

A7
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3 ARM9 ROM extraction

Extraction strategy

o e LA

LI i

‘ Tstagel? 1 works!

chip is now stuck

One success every 90 minutes
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3 ARM9 ROM extraction

Result

SHA3-256(ARM9 ROM):
cb886a6a02164ee8d4e1409d6edc9bec 9736958e6e879f3ea7e44561ab667c6f

int NAMDboot verify st2bin(void)

{
BootFlags Bvarl;
int r;
uint status;
uint compriype;
int rv;

status = (uint)(g_nandboot_hdrptr->hdr).flags;

rvo=0;

if ({-1 < (int)(status << Oxlc)) || (-1 < (int){status << Oxle))) {
pxi_walt_state3 arg(g);

}

mbk_map_bin7_to_armg(&(g nandboot_hdrptr->hdr).meminfo);

status = (uint){g_nandboot_hdrptr->hdr) . flags;

comprtype = 0:

1f (((int)(status << Oxlc) < 0) & ((int)(status << Oxle) < 0)) {
compriype = 2;

MENDboot_decompr_if_needed (&(g_nandboot_hdrptr->hdr) . arn7info,&g_nandboot_filech, conpriype);
r = NANDboot_verify_st2a7(&g_gcdboot_rsamsg,g_nandboot_hdrptr);
if (r ) {

rv
}
cpl5_dcache_flush_invalidate():
RUarl = fa nandhant hdrntroshdel flane:

KU LEUVEN




4 Analysis
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4 Analysis

FI parameters

. A Yy
Successful faults i.f.o timing offset ne i &y, %,
RETRY C‘?ﬁf‘, g
. in undhandler_ 7§~ {s.
00 00 00 00 f ff I(El3 88 83 00 00 00 00 00 OO

2 7c fb ff ©3(1ffe0 oo 80 06 00 00 00 00 0O 87 0O
S 20 00 ff ff 93 60 00 06 0O
B SR
E 15

w

w

Q

g 101 _start:

3 . . . .

0 cpsid i // interrupt disable

5
* 1ldr sp, =0x...
o] bl powerup_stuff
106 075‘ }06:100 }06.‘125 106.‘150 1(]6:175 105.‘200 ' 106.225 bl clear_entire_sram
' time since reset release (ms) b  main

11
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4 Analysis

FI parameters

“Ysp

Successful faults i.f.o timing offset ne 1 &
4 RETRY ’\“C‘?ﬁ f". g
25 \l

7c fb ff ©3(1f700 060 80 00 00 00 GO0 00 0O 87 @0
06 ff ff 93 00 00 00 0O

in undhandler O,
00 60 00 00 f ff l03 88 83 00 00 GO0 00 0O 0O

I
°©

"
G

=
3]

_start:
cpsid i // interrupt disable
ldr sp, =0x...

o bl powerup_stuff

106 075‘ }06:100 }06.‘125 106.‘150 106:175 106.‘200 ' 106.225 bl clear_entire_sram
' time since reset release (ms) b

# successful faults

w

= Direct pc corruption, no interrupt/exception
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4 Analysis

FI parameters

Successful faults i.f.o. coil voltage

“ Electromagnetic fault injection: towards a fault model on a 32-bit microcontroller
1%
£
g 0 Nicolas Moro*!, Amine Dehbaouil, Karine Heydemann, Bruno Robissen*, Emmanuelle Encrenazt
= *Commiceariar & 'Freroie Atomiaue et aux Fnoroiee Altornatives (CFA)
F=E
%]
w
]
S 2 Table II: Influence of the pulse’s voltage
o Tulss voliage | Toaded value Tiecarence rale
T70 V. T334 5678 (no faul) | 1005
T2V 1234 5678 (no fault) | 100%
o TTiV 0334 5678, T3%
176 V. FE34 5678 30%
325 350 37? 400 425 450 475 T8V FFF4 5678 53%
Coil voltage (V. 80V FFFD 5678 S0
B2V FFEF 7678 6%
BIV FFFE FFFB, 305
186 V. FFFF FFFF 100%
88 V. FFFF FFFF 0%
190V FFFF EFFF 100%

(table from above paper)
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4 Analysis

FI parameters

Successful faults i.f.o. coil voltage

“ Electromagnetic fault injection: towards a fault model on a 32-bit microcontroller
1%
E
% 0 Nicolas Moro*!, Amine Dehbaouil, Karine Heydemann, Bruno Robissen*, Emmanuelle Encrenazt
Y *Commiccariat & I'Fneroie Atomiaue et nux Fneroiee Altornativec (CFA
F=E
%]
w
]
S 2 Table II: Influence of the pulse’s voltage
o Tulss voliage | Toaded value Tiecarence rale
TV 1734 5678 (no faul) | 100%
T2V 239 5678 (no faul) | 100%
o 7V 7334 5678 3%
176 V. FE34 5678 30%
325 350 37? 400 425 450 475 T8V FFF4 5678 53%
Coil voltage (V. 80V FFFD 5678 S0
B2V TFTT 7678 T6%
: 1 BV FFEF FFTFB T0%
01 00 al b8 | stmialt ri!, {rO} Y T =N
. TREV FFFF FFFF TO0%
01 00 af b8 | stmialt pc!, {rO} — e s
ff 3f 9d b8 | ldmialt sp, {rO-r12,sp}

(table from above paper)




4 Analysis

Boot procedure

Memory maps:

ARM9 | vector:
1
ITCM | (DRAM) DTCM| SRAM | MMIO ROM
stack 1
RWX RW- RW-C  RWX R-X
ARM7
1
ROM (DRAM) SRAM | MMIO
| [stack
Tvectors
SPI flash eMMC
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4 Analysis

Boot procedure

1. Load boot configuration

ARM9 | vector:
1
ITCM | (DRAM) [DTCM|[ SRAM | MMIO ROM
stack |
RWX RW- RW-C  RWX R-X
o
w
o
ARM7
I
ROM (DRAM) SRAM | MMIO
1 stack
Tvectors /
SPI flash eMMC
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4 Analysis

Boot procedure

2. Load boot header

ARM9 { vector:
1
Imcm | (DRAM) [pTcM|[f SRAM | MMIO ROM
stack |
RWX RW- A RW-C  RWX R-X
o]
L
[
ARM7
1
ROM (DRAM) SRAM | MMIO
| stack
Tvectors
SPI flash eMMC
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4 Analysis

Boot procedure

RSA signature format (red = hash input)

RSA pubkey (ROM)

Cannot decl\r/?/pt stav]:;ez
without ROM dump!
Nintendo can change
decryption key at any time

ARMO binary ARM?7 binar SA sig | SRAM mapping
loadaddr, size, offset | loadaddr, size, offset | RSA Sig configuration

/

stage2 | header | st2 A9 | st2 a7 |SHALall

revious
AES key| SHA1 SHAL SHA1 Pﬁelds

A A [ A [A |

[ A9 biob | [ A7 blob |
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4 Analysis

Boot procedure

3. Load ARMZ7 binary

ARM9 | vector:

ITCM | (DRAM) |DTCM MMIO ROM
stack 1

RWX RW- - RWX R-X

ARM7
[

ROM (DRAM) SRAM | MMIO
i stack

Tvectors
g
SPI flash II eMMC
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4 Analysis

Boot procedure

4. Load ARM9 binary

ARM9 | vector:
1

ITCM | (DRAM) DTCM| MMIO ROM
stack 1

RWX RW- - RWX R-X

ARM7
1
ROM (DRAM) MMIO
' [AES]

Tvectors
<
N
SPI flash IleMMC
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5 Exploit
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5 Exploit

Cryptography

RSA pubkey (ROM)
o

Yy

Ll;
12 ARMS9 binary ARM7 binar RSA si SRAM mapping
‘C loadaddr, size, offset loadaddr, size, offset 9 conﬁguration

o
+~ RSA- (_\\&
) \6 Q
G Q
Q &, Y
o SHAL all
XNO9F Lk stage2 | header | st2 A9 | st2 A7 _
€ Ay AEsgkey SHAL | SHAL SHA1 |Previous
2 fields
u A A A A I
o ‘
 y

[ A9 biob | [ A7 blob |
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Vulnerabilities?

» No parsers = no parser bugs (< 3DS)
» No complex protocol = no protocol bugs (< Switch)

KU LEUVEN
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Vulnerabilities?

» No parsers = no parser bugs (< 3DS)
» No complex protocol = no protocol bugs (< Switch)
» Different attack strategy needed
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fo506 38 00 nov msq,r7 L8 SwWl_SHAL_Lnlt_update_tin(rsacut_digest,msg-=AES keyY,
*fgpgs 8 7 bo fc bl swi_SHAL Compare 19| local 40 = rsaout_digest;
f950c 00 28 cmp nsg, #0x0 20 | bVar2 = true;
f960e 02 dl bne LAB_ffffosa6 21| if (((msg == (RSA_message *)Ox0) ||
- 22 rl = swi_SHAL_Compare (msq-=SHA1_boothdr, booth

LAB ffffoBa0 23 hWarl = swi_SHA1_Compare(msg-=>SHAL_cksum_all_preu

f9ga0 28 00 nov msg. rs 24 ; bvarz = false;
25

| AD FEFEOEA0 26 return bvarz:
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Exploit overview

RSA pubkey (ROM)

ARM9 binary ARM7 binary . | SRAM mapping
loadaddr, size, offset | loadaddr, size, ofiset | RSA Sig configuration

Pt

stage2 | header | st2A9 | st2 a7 [SHALall
AESkey| SHAL | SHAL | ‘SHAL |Previous

fields
A A [ A [A

|A9 blob ] | A7 blob |
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5 Exploit

Exploit overview

ARM9 | vector:
I
SRAM | MMIO ROM
|
RW-C  RWX oo R-X

"7/0&\ o 0 r\,‘\gr
)(

e G\"’\‘ ’)
ARM7
1
ROM (DRAM) SRAM | MMIO
| stack
Tvectors
é?
SPI flash eMMC
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5 Exploit

Exploit overview

ARM9 | vector:

ARM7
1
ROM (DRAM)
1
Tvectors

SPI flash eMMC
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5 Exploit

Exploit overview

v ARM7 and ARM9 code
execution
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5 Exploit

Exploit overview

v ARM7 and ARM9 code
execution

v Only one glitch
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In action
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6 Conclusion

Outline
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6 Conclusion

Conclusion

» DSi secure boot broken

® ... long after its active lifetime
® ... with a rather complex physical attack

» ‘Flimsy’ security system still worked?
® No OS, no TEE, old crypto!
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6 Conclusion

Conclusion

What do these have in common?
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6 Conclusion

Conclusion

What do these have in common?
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6 Conclusion

Conclusion

» Keep bootroms simple

» Second-order fault injection attacks are not purely theoretical
» Breaking DRM is needed for preservation
® Are we the baddies?
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The end

Slides: https://pcy.be/tmp/priv/cardis-dsi.pdf
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