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Apologies for remote presentation

• Wanted to be present at Cardis

• Planed delayed and would not have made it in time at connection

• Sincere apologies, but we shall adapt

• Apologies to any authors who are not mentioned for their contribution 
(picture, text, …) this is not intentional.

• This subject is very dense and could give a 12H talk
• So we shall grab the most relevant parts for a very technical audience



Explanation about the title of this tutorial

• Payment terminals are everywhere nowadays
• Everyone in this room has already used one multiple times.
• How are they built ? What are the concepts behind them?

• Redde Wikipedia quae sunt Wikipedia (next few slides, until slide 15) 



According to Wikipedia



Payment terminals … on the other side of the card

• Name : Payment terminal, Point of sale (P.O.S) terminal, credit card machine, PIN pad, EFTPOS Terminal, PDQ (Process Data 
Quickly) terminal

• Function : Device that interfaces with payments cards to make electronic funds transfers

• General architecture : Contains a secure keypad for entering PIN, a screen, a means of capturing information from payments cards
and a network connection to access a payment network for authorization

• Function : A payment terminal allows a merchant to capture credit card and debit card information and to transmit this data to the 
merchant services provider or bank for authorization. Eventually the funds are transfered to the merchant. 

• How: The terminal allows the merchant or their client to swipe, insert or hold a card near the device (NFC) to capture the 
information. Payment terminals are often connected to point of sale systems so that payment amounts and confirmation of 
payment can be transferred automatically to the merchant's retail management system. 

• Stand alone mode : Terminals can also be used in stand alone mode, where the merchant keys the amount into the terminal 
before the customer present their card and PIN. 

• Transmission : Majority of card terminals today transmit data over cellular network connections and Wifi. Legacy terminals 
communicate over standard telephone lines or Ethernet connections. Some also have the ability to cache transactional data to be 
transmitted to the gateway processor when a connection becomes available.

• Real time : Major drawback to this is that immediate authorization is not available at the time the card was processed, which can 
subsequently result in failed payments. Wireless terminals transmit card data using Bluetooth, Wifi, cellular or even satellite 
networks in remotes areas and onboard planes.



History of evolution

• Prior to the development of payment terminals, 
merchants would capture card information manually 
using ZipZap machines and carbon paper copies.

• Development of payment terminals was led by the 
advantage of efficiency by decreased transaction 
processing times and immediate authorization of 
payments. 

• Terminals provide end to end card data encryption and 
auditing functions. 

• There have been some cases of POS pin pad malware.
There have also been incidence of skimming at card 
terminals and this led to the move away from using the 
magnetic strip to instead capturing information using 
EMV standards. 



Old and recent payment terminals



Verifone

• Point of sale terminals emerged in 1979

• Visa introduced a bulky electronic data capturing terminal which was 
the first payment terminal.

• Same year magnetic stripes were added to credit cards for the first 
time. This allowed card information to be captured electronically and 
led to the development of payment terminals.

• One of the first companies to produce dedicated payment terminals 
was Verifone (Verification over the phone of credit card information). 
It started in 1981 in Hawaii as a small electronic company. In 1983 
they introduced the ZON terminal series, which would become the 
standard for modern payment terminals. 



Hypercom

• Hungarian-born George Wallner in Sydney, Australia, founded rival 
Hypercom in 1978.

• In 1982 started producing dedicated payment terminals. It went on to 
dominate the Australia pacific region.

• The company signed a deal with American Express to provide its 
terminals to them in the US. 

• To consolidate the deal, Hypercom moved its head office from 
Australia to Arizona. It then faced head-to-head competition with 
Verifone on its home market.

• In 2010 Verifone acquired Hypercom.



Lipman electronic engineering

• In 1994, Lipman Electronic Engineering Ltd was established in Israel.

• Lipman manufactured the Nurit line of processing terminals.

• Lipman targeted an untapped niche in the processing industry. While, 
Lipman held about a 10% share in wired credit card terminals, they 
were the undisputed leader, with more than 95% share in wireless 
processing terminals in the late 1990s.

• Verifone acquired Lipman in 2006. 



Ingenico

• In 1980, Jean-Jacques Poutrel and Michel Malhouitre established Ingenico 
in France and developed their first payment terminal in 1984.

• Its Barcelona-based R&D unit would lead the development of payment 
terminals for the next decade. 

• Ingenico, through a number of acquisitions, would dominate the European 
market for payment terminals for a number of years. 

• Ingenico acquired French based Bull and UK based De La Rue  payment 
terminal activity as well as German Epos in 2001.

• Refer to : https://www.radiofrance.fr/franceinter/podcasts/rendez-vous-
avec-x/l-affaire-gemplus-5987400 (Perfect case of economic spying and 
protection of crypto knowledge and crypto geeks by using payment 
terminals)

https://www.radiofrance.fr/franceinter/podcasts/rendez-vous-avec-x/l-affaire-gemplus-5987400
https://www.radiofrance.fr/franceinter/podcasts/rendez-vous-avec-x/l-affaire-gemplus-5987400


Smartcards vs magnetic stripe

• Information was captured from the magnetic strip 
on the back of the card, by swiping the card 
through the terminal.

• In the late 1990s, this started to be replaced by 
smart cards. (Refer to 
https://arstechnica.com/tech-
policy/2015/10/how-a-criminal-ring-defeated-the-
secure-chip-and-pin-credit-cards/)

• Added security and required the card to be 
inserted into the credit card terminal.

• In early 2000s contactless payment systems were 
introduced and the payment terminals were 
updated to include the ability to read these cards 
using near field communication (NFC) technology. 

https://arstechnica.com/tech-policy/2015/10/how-a-criminal-ring-defeated-the-secure-chip-and-pin-credit-cards
https://arstechnica.com/tech-policy/2015/10/how-a-criminal-ring-defeated-the-secure-chip-and-pin-credit-cards
https://arstechnica.com/tech-policy/2015/10/how-a-criminal-ring-defeated-the-secure-chip-and-pin-credit-cards


Typical features according to Wikipedia

• Key entry (for customers not present mail and telephone order)

• Tips and/or gratuities

• Refunds and adjustments

• Settlement (including automatic)

• Pre-authorisation

• Payments using NFC enabled devices (Host Card Emulation mode)

• Remote initialisation and software update

• Point of sale (POS) integration

• Multi-merchant capabilities

• PIN authorization by the customer

• Surcharge function

• Secure password operation

• Additional PIN pad attachments

• Like automated teller machines, some payment terminals are also equipped with raised tactile buttons and an earphone jack 
which allow the people challenged with vision to audibly finish the payment process



Major manufacturers

• Ingenico

• Pax technology

• Verifone

• And many Asian manufacturers appeared with time
• Managed to reduce cost and figured out the secret sauce

• Some manufacturers even copied/borrowed the PCB mistakes of 
some competitors ☺
• Some terminals are almost duplicate of some others …



Evolution of things

• A merchant can replace the functionality of dedicated credit card terminal hardware using a 
terminal application running on a computer or mobile device such as a smart phone.

• Payment acceptance applications are also called tap on phone or software point of sale. 

• They usually work with dedicated hardware readers or not that can transfer magnetic stripe data 
to the application, while there are also some that also work with smartcards (using technology 
such as EMV).

• In case the necessary hardware is unavailable, these applications usually support manual entry of 
the card number and other data.

• In addition, more and more devices are beginning to offer built-in NFC technology to 
accommodate contactless or mobile phone device payment methods, often without requiring 
additional external hardware. 

• There exist payment processors that offer virtual terminals for processing payments without the 
card being present (when taking payments over the phone).

• In Asia more mobile payment systems are now based on QR code payments to bypass the need 
for payment terminals altogether, relying on smartphones and a printed QR code. 



Payment Card Industry



7 parts to the referred movie

1.Do payment terminals work?

2.What is PCI?

3.Why do some manufacturers have trouble making 
secure terminals?

4.Are mobile based payment transgressive?

5.What are attacks against terminals?

6.Are the findings of hackers and researchers accurate?

7.What happens during a hack?

Let’s try to answer to all that ☺



History of smartcards



Payment industry before 2004

• Each country/card brand/bank/acquirer wrote and enforced their 
own security standards

• Large variations of what needed to be certified for each organization

• Security of systems (data and hardware) was not well tested

• This meant that there was a high barrier to entry for new companies



Formation of PCI in 2004



Liability shift

▪ Normally the card-issuer is liable for fraudulent transaction

▪ Implemented to drive shift to EMV technologies

▪ The liability for a fraudulent transaction shifts to the merchant if 
they do not have an EMV (Europay Mastercard Visa) capable 
terminal



USA and Europe a quick overview



PCI PTS (PIN Transaction Security)

• 2004
• Version 1, Version 1.1

• 2005
• Version 1.3

• 2007
• Version 2

• 2009
• Version 3

• 2011
• Version 3.1

• 2013
• Version 4

• 2005
• Version 1.3

• 2007
• Version 2

• 2009
• Version 3

• 2011
• Version 3.1

• 2018
• Version 5

• 20202
• Version 6



Former PCI modules

Module 1 Core Requirements

A Core Physical

B Core Logical

C Online PIN

D Offline PIN

Module 2 Integration Requirements

E Integration Tests

Module 3 Open Protocols

F Physical and Logical Interfaces

G Vulnerability Assessment

H Vendor Guidance

I Operational Testing

J Maintenance

Module 4 Secure Reading and Exchange of Data

K Account data protection



DTR A1 Tamper-Detection Mechanisms

DTR A2 Independent Security Mechanisms

DTR A3 Robustness Under Changing Environmental and 
Operational Conditions

DTR A4 Protection of Sensitive Functions or Information

DTR A5 Monitoring During PIN Entry

DTR A6 Determining Keys Analysis

DTR A7 Physical Security of Display Prompts

DTR A8 Visual Observation Deterrents

DTR A9 Magnetic-Stripe Reader

DTR A10 Component Protections against Removal

DTR A11 Audible Tones During PIN Entry

DTR B1 Self-Test

DTR B2 Logical Anomalies

DTR B3 Firmware Certification

DTR B4 Firmware Updates

DTR 
B4.1

Software Authenticity

DTR B5 Differentiation of Entered PIN 

DTR B6 Clearing of Internal Buffers

DTR B7 Protection of Sensitive Services

DTR B8 Sensitive Services Limits

DTR B9 Random Numbers



DTR B10 Exhaustive PIN Determination 

DTR B11 Key Management

DTR B12 Encryption Algorithm Test

DTR B13 Encryption or Decryption of Arbitrary Data Within the Device

DTR B14 Clear-Text Key Security

DTR B15 Transaction Controls

DTR B16 Logical Management of Display Prompts

DTR B17 Application Separation 

DTR B18 Minimal Configuration

DTR B19 Component Integration Documentation

DTR B20 Security Policy 



DTR D1 Penetration Protection 

DTR D2 ICC Reader Slot Visibility

DTR D3 ICC Reader Construction (Wires) 

DTR D4 PIN Protection During Transmission Between Device and ICC Reader

DTR E1 Target of Evaluation (TOE) Identification 

DTR E2.1 Integration of PIN Entry Functions

DTR E2.2 Overlay Attack Protection

DTR E3.1 Integration Vulnerabilities 

DTR E3.2 Protection Against Card Trapping

DTR E3.3 PIN Entry Interface Segregation

DTR E3.4 User Interface Consistency

DTR E3.5 Control of any Numeric Interface

DTR E4.1 Protection against Removal

DTR E4.2 Unauthorized Removal – Integration Documentation

DTR E4.3 Unauthorized Removal - Embedded Devices









Modules and intersections



PCI evolution

• Started with hardware security focus
• Increased software focus with time
• Embraced software security best practices with time

• Now focusing on supply chain and more on operations at manufacturing 
and key loading

• Raised cryptographic level with time
• ECC mandatory, better check of RNG

• Still some obscurity on some specific points (under sampling not seriously 
considered in side channel attacks, no answer to Windtalker attack -> 
https://dl.acm.org/doi/pdf/10.1145/2976749.2978397)



Data breaches
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Outside a payment terminal



Simplest attack
• Duplicate payment terminal

• Make a fake one
• Like fake ATM at Black Hat 

https://www.theregister.com/2009/08/03/fake
_atm_scam_busted_at_defcom/

• Use an overlay
• (Refer to : 

https://krebsonsecurity.com/2021/02/bluetoo
th-overlay-skimmer-that-blocks-chip/)



Inside a payment terminal



Payment terminal, few properties

• Contains a secure processor
• Ability to protect a secret

• Protection means ability to delete this secret under attack
• Tamper detection and tamper reaction
• Presence of a source of energy to take action of erase the secret

• Ability to detect attacks
• Detection of opening of the terminal
• Detection of probing on processor or buses
• Detection of tampering with existing peripherals

• Ability to react to prevent attacks
• Bus encryption
• Memory encryption
• Encryption of data at MSR level

• Contains a secure storage
• Ability to store data securely

• Usage of cryptography
• Will rely on secret protected above



Tamper detection
• Secure processor will use random signals routed in a single line to 

detect:
• Cut/ Interruption of signal

• Modification of signal
• Short circuit

• Replay

• Constant value
• Ground

• Power

• Several tamper lines are routed inside the terminal
• Around sensitive areas

• Inside PCB to avoid abrasion



Tamper switches



Hardware of a payment terminal



Device front, back and sides
Printer area and paper

LCD

Battery

PCI compliant sticker

USBMSR

Keypad

Smartcard 
acceptor



PCB analysis



SIM, SAM, modem, backup battery PCB
• Battery backing up security processor



Main board
• Protection of keyboard against separation from casing

• Presence of tamper switches



Presence of internal wiremesh



Keypad analysis



Keypad soft plastic
• Keypad is made of soft plastic

• Allows drilling without too much mechanical damage

• Can be drilled through vertical parts that are creating contact pressure on tamper switches under 
keypad area

• The absence of mesh above the tamper switches allow to access the electrical signal directly and 
to create a bypass between switches

• The position of the switches does not prevent the insertion of an underlay (based on rows)
• Refer to purple lines below : none crosses a tamper switch

Drill Keypad plastic
Black casing

PCBTamper switch Metal dome



How to bypass keypad security
• Possible to drill upper plastic

• Drill through keypad plastic
• Refer to previous slide

• Access tamper switch
• Bump tamper switches using 

screw driver

• Drill tamper switch carefully

• Connect to tamper switch and 
create bypass to other switches



Yet another way to bypass keypad security

• A side attack is also possible and enables insertion of an underlay

• Attacker will soften the plastic

• Push the plastic away

• Drill the proper window in the side casing

• Remove transparent plastic locally to create a path for an underlay

• Insert underlay

• Connect to appropriate electronic

• Close and repair the device

• Put the device back in production

• The device never tampered



Views to main steps to insert an underlay

• xxx



Review of keypad area

• By lack of time we inserted paper size equivalent pieces under the 
keypad area but did not insert an overlay

• The tamper switches are not well positioned
• They do not prevent insertion of an underlay on columns and rows

• Absence of side protection using a mesh



Acoustic analysis



Audio and acoustic analysis

• It should not be possible to separate to recover a PIN from the 
contribution of the keypad at time of PIN entry

• We used our robot to obtain the best acoustic contribution of each key

• We then performed the same tests with a human and averaged the 
contribution of each key

• Using a frequential representation we can already identify some PINs

• Using non linear signal processing and segmentation the keypad turns 
out to be too noisy and to leak the PIN

• We also performed some tests using some accelerometers but did not 
have the time to analyze some very promising results

• The next slide detail what is obtained from a basic measurement and 
what representation is used



Maxhold : Maximum reached for all frequencies

Spectral representation of current signal

Highest peak present in signal

Spectrogram : Sliding window in time made with 
the evolution of the spectral representation of 
the signal

Repetition of the same key or PIN several times 
to extract the real contribution and empirically 
remove some noise

Doubling of 50Hz from power line due to power 
supply of robot in vicinity (Diodes bridge)



Expectations
• The expectations are simple

• The audio contribution of each key press will be due to two parts:
• The metallic dome compression at time of key press will create a ‘click’
• The metallic dome release at time of finger removal will also create a ‘click’

• All contributions for all key press should be identical to prevent PIN recovery
• The next slides shows some differences in the spectrum using colored circles and ellipses
• Each difference can be used to recognize a key ‘signature’ if this contribution is atypical

• Results
• The contribution of all keys is not identical
• Key 4 is more noisy than other keys

• Even a human can find key 4 with a blind test using hear only

• Key 9 is more silent than other keys
• Key 0 has a particular acoustic signature

• Due to specific position 4th on row and 2nd column  

• Key 8 has a high level pitch signature that is almost like key 4 but can be 
separated

• As a reference we also included the absence of key press and background 
contribution as a spectral representation but also an average PIN entry

• Please refer to the Maxhold function in light green for each spectrum



Reference



Spectrograms

• Validate the contribution of each key press to a 4 digit PIN entry

• Requires a reference spectrogram of silence and ambient noise

Ambient noise Silence (< 30 dB)



Key press X times in a row … ranking

Most silent key

JIHGF

A B C ED

2nd most silent key Fastest dome action Most average key 2nd most average

‘Clickety’ keyAsymmetric result on key push Noisry key Spurious key press Most noisy



PIN 
entry

• Under this representation it is now obvious that all keys do not make the 
same noise and PINs can be recovered

• Those are not 
equal 
signatures !!!



Magnetic Stripe Reader 
analysis



Security of MSR head

• MSR head uses an embedded encryption 
dedicated processor

• However it is possible to access the 
plaintext data before it enters in the 
encryption processor because of the 
design of the MSR internally
• The soldering points of the coils are to 

prominent
• An attacker could just create contact with 

coils ends at soldering level

• The presence of a flexible mesh above 
those parts would prevent such an attack



Good design : impossible to insert a 2nd MSR

• We tried and concluded it was too difficult !



LCD analysis



Soldering on flexible ribbon

• We tested the flexible ribbon connecting the 
LCD to the main board
• Resistance to abrasion is good

• We managed to solder on the flexible ribbon
• We also managed to cut a unique line and solder on 

both ends

• We stopped there by lack of time

• We believe we could have taken control of LCD 
easily



Smartcard connector area 
analysis



Accessing smartcard data for fun and profits

• An easy attack can be mounted on the smartcard area
• The LDS protection does not come close enough to the opening of the plastic casing

• Attacker will sold a wire to data pin of smartcard connector

• Attacker will drill a small hole on the side of casing just after LDS protection

• Attacker will create exit hole inside sliding card area of MSR. 
• Black copper wire is fully hidden and not visible

• Attacker will drill holes to hide skimmer part by printer area in tiny hole

• Attacker routes wire and enables skimmer

• Attacker repairs plastic and hides traces

• The device never tampered

• To simplify the view for this tutoral we used a wide YELLOW wire instead of using a small black 
copper wire (refer to next slide)





Tampering the device



Was tamper enabled on this device?

• We needed to be sure we received a fully 
functional device with tamper enabled
• We made all our attacks with no tamper event

• So we lifted the keypad area to create a 
tamper event

• This is the proof that tamper was enabled !!!



LDS security
• We believe we found a way to abuse LDS

• It initially defeated us

• Excellent heat and mechanical resistance

• We could not validate our success by lack of time
• We created electrical contact with mesh running inside LDS from outside



Attacking unsecured parts …



Connection to printer

• Printer is not considered important
• Therefore it is not secure

• Example of an attack
• Take two identical terminals
• Reverse the printing mechanism of the first terminal
• Program your own microcontroller replacing the required data sent to the 

printer
• Change the logo and name of the shop

• Insert your new toy in the second terminal
• Go to a shop and replace your target by your terminal

• People will buy things, receive a receipt but the money comes to your account !!!



Well documented attacks



Same player play again 
https://vimeo.com/89924160



Aldi’s 2010, Michaels 2011, …

• Old pre-pci terminals

• Inserted a key capturing underlay to obtain PINs

• Additionally captured Magstripe information using another Magnetic  
head

• Used a small bluetooth board to transmit data to attacker
• Quite common nowadays



Pin Pad Powner at Black Hat in 2012

• Research done by MWR Labs

• PCI PTS Version 1 device.

• Attacked was done through EMV, Ethernet and 
software update mechanism (failed)

• No opening of the device was required

• Device unfortunately printed internal debugging 

• Attacker was able to control the application processer 
of the device, obtain card numbers etc.

• FROG, TETRIS, CAR … !!!



Common German Terminal – SR Labs

• Similar to PIN Pad Powned attack

• PCI PTS Version 1 device

• Targeted the applications processor

• Interfaces were not sufficiently tested again.

• Debugging interfaces not disabled

• JTAG left enabled !!!



More recently



FBI unexpected visit 
…



Tried to find was FBI did not find

⚫ Eight functional devices have been procured separately and by groups

⚫ Previous usage of devices can be guessed

⚫ Clear origin is unknown however

⚫ No specific applications installed on device(s)

⚫ Key loading, App Store, … are present



Purpose of analysis

⚫ Device runs Android operating system and is based on applications

⚫ Device is suspected of having data exchanges with unexpected and undocumented 
sources

⚫ Many traces on internet of people suspecting a strange behavior from those devices

⚫ Manufacturer clearly claims that nothing is proven about connection to home country

⚫ However a dedicated network is used with connection in Hong-Kong to receive data

⚫ Approach is to invite other companies and manufacturer to bring their applications to app 
store

8111/14/2023

Device mandates connection to app store to be 
onboarded … by design



Work hypothesis

⚫ Device is not tampered

⚫ Devices are tamper enabled

⚫ Tampering the device would erase keys and neutralize device

⚫ Requires to be skillful and cautious 

⚫ Devices are PCI PTS certified and compliant

⚫ If nefarious behavior is present

⚫ Serious nefarious behavior would be covered as plausible deniability

⚫ Bugs, error, rogue engineer … (Think Weather balloon, … it 
unfortunately escaped  :-)

⚫ Not serious behavior will be isolated and will not create chain of profitable 
events

82

Work hypothesis



Look inside the device from outside

⚫ Use Xrays and tomography

⚫ All devices are identical

⚫ Quectel module (like CM5)

⚫ Physical security model is average 
and devices could be abused by 
skilled attacker

⚫ MSR space management is poor

⚫ Suspicious film to deactivate 
tamper switch 

⚫ Inserted at manufacturing, must 
have been done by an intern …☺

A view from outside



Opening the device

⚫ Possible modification of tamper 
confirmed in comparison to what 
is expected from PCI

⚫ Guard rings can be defeated 
because of simple mistake

⚫ Plau

⚫ Maybe

Tampered one device to check inside



Hardware analysis : components opening

⚫ Sacrificed one device for hardware 
analysis

⚫ Used industrial equipment

⚫ Depackaging of ICs (Nitric acid,...)

⚫ Components are genuine

Checking the components



Optical analysis of components

⚫ Origin of components seems ok and not suspicious

⚫ Manufacturers symbols, insigna and watermarks are present per 

expectations

86

Components are genuine



Network analysis

⚫ Created dedicated network

⚫ Installed device

⚫ Device tries to move around on network even when fixed to one place

⚫ Intercepted all in and out communications

⚫ Recorded communications

⚫ Performed first analysis of exchange

⚫ Note to the manufacturer

⚫ Your TLS 1.2 version might be a target of a timing attack ☺

Connection to network



TLS 1.2 with Pax Store

8811/14/2023

Frame analysis



Communication analysis A4 D4 B2 BE 1F A0

⚫ Communications peak at time

⚫ 0.5 Giga exchanged with one end point

⚫ Not unique

Massive peak of uploading data



Communcations A4 D4 B2 0D 87 92



I/O graph 25 mins session



End points



⚫ Cat and mouse game

⚫ :-) Device calibrates GPS with special file prior to TLS connection and 
download files from mothership in Asia.

⚫ Device has suspicious communications with external end points

⚫ Massive exchange of data proven

⚫ Quantity of data correlate with network exchanges

⚫ Command and control might be well placed

⚫ Chain of events is clearly suspicious here

⚫ First conclusion is device is well suited to analyze network and Phone 
what was found back … “Home”

Conclusion of quick analysis



More software only attacks



Use embedded sensors against the terminal

• Some devices include a tablet and a payment terminal
• Device are mechanically joined

• If manufacturer did not disable accelerometers then 
sensors can be used to record vibrations at PIN entry time

• A bit a non linear separability and some learning with some 
neural networks and PIN can be compromised fast.

• Some manufacturers do the job properly !!!
• But not all ☺



Windtalker attack

• Use 5GHz Wifi interference at router 
level to detect position of finger of 
user on screen

• Use neural network and infer PIN with 
high probability

• https://blog.acolyer.org/2016/11/10/
when-csi-meets-public-wifi-inferring-
your-mobile-phone-password-via-wifi-
signals/



Many more attacks to consider

• Use infrared 
contribution 
from user to 
extract PIN

• Use infrared contribution from user 
to infer PIN

• Refer to : 
https://news.softpedia.com/news/Ca
rd-PIN-Codes-Revealed-by-Finger-
Heat-Signature-457315.shtml

• Infrared camera for less than 100 
Euros on Alibaba

https://news.softpedia.com/news/Card-PIN-Codes-Revealed-by-Finger-Heat-Signature-457315.shtml
https://news.softpedia.com/news/Card-PIN-Codes-Revealed-by-Finger-Heat-Signature-457315.shtml
https://news.softpedia.com/news/Card-PIN-Codes-Revealed-by-Finger-Heat-Signature-457315.shtml


Manufacturer failed

• In case of APOS, in the past, the manufacturer failed and disable the 
validation of the signature of the application

• A hacker found it and revealed it years ago at a Chinese conference

• Would you like to play Candy Crush on your terminal ?
• We found a terminal where the manufacturer gives the user the opportunity 

to load third party applications on the terminal and to void the PCI clause … 
but it continues to accept payments ☺



Most recent evolution



When the phone becomes a terminal









CPOC and MPOC
Core, Mobile and App security

• Objective of Security and assets

• Ecosystem protection

• Security mechanisms (RNG & Entropy, Cryptography and 
documentation, Authentication, Key management)

• Tampering and reverse engineering: attacks and counter-
measures

• White-box crypto, agility and protection

• Crypto assets lifecycle

• App authenticity

• Internal buffers

• Attestation

• Code separation

• Sensors and security

• Special events detection mechanisms

• Documentation

Android & App management

• Android history

• Android architecture and design approach

• App separation and security

• Android tools and app store

• Android’s requirements in CPoC

• Device attestation and device management

• App lifecycle (installation, update, revocation)

• Install and first use procedure and requirements

• Uninstall CPOC app procedure

Backend system and monitoring system

• Back end architecture and requirements

• Back end HSM and connection to payment system

• Back end for onboarding of mobile phone or tablet

• Back end monitoring systems

• Back end Front end interactions

• Main events to be detected and logged

• Communication types and security

• Reporting frequency, trigger events and format

• Attack detection

• What to expect from the back end



Backend system and monitoring system

• Back end architecture and requirements

• Back end HSM and connection to payment system

• Back end for onboarding of mobile phone or tablet

• Back end monitoring systems

• Back end Front end interactions

• Main events to be detected and logged

• Communication types and security

• Reporting frequency, trigger events and format

• Attack detection

• What to expect from the back end



The end


	Diapositive 1 Everything you always wanted to know about payment terminals * (*But were afraid to ask)
	Diapositive 2 Apologies for remote presentation
	Diapositive 3 Explanation about the title of this tutorial
	Diapositive 4 According to Wikipedia
	Diapositive 5 Payment terminals … on the other side of the card
	Diapositive 6 History of evolution
	Diapositive 7 Old and recent payment terminals
	Diapositive 8 Verifone
	Diapositive 9 Hypercom
	Diapositive 10 Lipman electronic engineering
	Diapositive 11 Ingenico
	Diapositive 12 Smartcards vs magnetic stripe
	Diapositive 13 Typical features according to Wikipedia
	Diapositive 14 Major manufacturers
	Diapositive 15 Evolution of things
	Diapositive 16 Payment Card Industry
	Diapositive 17 7 parts to the referred movie
	Diapositive 18 History of smartcards
	Diapositive 19 Payment industry before 2004
	Diapositive 20 Formation of PCI in 2004
	Diapositive 21 Liability shift
	Diapositive 22 USA and Europe a quick overview
	Diapositive 23 PCI PTS (PIN Transaction Security)
	Diapositive 24 Former PCI modules
	Diapositive 25
	Diapositive 26
	Diapositive 27
	Diapositive 28
	Diapositive 29
	Diapositive 30
	Diapositive 31 Modules and intersections
	Diapositive 32 PCI evolution
	Diapositive 33 Data breaches
	Diapositive 34 Outside a payment terminal
	Diapositive 35 Simplest attack
	Diapositive 36 Inside a payment terminal
	Diapositive 37 Payment terminal, few properties
	Diapositive 38 Tamper detection
	Diapositive 39 Tamper switches
	Diapositive 40 Hardware of a payment terminal
	Diapositive 41 Device front, back and sides
	Diapositive 42 PCB analysis
	Diapositive 43 SIM, SAM, modem, backup battery PCB
	Diapositive 44 Main board
	Diapositive 45 Presence of internal wiremesh
	Diapositive 46 Keypad analysis
	Diapositive 47 Keypad soft plastic
	Diapositive 48 How to bypass keypad security
	Diapositive 49 Yet another way to bypass keypad security
	Diapositive 50 Views to main steps to insert an underlay
	Diapositive 51 Review of keypad area
	Diapositive 52 Acoustic analysis
	Diapositive 53 Audio and acoustic analysis
	Diapositive 54
	Diapositive 55 Expectations
	Diapositive 56 Reference
	Diapositive 57 Spectrograms
	Diapositive 58 Key press X times in a row … ranking
	Diapositive 59 PIN entry
	Diapositive 60 Magnetic Stripe Reader analysis
	Diapositive 61 Security of MSR head
	Diapositive 62 Good design : impossible to insert a 2nd MSR
	Diapositive 63 LCD analysis
	Diapositive 64 Soldering on flexible ribbon
	Diapositive 65 Smartcard connector area analysis
	Diapositive 66 Accessing smartcard data for fun and profits
	Diapositive 67
	Diapositive 68 Tampering the device
	Diapositive 69 Was tamper enabled on this device?
	Diapositive 70 LDS security
	Diapositive 71 Attacking unsecured parts …
	Diapositive 72 Connection to printer
	Diapositive 73 Well documented attacks
	Diapositive 74 Same player play again https://vimeo.com/89924160
	Diapositive 75 Aldi’s 2010, Michaels 2011, …
	Diapositive 76 Pin Pad Powner at Black Hat in 2012
	Diapositive 77 Common German Terminal – SR Labs
	Diapositive 78 More recently
	Diapositive 79 FBI unexpected visit …
	Diapositive 80 Tried to find was FBI did not find
	Diapositive 81 Purpose of analysis
	Diapositive 82 Work hypothesis
	Diapositive 83 Look inside the device from outside
	Diapositive 84 Opening the device
	Diapositive 85 Hardware analysis : components opening
	Diapositive 86 Optical analysis of components
	Diapositive 87 Network analysis
	Diapositive 88 TLS 1.2 with Pax Store
	Diapositive 89 Communication analysis A4 D4 B2 BE 1F A0
	Diapositive 90 Communcations A4 D4 B2 0D 87 92
	Diapositive 91 I/O graph 25 mins session
	Diapositive 92 End points
	Diapositive 93
	Diapositive 94 More software only attacks
	Diapositive 95 Use embedded sensors against the terminal
	Diapositive 96 Windtalker attack
	Diapositive 97 Many more attacks to consider
	Diapositive 98 Manufacturer failed
	Diapositive 99 Most recent evolution
	Diapositive 100 When the phone becomes a terminal
	Diapositive 101
	Diapositive 102
	Diapositive 103
	Diapositive 104 CPOC and MPOC
	Diapositive 105
	Diapositive 106 The end

