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AEAD

In August 2018, NIST launched the competition for lightweight
cryptography. All candidates are AEAD.

AEAD: Authenticated encrytion with associated data
Inputs: M (message), A (associated data), K (secret key), N (Nonce)

Outputs: C (ciphertext), T (tag)

AEAD

M

A

K N

C

T

Two finalists in the competition are targeted: ELEPHANT
and SPARKLE.
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Leakage model

HW(B) 0 1 2 3 4 5 6 7 8
#B 1 8 28 56 70 56 28 8 1

Table 1: Number of possible values for a byte B according to its
Hamming weight(HW).

Our model is a noise HW:

˜HW(B) = HW(B) + σB,t ;

with σB,t an event of the Gaussian random variable
N

(
0, σ2) at a time t.
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Tanner graph

The nodes of a tanner graph are of two kinds
variable nodes V representing the variables handled by the algorithm under
attack;

factor nodes, representing the equations E between these variables.
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Belief propagation

The BP algorithm
Input: the Tanner graph and prior probabilities PA(V = v) on the different
variable nodes V.

Output: posterior probability PP(V = v)

BP: Exchange of information between variable and factor nodes
µE→V : law of total probability

µV→E: Bayes’ rule
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ELEPHANT
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BSCA on ELEPHANT

Retrieving the initial state of the LFSR (= mask0,0
K ).

To retrieving the secret key.
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Attacks vectors and attacker model

Attack vectors
Vertical evolution of the mask (LFSR iterations).

Horizontal evolution of the mask (domain separation).
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ϕ
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ϕ

ϕ

...

Attack model
Noisy Hamming weights of all bytes of the LFSR.
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Tanner graph Elephant attack

Variable nodes:
• bytes LFRSs Bi.

Factor nodes:
• retroaction

equations ;
• equations

linking the
masks.
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Result

Rank for all 20 key bytes on 1000 randomly generated keys and
for different noise levels σ.
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Zoom on Sparkle38411
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/ 64 / 64 / 64 / 64 / 64 / 64

N K

M
•

•
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K1 = z4,K2 = z5 and K = K1||K2
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Zoom on Alzette

The Alzette S-box Ai
used in Sparkle.
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Path of attack
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L(x) = HW(x) + σx with σx ∈ N (0, σ2)

Measurement leakage in the first round of Alzette
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Tanner Graph of Sparkle
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Tanner graph on first round Alzette
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Results: First Alzette

The number of recovered bits of the 64-bit K1 input of the
Alzette A4, with 1000 different keys.
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Results: Second Alzette

The number of recovered bits of the 64-bit K2 input of the
Alzette A5, with 1000 different keys.
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Future works

Future works
Practical implementations of this attacks.

We targeted ASCON to explore its security.
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Thank you for attention, Questions?
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