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Introduction
PQC: Cryptosystems resistant to quantum computers are being standardized
NIST: Draft specification of ML-DSA derived from Version 3.1 of Dilithium

Importance: Soon to be implemented securely in many different use cases

OPEN

This document may not be reproduced, modified, adapted, publthed, fransiated, in any way, in whole or in part or disclosed fo a fhird party without he prior written consent of THALES © 2023 THALES. All ights reserved.
15 november 2023 Fault Attacks Sensitivity, of Public Parameters in, the Dilithium Verification



Introduction

PQC: Cryptosystems resistant to quantum computers are being standardized
NIST: Draft specification of ML-DSA derived from Version 3.1 of Dilithium

Importance: Soon to be implemented securely in many different use cases

[

OPEN

This document may nof be reproduced, modifed, adapted, publshed, ransated, in any woy, in whole or in part o disclosed fo a tird parly without fhe pror written consent of THALES ©2023 THALES. Allrighis reserved.
15 november 2023 Fault Attacks Sensitivity, of Public Parameters in, the Dilithium Verification




Introduction
PQC: Cryptosystems resistant to quantum computers are being standardized
NIST: Draft specification of ML-DSA derived from Version 3.1 of Dilithium

Importance: Soon to be implemented securely in many different use cases

[ cH

OPEN

This document may not be reproduced, modified, adapted, publthed, fransiated, in any way, in whole or in part or disclosed fo a fhird party without he prior written consent of THALES © 2023 THALES. All ights reserved.
15 november 2023 Fault Attacks Sensitivity, of Public Parameters in, the Dilithium Verification




Introduction
PQC: Cryptosystems resistant to quantum computers are being standardized
NIST: Draft specification of ML-DSA derived from Version 3.1 of Dilithium

Importance: Soon to be implemented securely in many different use cases

[ cH

D
LB,

OPEN

This document may not be reproduced, modified, adapted, publthed, fransiated, in any way, in whole or in part or disclosed fo a fhird party without he prior written consent of THALES © 2023 THALES. All ights reserved.
15 november 2023 Fault Attacks Sensitivity, of Public Parameters in, the Dilithium Verification




Introduction
PQC: Cryptosystems resistant to quantum computers are being standardized
NIST: Draft specification of ML-DSA derived from Version 3.1 of Dilithium

Importance: Soon to be implemented securely in many different use cases

[ cH

> PN
e=b %@E—l

OPEN

This document may not be reproduced, modified, adapted, publthed, fransiated, in any way, in whole or in part or disclosed fo a fhird party without he prior written consent of THALES © 2023 THALES. All ights reserved.
15 november 2023 Fault Attacks Sensitivity, of Public Parameters in, the Dilithium Verification




Introduction

PQC: Cryptosystems resistant to quantum computers are being standardized
NIST: Draft specification of ML-DSA derived from Version 3.1 of Dilithium

Importance: Soon to be implemented securely in many different use cases

[ cH

<D PN
e=b %@UDU

OPEN

This document may not be reproduced, modified, adog

pied, publithed, frarlated, in any way, in whole or i partor disclored fo o #ird party without the pricr witen consent of THALES © 2023 THALES. Alightsreserved
15 november 2023 Fault Attacks Sensitivity, of Public Parameters in, the Dilithium Verification




Introduction

PQC: Cryptosystems resistant to quantum computers are being standardized
NIST: Draft specification of ML-DSA derived from Version 3.1 of Dilithium

Importance: Soon to be implemented securely in many different use cases

@ Attacks on Dilithium

i!’m up to Nov.2023

)
e=b %@D Sign

OPEN

This document may not be reproduced, modified, adog

pied, publithed, frarlated, in any way, in whole or i partor disclored fo o #ird party without the pricr witen consent of THALES © 2023 THALES. Alightsreserved
15 november 2023 Fault Attacks Sensitivity, of Public Parameters in, the Dilithium Verification




Introduction

PQC: Cryptosystems resistant to quantum computers are being standardized
NIST: Draft specification of ML-DSA derived from Version 3.1 of Dilithium

Importance: Soon to be implemented securely in many different use cases

@ Attacks on Dilithium

i!’m up to Nov.2023

@(@@
e=b Qr 0 Sign Verify

OPEN

This document may not be reproduced, modified, adog

pied, publithed, frarlated, in any way, in whole or i partor disclored fo o #ird party without the pricr witen consent of THALES © 2023 THALES. Alightsreserved
15 november 2023 Fault Attacks Sensitivity, of Public Parameters in, the Dilithium Verification




Introduction

PQC: Cryptosystems resistant to quantum computers are being standardized
NIST: Draft specification of ML-DSA derived from Version 3.1 of Dilithium

Importance: Soon to be implemented securely in many different use cases

@ Attacks on Dilithium

i!’m up to Nov.2023

@(@@
Oxids ) 0 Sign Verify

Motivation: It is considered less important to secure public parameters than private ones
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Dilithium

M-LWE
e Public key signature algorithm, based on hard problems on Lattices<

e No known efficient algorithm, classical or quantum, M-SIS

can solve these problems in less than exponential time
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e Two versions: deterministic and randomized

OPEN
This document may not be reproduced, modified, adapted, published, fransloted, in any way, in whole orin part or disclosed o a third party without the prior witfen consent of THALES © 2023 THALES. All ights reserved. 4/21
15 november 2023 Fault Attacks Sensitivity, of Public Parameters in, the Dilithium Verification



Dilithium

M-LWE
e Public key signature algorithm, based on hard problems on Lattices<

e No known efficient algorithm, classical or quantum, M-SIS

can solve these problems in less than exponential time

e Three security levels: Dilithium-2, Dilithium-3, Dilithium-5
e Two versions: deterministic and randomized
e Quotient Ring R, = Z,[X]/(X" + 1) where n =28 and g = 2* — 213 + |

> Most of the time we work with vectors of k or / elements in R,
> Polynomial multiplication using the Number Theoretic Transform (NTT)
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KeyGen:

1TAeRy!

2 (s1, )€ S% X S’f7

3t=As;+ 5 ERS

4 (1, to) = Power2Round(t, d)

5 return pk = (A, 11), sk = (A, s1, 2, to, pk)
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| Slgn(M, Sk: (A, S1, S2, to, pk))

1 (z,h) =L

2 while (z,h) = L do

3 yGS‘le

4 w=Ay

5 wy = HighBits(w)
6 ¢ € B = H(pk||M||w1)

7 z=y+cs

8 ro = LowBits(w —cs2)

9 iflfelloe =1 — Bor [lrolloo > 72 — B, then (z,h) = L

10 else
11 h =MakeHint(—cty, w —cs2+ ctp)
12 if [[cto]lco > 72, then (z,h) = L

13 return o = (c, z, h)
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Verify(pk=(p, 1), M, 0= (c, z, b))

1w} = UseHint(h, Az —c2%)
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Verity(pk=(p, 1), M, o= (e, = h)):

[12d

—— —f
Az—cti2¢ =A (y+cs))—c (Asi +5— 1)

Ay — csh ¢t

~—~
= w —cs)+ch

Lemma 1.1 [1] = UseHint(/, w —csa+cty) = HighBits(w — cs2)

1w = UseHint(h, i

[1]1 S. Bai, L. Ducas, E. Kiltz, T. Lepoint, V. Lyubashevsky, P. Schwabe, G. Seiler, D. Stehlé,

CRYSTALS - Dilithium: Digital Signatures from Module Lattices
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1w = UseHint(h, i
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Verity(pk=(p, 1), M, o= (e, = h)):

— —~
Az—cti2¢ =A (y+cs))—c (Asi +5— 1)
Ay — csh ¢t

[12d

~~
= w —cs)+ch
Lemma 1.1 [1] = UseHint(/, w —csy+cty) =HighBits(w —cs)
Lemma2[1] = HighBits(w—cs;) = HighBits,(w)
—_——
= w

1w = UseHint(h, :
2if||z]loc <M1 — B and c = H(pk||M||w]) and # 1'sinh < w
3 return True
4 else
5 return False

[1] S. Bai, L. Ducas, E. Kiltz, T. Lepoint, V. Lyubashevsky, P. Schwabe, G. Seiler, D. Stehlé,
CRYSTALS - Dilithium: Digital Signatures from Module Lattices
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Fault Models

e Fault Attacks on signature algorithms: retrieve secrets/verify false signatures
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Fault Models

e Fault Attacks on signature algorithms: retrieve secrets/verify false signatures

Instruction Flow

sressssnssnsnnnesnnnassnnad ISkipping Fault

{ sresresneannannad Tost-inversion Fault

O -4- ceseeessesenenp Zoroizing Faull
=0 |} % f

:--------u----------------);Randomization Fau|t

e Here, we only consider the type and number of fault observation
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How to make accept a false signature?

Goal: Make accept false signatures by Verify with faults injected
Verification checks are the most sensitive and usually hardened: 3 checks =~ 3 faults
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Other sensitive locations requiring possibly less faults to inject?
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How to make accept a false signature?

Goal: Make accept false signatures by Verify with faults injected
Verification checks are the most sensitive and usually hardened: 3 checks =~ 3 faults
Other sensitive locations requiring possibly less faults to inject?

Tlzlfoo <M — 8

OPEN
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How to make accept a false signature?

Goal: Make accept false signatures by Verify with faults injected
Verification checks are the most sensitive and usually hardened: 3 checks =~ 3 faults
Other sensitive locations requiring possibly less faults to inject?

1 Choose random z such that ||z]|cc <71 — 8 1 |zlloe <M — B
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How to make accept a false signature?

Goal: Make accept false signatures by Verify with faults injected
Verification checks are the most sensitive and usually hardened: 3 checks =~ 3 faults
Other sensitive locations requiring possibly less faults to inject?

1 Choose random z such that ||z]|cc <71 — 8 1 |zlloe <M — B
2 ¢ = H(pk || M || w})
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How to make accept a false signature?

Goal: Make accept false signatures by Verify with faults injected
Verification checks are the most sensitive and usually hardened: 3 checks =~ 3 faults
Other sensitive locations requiring possibly less faults to inject?

1 Choose random z such that ||z]|cc <71 — 8 1 |zlloe <M — B
2 HighBits(Az — ct)2¢) = HighBits(Az)
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How to make accept a false signature?

Goal: Make accept false signatures by Verify with faults injected
Verification checks are the most sensitive and usually hardened: 3 checks =~ 3 faults
Other sensitive locations requiring possibly less faults to inject?

1 Choose random z such that ||z]|cc <71 — 8 1 |zlloe <M — B

2 Assure that cr,2¢ doesn't affect the high bits of Az 2 HighBits(Az — ct;29) = HighBits(Az)
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How to make accept a false signature?

Goal: Make accept false signatures by Verify with faults injected
Verification checks are the most sensitive and usually hardened: 3 checks =~ 3 faults
Other sensitive locations requiring possibly less faults to inject?

1 Choose random z such that ||z]|cc <71 — 8 1 |zlloe <M — B

2 Assure that cr,2¢ doesn't affect the high bits of Az 2 HighBits(Az — ct;29) = HighBits(Az)

S#lUsinh<w
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How to make accept a false signature?

Goal: Make accept false signatures by Verify with faults injected
Verification checks are the most sensitive and usually hardened: 3 checks =~ 3 faults
Other sensitive locations requiring possibly less faults to inject?

1 Choose random z such that ||z]|cc <71 — 8 1 |zlloe <M1 — B
2 Assure that cr,2¢ doesn't affect the high bits of Az 2 HighBits(Az — ct;29) = HighBits(Az)
3 Compute h with # 1's in h < w accordingly S3#1Isinh<w
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How to make accept a false signature?

1 Choose random z such that ||z]|cc <71 — 8 1|zloc <1 — B
2 Assure that cr,2¢ doesn't affect the high bits of Az 2 HighBits(Az — ¢t129) = HighBits(Az)
3 Compute h with # 1's in h < w accordingly 3#Isinh<w
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How to make accept a false signature?

1 Choose random z such that ||z]|cc <71 — 8 1 |zllee <1 — B
2 Assure that cr,2¢ doesn't affect the high bits of Az 2 HighBits(Az — ¢t129) = HighBits(Az)
3 Compute h with # 1's in h < w accordingly 3#Isinh<w

Proposition 1

Let z € R, be a random vector with [|z[o < v1 — 5.
If at least one of the following conditions is satisfied:

P1. |t 29| <0

Then, HighBits(Az — ct;2%) = HighBits(Az).
11200 €0 = Az—cH2¢=Az

OPEN
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How to make accept a false signature?

1 Choose random z such that ||z]|cc <71 — 8 1 |zllee <1 — B
2 Assure that cr,2¢ doesn't affect the high bits of Az 2 HighBits(Az — ¢t129) = HighBits(Az)
3 Compute h with # 1's in h < w accordingly 3#Isinh<w

Proposition 1

Let z € R, be a random vector with [|z[o < v1 — 5.

If at least one of the following conditions is satisfied:

P1. |lct; 29|ee <0

P2. |lct1 29| < B and ||LowBits(Az —ct129)|c <72 — B

Then, HighBits(Az — ct;2%) = HighBits(Az).
#1200 < B = HighBits(Az—c#2%) = HighBits(Az) (Lemma 2in [1])
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How to make accept a false signature?

1 Choose random z such that ||z]|cc <71 — 8 1 |zllee <1 — B
2 Assure that cr,2¢ doesn't affect the high bits of Az 2 HighBits(Az — ¢t129) = HighBits(Az)
3 Compute h with # 1's in h < w accordingly 3#Isinh<w

Proposition 1

Let z € R, be a random vector with ||z|oc <71 — 6.

If at least one of the following conditions is satisfied:

P1. |lct; 29|ee <0

P2. |lct1 29| < B and ||LowBits(Az —ct129)|c <72 — B
P3. |lct;1 2¢||o <72 @and h = MakeHint(ct; 29, Az — ct; 24)
Then, HighBits(Az —ct;29) = HighBits(Az).

lct129|00 < 72 = HighBits(Az —c# 29) = HighBits(Az) (Lemma 1.1in [1])
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This document may not be reproduced, modified, adanted, publthed, fransiated, in any way, in whole or in part or disclosed fo a fhird party without he prior written consent of THALES © 2023 THALES. All ights reserved. 11/21
15 november 2023 Fault Attacks Sensitivity, of Public Parameters in, the Dilithium Verification



How to make accept a false signature?

1 Choose random z such that ||z]|cc <71 — 8 1 |zllee <1 — B
2 Assure that cr,2¢ doesn't affect the high bits of Az 2 HighBits(Az — ¢t129) = HighBits(Az)
3 Compute h with # 1's in h < w accordingly 3#Isinh<w

Proposition 1

Let z € R, be a random vector with [|z[o < v1 — 5.

If at least one of the following conditions is satisfied:

P1. |lct; 29|ee <0

P2. |lct1 29| < B and ||LowBits(Az —ct129)|c <72 — B
P3. |lct;1 2¢||o <72 @and h = MakeHint(ct; 29, Az — ct; 24)
Then, HighBits(Az — ct;2%) = HighBits(Az).

Problem: ||c;2%||~ is too big to use Proposition 1
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How to make accept a false signature?

1 Choose random z such that ||z]|cc <71 — 8 1 |zllee <1 — B
2 Assure that cr,2¢ doesn't affect the high bits of Az 2 HighBits(Az — ¢t129) = HighBits(Az)
3 Compute h with # 1's in h < w accordingly 3#Isinh<w

Proposition 1

Let z € R, be a random vector with [|z[o < v1 — 5.

If at least one of the following conditions is satisfied:

P1. |lct; 29|ee <0

P2. |lct1 29| < B and ||LowBits(Az —ct129)|c <72 — B
P3. |lct;1 2¢||o <72 @and h = MakeHint(ct; 29, Az — ct; 24)
Then, HighBits(Az — ct;2%) = HighBits(Az).

Problem: ||c;2%||~ is too big to use Proposition 1

Solution: Inject Faults such as to be in P1, P2, or P3

OPEN
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Where to target?

1w| =UseHint (1, Az —ct;2¢
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Where to target?

1w| =UseHint (), Az —©t;29)

Scenario 1: Sampling of ¢
e Direct use of P1

OPEN
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Where to target?

1w| =UseHint(/, Az —©H

Scenario 1: Sampling of ¢
e Direct use of P1

Scenario 2: Shiftby d <
e Direct use of P3

OPEN
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‘Where to target?

Scenario 3: Subtraction
e Direct use of P1

1 w| = UseHint(

>
IN

Scenario 1: Sampling of ¢
e Direct use of P1

Scenario 2: Shiftby d <

©onh

e Direct use of P3

OPEN.
r H 150 oreao
e hird party with
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Where to taret?:
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Dilithium Verify code snippet from PQClean [2]

if (siglen != CRYPTO_BYTES)
eEitvzn =1lg

unpack_pk (rho, &tl, pk);
if (unpack_sig(c, &z, &h,
return -1;

if (polyvecl_chknorm(&z, GAMMAL
return -1;

sig))

- BETA))

shake
shake

mu, SEEDBYTES, pk,
_init (&state);
sorb (&state,
_absorb (&state, m,
inalize (&state);
_squeeze (mu, CRHBYTES,

mu, SEEDBYTES);
mlen) ;
;hdke

2
shake2

6
56
56
6_

5
56

&state) ;

poly_challenge (&cp, c);

polyvec_matrix_expand (mat, rho);

polyvecl_ntt (&z);

polyvec_matrix_pointwise_montgo ry (¢&wl, mat, &z);

poly_ntt (&cp);

CRYPTO_PUBLICKEYBYTES) ;

Faull Atlacks Sensmthy of Publ\é Paramete;s in, the D\hlh\um Vermcauon

polyveck_shiftl (&tl);

polyveck_ntt (&tl);
polyveck_pointwise_poly_montgomery (&tl, &cp,
polyveck_sub (&wl, &wl, &tl);
polyveck_reduce (&wl) ;
polyveck_invntt_tomont (&wl) ;

polyveck_caddqg(&wl) ;
polyveck_use_hint (&wl, &wl,
polyveck_pack_wl (buf, &wl);

&h) ;

shake256_init (&sta

shake256_absorb (&st e, mu,

shake256_absorb (& e, buf,

shake256_finalize (&state);

shake256_squeeze (c2, SEEDBYTES,

for (1 = 0; i < SEEDBYTES;
if (c[i] != c2[1i]) {

return -1;

CRHBYTES) ;
K+xPOLYW1_PACKEDBYTES

&state);
++i) {

vior written consent of THALES © 2023 THALES. Al ights reserved.

&tl);

)i




Highlighting potential sensitive operations

if = CRYPTO_BYTES)

OPEN

y wy, in whole orin part or 1o @ third party without fhe prior writfen consent of THALES © 2023 THALES. Al ights reserved.
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Highlighting potential sensitive operations

if ( TO_BYTES)

Scenario 1: Sampling of ¢
o for loop inside: skipping/test-inversion/zeroizing

e Direct use of P1

OPEN.

Template: 87211168-DOC-GRP-EN-006
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nghllghtmg potential sensitive operations

Scenario 1: Sampling of ¢
7Pki~(; o for loop inside: skipping/test-inversion/zeroizing
- e Direct use of P1

knorm(&z,

Scenario 2: Shift by 4
e polyveck_shiftl function call: skipping

rho); e poly_shift1 function call: skipping
_montgomery (&wl, mat, &z); e constant d: ZerOiZing
e Direct use of P3

tgomery (&tl, &cp,

OPEN.

Template: 87211168-DOC-GRP-EN-006
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- Highlighting potential sensitive operations

if (siglen != CR _BYTES)

Scenario 1: Sampling of ¢
o for loop inside: skipping/test-inversion/zeroizing

e Direct use of P1

Scenario 2: Shift by 4
e polyveck_shiftl function call: skipping

\atrix_expand (mat, rho); e poly_shiftl function call: skipping
1twise_montgomery (&wl, mat, &z); e constant d: ZerOiZing
e Direct use of P3

ntgomery (&tl, &cp, &tl);
Scenario 3: Subtraction
e polyveck_sub function call: skipping

e poly_sub function call: skipping

qg(&wl); .
_hint (&wl, swl, &h); e Direct use of P1

OPEN.

Template: 87211168-DOC-GRP-EN-006
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And then?

Every condition used «++ Algorithm to forge signatures (given the corresponding faults)
Verified in Python with simulated faults (modified versions of Dilithium)

OPEN
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And then?

Every condition used «++ Algorithm to forge signatures (given the corresponding faults)
Verified in Python with simulated faults (modified versions of Dilithium)

) Skipping Fault
Scenario 1: Sampling of ¢
seeaaaaaa) Test-inversion Fault
Scenario 2: Shift by d
«=ennnnnnd Zeroizing Fault

Scenario 3: Subtraction

s=sssssensnannenes) Randomization Fault

OPEN
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And then?

Every condition used «++ Algorithm to forge signatures (given the corresponding faults)
Verified in Python with simulated faults (modified versions of Dilithium)

seennnnnnnnnnnnnnsy Skipping Fault

Scenario 3: Subtraction

OPEN
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~ And then?

pk = (Aa tl)

OPEN.

Template: 87211168-DOC-GRP-EN-006
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~ And then?

pk = (Aa tl)

OPEN.

Template: 87211168-DOC-GRP-EN-006
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And then?

pk = (Aa tl)

OPEN.

Template: 87211168-DOC-GRP-EN-006
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And then?
pk=(A, 1)

pk= (A, 1) ’l'

b=y —-p-1

22 [=5,4]
W< #Usinh<w

OPEN
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And then?
pk=(A, 1)

pk= (A, 1) ’l'

b=y —-p-1

¢ ¢2[-5,4]
W< #Usinh<w
wi = UseHint(h,Az)

OPEN
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And then?

pk = (A7 tl)

< [=5,4]
W< #Usinh<w
wi = UseHint(h,Az)
¢ = H(pk || M || w1)

T document may ot b reprodused, modiied, adapled, publihed, raruloted, i anp we n whel hird party without the prior written consent of THALES © 2023 THALES. All ights reserved.
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And then?

pk = (A7 tl)

T [_576]

W< #Usinh<w

wi = UseHint(h,Az)

¢ = H(pk || M || wr)

o= (c,zh)

This document may not be reproduced, modified, adog prior written consent of THALES © 2023 THALES. Al ights reserved.
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And then?

pk = (A7 tl)

T [_576]

W< #Usinh<w —_—
wi = UseHint(h,Az)

¢ = H(pk || M || wr)

o= (c,zh)

This document may not be reproduced, modified, adog prior written consent of THALES © 2023 THALES. Al ights reserved.
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And then?

pk = (A7 tl)

pk:(Avtl)
M
d=m—-B-1

7 & =4, 6]

W< #Usinh<w —_—
wi = UseHint(h,Az)

¢ = H(pk || M || w1)

o= (c,zh)

|5

v withoutthe prior witlen corsent of THALES © 2023 THALES. Allrights reserved.
Verification
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And then?

pk = (A7 tl)

pk:(A7 tl)

M

d=ym—-08-1
7 <L [=5,6]

W< #Usinh<w —_—
wi = UseHint(h,Az)

¢ = H(pk|[[ M |[w1)

o= (¢c,z,h)

|5

w) = UseHint (h, Az — c;2%)

v withoutthe prior witlen corsent of THALES © 2023 THALES. Allrights reserved.
Verification
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And then?

pk = (A7 tl)

pk:(A7 tl)

M

b=y —-p-1
22 [-6,4]

W< #Usinh<w —_—
wi = UseHint(h,Az)
¢ = H(pk || M || wr)

o= (¢c,z,h)
O
(£
w| = UseHint(h, Az )
OPEN
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And then?

pk = (A7 tl)

pk:(A7 tl)

M

b=y —-p-1
22 [-6,4]

W< #Usinh<w —_—
wi = UseHint(h,Az)
¢ = H(pk || M || wr)

o= (¢c,z,h)
&
o5
w| = UseHint(h, Az )
if lzlloc <m =5
OPEN
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And then?

pk = (A7 tl)

pk:(A7 tl)

M

b=y —-p-1
22 [-6,4]

W< #Usinh<w —_—
wi = UseHint(h,Az)
¢ = H(pk || M || wr)

o= (¢c,z,h)
&
o5
w| = UseHint(h, Az )
if lzlloc <m =5
v
OPEN
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And then?

pk = (A7 tl)

h<—#lsmh§w —_—
wi = UseHint(h,Az)

¢ = H(pk || M || wr)

o= (¢c,z,h)

|5

w| = UseHint(h, Az )
if ||zl|oc <1 — B and ¢ = H(pk|[M ||w})
v

OPEN
T \ Q 1 é 0
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And then?

pk = (A7 tl)

h<—#lsmh§w —_—
wi = UseHint(h,Az)

¢ = H(pk || M || wr)

o= (¢c,z,h)

|5

w| = UseHint(h, Az )
if ||zl|oc <1 — B and ¢ = H(pk|[M ||w})
v v

OPEN
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And then?

pk = (A7 tl)

h<—#lsmh§w —_—
wi = UseHint(h,Az)

¢ = H(pk|[[ M |[w1)

o=(c,z,h)

|5

w| = UseHint(h, Az )
if [lz]loc <y — B and ¢ =H(pk || M||w))and #1'sinh <w
v v

OPEN
T \ Q 1 é 0
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And then?

pk = (A7 tl)

h<—#lsmh§w —_—
wi = UseHint(h,Az)

¢ = H(pk|[[ M |[w1)

o=(c,z,h)

|5

w| = UseHint(h, Az )
if [lz]loc <y — B and ¢ =H(pk || M||w))and #1'sinh <w
v v v

OPEN
T \ Q 1 é 0
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And then?
pk = (A, 1) ’l'

b=y —-p-1

zﬁ[ 5,9

h < #1lsinh<w

wi = UseHint(h,Az)

¢ = H(pk|| M| w1)

o= (¢c,z,h)

*’*?3“

w| = UseHint(h, Az )
if [lz]loc <y — B and ¢ =H(pk || M||w))and #1'sinh <w
v v v

OPEN
T \ Q 1 é 0
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Kl Countermeasures
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Countermeasures

e Don'’t store the result of the subtraction in the same location as the left operand
« Conditions from Proposition 1 based on the idea to make ct;2¢ "smaller"
e |[dea: Make sure it is not...
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Countermeasures

e Don'’t store the result of the subtraction in the same location as the left operand
« Conditions from Proposition 1 based on the idea to make ct;2¢ "smaller"
e |[dea: Make sure it is not...

Versions Skipping Test-Inv  Randomization Zeroizing Countermeasures
Scenario 1 for v v - Distribution Check,
TAU - - v Norm Check
Scenario 2 polyvec for v v - Distribution Check,
poly for v 4 - Norm Check,
d v - v Verify d, Split d
. polyvec for v 4 - Alternative
Scenario 3 poly for v 4 - implementation
function call v - -

Table: Vulnerable locations of Verify and the corresponding fault models and countermeasures
(v': easy exploitation, /: possible exploitable, -: not applicable)
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Conclusion
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Conclusion

To sum up:
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Conclusion

To sum up:
> Make sure that c#,2¢ is not small in practice
> Otherwise false signatures can be verified

> Simple countermeasures to make Verify intrisically resistant
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Conclusion

To sum up:
> Make sure that c#,2¢ is not small in practice
> Otherwise false signatures can be verified

> Simple countermeasures to make Verify intrisically resistant

\%

Is it possible to exploit P27?
> Are there more operations vulnerable?

> What about in practice (faults analyzed, countermeasures proposed)?
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Conclusion

To sum up:
> Make sure that c#,2¢ is not small in practice
> Otherwise false signatures can be verified

> Simple countermeasures to make Verify intrisically resistant

Is it possible to exploit P27?

\%

> Are there more operations vulnerable?

> What about in practice (faults analyzed, countermeasures proposed)?

Thank you

Questions?
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Example for Scenario 1

pk = (A7 tl)

pk:(A7 tl)

M

b=y —-p-1
7 [—4,0]
b Usinh < w — —
wi = UseHint(h,Az)
¢ = H(pk|[[ M |[w1)

= )

w) = UseHint (h, Az — c;2%)
if [lz]loc <y — B and ¢ =H(pk || M||w))and #1'sinh <w
v v v
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Example for Scenario 1

pk = (A7 tl)

pk:(A7 tl)

M

b=y —-p-1
T [_576]
PR — —
wi = UseHint(h,Az)
¢ = H(pk|[[ M |[w1)

= )

wj = UseHint (h, Az —0£,29)
if [lz]loc <y — B and ¢ =H(pk || M||w))and #1'sinh <w
v v v
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Example for Scenario 2

pk = (A ll)

pk=(A, 1), M
Y= Cl‘120

b=m—-B8-1
7 ¢ [=6,8],wi = HighBits(Az)
C:H(pkHM”Wl) ﬁ /
h = MakeHint(—y, Az + @)
if#1Isinh<w:
o= (c,z,h)

else: 7 la,g

w) = UseHint (h, Az — c;2%)
if [lz]loc <y — B and ¢ =H(pk || M||w))and #1'sinh <w
v v v
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Example for Scenario 2

pk = (A ll)

pk=(A, 1), M

Lp:Cl‘120
b=m—-B8-1
7 ¢ [=6,8],wi = HighBits(Az)
C:H(pkHM”Wl) ﬁ /
h = MakeHint(—y, Az + @)
if#1Isinh<w:
o= (c,z,h)

else: 7 la,g

w) = UseHint (h, Az — c1;20)
if [lz]loc <y — B and ¢ =H(pk || M||w))and #1'sinh <w
v v v
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